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Abstract

We present a risk-based contingency management methodology to mitigate the impact of external risks on asset value and
performance. Many asset intensive industries, such as water and energy utilities, are significantly affected by external risks
such as extreme weather events. Given that extreme weather events are expected to become more frequent under
anthropogenic climate change we believe there is a need for such tools to allow companies to better protect themselves. Our
risk-based contingency approach is appropriate for short term business planning and would complement longer term climate
change adaptation and mitigation strategies. Our approach offers a risk-based methodology to manage contingency that is
explicit and defensible. Critically, our methodology allows contingency to be managed dynamically as risk probabilities and
impacts change, creating a mechanism for contingency funds to be periodically released if risk exposure reduces. The long
term benefit of contingency that is dynamic and risk-based is to mitigate the impact of external risks and support long term
sustainability of the business.

1 Introduction

We believe creating and managing an appropriate contingency is a critical part of asset management. During capital
investment planning and delivery, cost, time and quality risks are routinely taken into account when setting contingency.
However, uncertainties around on-going operational costs are not often treated with the same rigour. Effective operation and
maintenance are critical to efficient asset management, particularly for long-lived assets. For example, human error has a large
impact on asset operation (Wu et al. 2009), contributing to significant proportion of the unexpected cost and lost revenue
associated with assets (Eti et al. 2006; Le May and Deckker 2009). For industries with assets exposed to the natural
environment, for example water utilities and construction, weather can have a large impact on asset performance resulting in
significant costs (Taroun 2013). Further as extreme weather events become more frequent (Easterling et al. 2000) it will
become increasingly important for companies to better prepare for and manage the impact of extreme weather events both in
within-year business planning and as part of long term strategies and investment. In this paper we present a simple and usable
methodology to establish and manage such a contingency, that we believe any company could implement with relative ease.

1.1 Role of contingency

The primary approach to managing asset risk is to proactively reduce the likelihood of risk events materialising (control) or
reduce the severity of the impact of risk events (mitigation) through the use of barriers (Pollard et al. 2004; Flage 2013).
Barriers may be physical, such as retaining walls, or behavioural such as training or standard operating procedures. Where
proactive risk management through control or mitigation barriers is not possible or feasible, other risk management options
include, risk sharing, risk transfer or simply accepting risk (Hopkins 2008). However, for many asset intensive industries, such
as water utilities, assets can be significantly impacted by external risk drivers that are, to a significant degree, beyond the
control of the managing company. For example, extreme weather, climate change, the global economy, supply chains and
customer behaviour cannot be completely controlled. Many of these uncontrollable, external risks are increasing in both
severity and complexity, for example risk due to globalisation of supply chains and anthropogenic climate change (IBM 2007;
Rowan et al. 2013). As a result, there can be a significant residual risk left after all reasonable risk controls and mitigations
have been put in place. Further, there may be considerable uncertainty around that residual risk. This is particularly true of
risks due to climate change (Allen et al. 2000).

This residual risk around the operation of assets can be partially managed through the provision of contingency. A well-
managed contingency fund can provide the additional resources required to respond effectively once a risk event has realised
to minimise impact on customer service and performance from the perspective of owners, for example shareholders. Where
possible it can also provide the additional investment required to scale up proactive risk management measures in response to a
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suddenly increases risk. Some external risks are cyclical, for example extreme weather risks where some years weather will be
benign and others extreme. For these risks, a contingency effectively smooths the impact of extreme events by transferring the
financial headroom experienced when risks do not realise to periods when those risks do realise (Figure 1). Financial headroom
can be transferred to operational headroom through provision of additional people-hours and equipment as appropriate.
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Figure 1: Using a contingency fund to balance higher than expected costs (B) and lower than expected costs (A), thus
minimising disruption in operational performance and volatility in financial performance.

Cost (£) driven by external factor

1.2 Research aim

The aim of this research was to develop an effective and practicable methodology to provide risk information relevant to
setting, managing and using a operational contingency fund. The first step was to establish a set of criteria the contingency
methodology would have to fulfil:
e The contingency would have to accurately reflected exposure to unexpected operational costs both in terms of risks
(unexpectedly high costs) and opportunities (unexpectedly low costs).
e It would have to be dynamic to reflect the volatile nature of risk drivers such as weather and markets.
e It would have to be able to inform both the provision of contingency but also the release of contingency when it is no
longer needed.
e It must be able to reflect a firm’s risk appetite, which may change with time and between firms.
e It must support a quantitative assessment and aggregation of risk. But reflecting the common challenge of data
availability (Taroun 2013), the model will also be able to use expert judgement of risk.
e Finally, to generate maximum value it must be able to be integrated into business planning processes.

Below, we describe the methodology and process we have developed to meet these criteria. It was developed and trialled in
collaboration with a UK combined clean and waste water utility. However, it could, in principle, be applied to any industry
where operational costs and performance are significantly affected by external risk drivers.

2 Dynamic risk-based contingency model development

To develop this methodology we worked closely with a UK combined Water and Sewerage Company. This gave us access to
data and allowed us to test whether our model provided decision relevant outputs. The utility was typical of its sector, in that it
owned and operated a large asset base and was exposed to a wide range of external risks. These included risks due to extreme
weather (extreme cold in winter and droughts in summer), changing customer demand and behaviour, regulatory changes,
financial markets (ability to raise finance and cost of capital) and input cost inflation (notably energy and construction costs).
Risk of unexpected operational costs must be particularly carefully managed in highly regulated utilities, such as our case
study, which have to commit to large capital projects with associated outcomes to be delivered for tightly controlled budgets.

2.1 ldentification and selection of suitable risks

Risks were identified through the existing risk governance processes and through expert elicitation. Drawing on the company’s
strategic risk register and interviews with finance managers in each business unit, a comprehensive register of risks and
opportunities with an impact on operational cost was developed.

A key outcome of our research was that selecting the range and type of risks to be managed through provision of contingency
is a critical step. As we will discuss a central contingency is not appropriate as a management tool for all risks. Through this
study we developed a set of guidelines to select risks that are appropriate and feasible to be mitigated through a central
contingency (Table 1). In summary, only medium impact and frequency risks (Figure 2) driven by an external risk driver were
deemed suitable to be mitigated through the central contingency. What constitutes ‘medium’ impact and frequency will vary



between companies but for this case study it entailed risks with a probability of 10-20% chance of occurring in a year
(therefore, with a frequency of 1-2 times a decade) and an impact of £1-5 million. The main rationale behind this (Table 1) is
that if a central contingency is used to manage too broad a range of risks, it might compensate for poor operational
performance that could be better tackled through a route cause analysis and mitigation of the underlying human, technological
or organisation causes. For this reason, central contingency should be limited to mitigating residual risks driven by external
factors largely outside of the risk owner’s control. More seriously, over-reliance on central contingency as a kind of internal
insurance fund might retard efforts to proactively and preventatively manage risk. In summary, a critical step in establishing
and managing a central contingency to mitigate the residual risk of asset operation, is determining which risks are appropriate
and feasible to be mitigated through a central contingency. Guidelines to help this determination are set out in Table 1.

Risk type Appropriate Rationale
for central
contingency

Low impact | No Should be within the capability of

risks local managers to manage.
Therefore, local managers’
responsibility to be sufficiently
resilient to small shocks.

High No Likely to occur every year (multiple

frequency times) and therefore, should not be

risks a surprise and should be accounted
for in business (as usual) plans.

High No Should be managed preventatively

impact risks where possible and mitigated
through third party insurance were
necessary. Would require an
unfeasibly large central
contingency, therefore share risk
with other organisations.

Very high No Impacts are intolerable and risk

impact risks management should be proactive
and preventative using multiple
barriers [10].

Risks with | No (Where possible) should be

internal addressed preventatively through

drivers route cause of risk (whether it is
human error, technological or
organisational). Contingency
should not compensate for poor
performance.

Moderate Yes Beyond the ability of individual

impact risks managers and business units to
absorb. Do not require excessive
contingency to be held.

Moderate Yes Not likely to occur every year, so

frequency beyond scope of annual business

risks (as usual) planning.

Risks with | Yes Risk drivers are partly or wholly

external beyond control of organisation,

drivers therefore not due to poor
performance.

Table 1: Rationale for what range of risks are appropriate and feasible to be mitigated through a central contingency.



Very high impact:

’ I " £ (e ;
High fl:equency ow Mechumfrequ.ency. (every Ldow rec.zuency high impact: FitGlerable. praventativ
impact: 2-5 years) medium impact: || 3" party insurance (e.g. 1/100 A
E & risk management (e.g.
Business as usual Central contingency year flood)

public health risks)

P o \
{’\Normal operations & budget /

¥ | S

~ ~ Lk

v -

=

“

(o}

I

b

=

Q

c

S i

T A N -

£ - unsurance s ——_

= C Central contingenc ~ B wepiapes )
= eenEy ———Preventative risk management~

N —

Impact severity \\-/

Figure 2: Range of risks, delineated by frequency and impact, appropriate and feasible to be mitigated through a central
contingency.

2.2 Methodology to represent risk and uncertainty

Risks were represented within a Microsoft Excel spread sheet with the @Risk version 6.1 add-on for the stochastic and Monte
Carlo functions. Risks were expressed as their probability of occurrence and the severity of impact should they occur. We
used Bernoulli and Triangular probability density functions to model probability and impact respectively (Figure 3). Bernoulli
probability density functions are suitable for modelling a stochastic event that may or may not happen (Rees 2008). We found
triangular probability density functions effective for representing the information on risk impact available to us, which was
predominantly expert judgement. By asking domain experts in each risk to estimate the best case scenario, most likely case,
and worst case scenario we defined a triangular distribution for each risk. The same approach was applied to opportunities with
the difference that the impacts on cost were negative (lowering overall cost). If quantitative data were available, or should
become available, a different distribution could be fitted or selected, such as a normal or lognormal distribution, and simply
substituted for the triangular distribution in the model.

The underling method then used to calculate the dynamic risk-based contingency is a Monte Carlo simulation. A Monte-Carlo
analysis involves repeatedly selecting a random variable from stochastic functions within a model or function and solving that
model or function. Over a large number of iterations almost all possible outcomes are simulated. These can then be analysed
for the range and likelihood of outcomes, and sensitivity of the outcome to input variables.

In this model, the Monte Carlo simulation followed the following steps. For each iteration, a random value was selected from
each risk’s probability distribution and impact distribution. For each risk the selected probability value and impact value were
multiplied and the resulting values summed for all risks. This was repeated for 10,000 iterations to produce a comprehensive
range of possible scenarios of the risks modelled, reflecting the frequency of occurrence for each risk and range of impacts.
Where risks were known to be related, for example sharing a common risk driver, @Risk allowed their probability of
occurrence and/or severities to be correlated in the Monte Carlo.

In order to account for the seasonal variability of risks (particularly weather related risks), the probability of each risk was
determined on a month by month basis. Profiling the probability of risks across a year with even a monthly granularity proved
challenging due to lack of data and the novelty of many of the risks. To overcome this, risk experts were asked to assess for
each month whether their risk(s) had a low, medium or high probability of realising and attribute probabilities to each of those
probability categories. As a notional example, the risks due to extreme winter weather might be judged at zero for summer
months, low in autumn and spring (p = 0.05), and high in winter (December to February) (p = 0.1).
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Figure 3: Method to model and aggregate financial risk exposure on a rolling monthly basis in order to determine (and
manage) annual contingency required (dates and precise values have been removed for confidentiality).
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Figure 4: Risks and opportunities with largest impact on financial exposure (unexpected costs).

show which risks most drive changes in overall risk indicates where to focus risk management resources. One graphic, the
This can inform a

“tornado diagram” (Figure 4), ranks the input risk factors by their impact on the total output mean.

2.3 Sensitivity analysis
Sensitivity analysis can provide valuable insights into key risk drivers. This functionality is provided by @Risk. The ability to
prioritisation of resource to mitigate risk and ensure that use of contingency is optimised. It is also a useful indicator of the



uncertainty associated with each risk or opportunity which can be useful to inform where further data gathering or research is
required.

2.4 Selecting risk appetite for contingency

The contingency model produces a range of potential costs (financial impact of realised risks) each with a different probability.
This necessitates a decision on the level of residual risk the organisation is willing to take and therefore the level of
contingency required. For example, an annual contingency of £10m might be forecast to be sufficient with a confidence level
of 90%, i.e. £10m can be expected to be sufficient up to a 1/20 year worst case. Alternatively, the same results might also
determine that an annual contingency of £20m would provide sufficient with a 99% confidence, i.e. can be expected to be
sufficient for up to a 1/100 year worst case.

Determining the percentile level of risk to use is a direct reflection of an organisation’s risk appetite. The instinct of some
might be to use the median or mean value as using this value would meet the criteria of being risk neutral. However, this
would be an unusually high risk level to take for most organisations, whereby approximately half of the time the contingency
would be insufficient. One standard deviation above the mean would provide cover with an 85% confidence level and is often
used. For example, an 80% confidence level was used to determine contingency for the on-going $5.25 billion Panama Canal
expansion and is judged to be appropriate for capital projects of this magnitude (Alarcén et al. 2011). An annual contingency
at the 80% confidence level would be expected to be sufficient four out of five years.

2.5 Managing contingency

One practical constraint on how contingency could be managed are accounting and financial management practices. Because
budgets cannot always be carried over from one financial year to another, it would not always be possible to simply bank
money in a ‘lucky’ year when risks were lower or did not materialise, and keep it until an ‘unlucky’ year. Particularly for low
frequency risks, the time value of money would make this unappealing. Instead at the beginning of each year the amount
needed to cover an ‘unlucky’ year to an appropriate level would have to be set aside in the central contingency (Figure 5).
Where risks then materialised, the contingency would be used to mitigate the additional costs. If on an annual, quarterly or
monthly basis risks did not materialise or were lower than expected, contingency would be returned to investors or reinvested
in the business while retaining contingency appropriate to the remaining risk.
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Figure 5: Establishing, using and releasing central contingency to manage external risks such as extreme weather.

In order to ensure that central contingency is based on an up-to-date assessment of risk and is available for shareholder
return/reinvestment more often (but without creating an excessive work-load for risk owners and exerts), risks should be re-
assessed monthly and contingency adjusted accordingly. Another benefit of monthly risk assessments is ability to dynamically
capture the seasonal nature of risk (particularly relevant to weather related risks). As can be seen in the results obtained from
our case study of a water utility, risk exposure was highest in summer and winter due to weather related risks (Figure 3)



namely too little water and cold weather increasing leakage. The total level of contingency held would typically decline as
each year progressed due to a reduction in risk exposure (simply because there is less time for risks to realise and one off risks
may already have realised) and through the release of excess contingency at the end of each month, with the option to return or
reinvest unused contingency.

The following example (Figure 6) illustrates how contingency managed on a quarterly basis could be used or released: at the
beginning of the year a central contingency of £10m is required. During the first quarter of the year (Q1) approx. £1m is paid
out to cover exceptional costs. £9m remains in the contingency pot. At the end of Q1 the risk for the remaining three Quarters
is assessed and will require a contingency of £8.5m. Therefore £8.5m is retained in contingency and £0.5m is released for
return (to shareholders) or reinvestment in the business. This is repeated for the remaining Quarters until contingency is
reduced to zero at the end of the year through use to cover exceptional costs or release.

A key strength of our contingency method and process is that it provides a clear methodology to release contingency when risk
is reduced or is lower than initially expected. For example, at the beginning of a year contingency may be held for the costs
due to increased pumping and other measures required in the event of unusually low precipitation in the summer months. If,
later in the year this does not occur or is deemed unlikely to occur, the marginal contingency set aside for this risk can be
realised and used as deemed appropriate by the business, without impacting the overall risk position of the company.
Conversely, by dynamically updating risk on a monthly or quarterly basis any increase in risk can be captured. Increased
exposure to risk can be mitigated by providing additional contingency or through other risk management actions such as
increased preventative controls and reduction of other risky activities.
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Figure 6: Example annual profile of central contingency where, on a quarterly basis, contingency is either used to mitigate
realised risks, returned to shareholders/re-invested in the business, or retained for subsequent quarters.

4 Conclusions and future development

The benefits identified through development of this model, of using a contingency fund to reduce cost and operational
volatility due to uncontrollable, external factors are:

e Prevention of existing asset performance being compromised due to unusually high costs driven by external factors.

e Ensuring that when costs are normal or lower than usual contingency funds can be released following an explicit
methodology and used appropriately.

e Prevent contingency being appropriated to compensate for poor performance.

e Allow contingency to be optimised for the seasonality of risks (for example, a contingency for winter risks does not
have to be held during summer) reducing the overall amount of contingency required without reducing the level of
risk covered.

e Provide a robust methodology for better governance of contingency.

e Altogether, contribute to the sustainability and long term value of the business.

For many organisations largely uncontrollable external risks already have a significant impact on performance and must be
managed. This is particularly true of companies exposed to weather related risks, but are also true of companies exposed to
volatile markets and regulatory regimes. Given that weather related risks are likely to become more frequent and severe due to
anthropogenic climate change, managing the impact of weather will become an increasingly core competency. We argue that
an ability to mitigate the short term cost and performance impact of weather events (and other external risks) through provision



of contingency will constitute part of that competency, alongside preventative risk management and long term strategies to
build resilience.

Finally, this method for setting and managing contingency is undergoing constant development. A key functionality under
development is ability to model the effects of risk drivers on key risks so that future risk exposures can be forecast and
explored through ‘what-if” scenarios and to model risk interactions in greater sophistication. For example, it would be valuable
to explore what future climate change scenarios could mean for risks driven by extreme weather. It would also be valuable to
assess the knock-on impact of risks, for example if one asset fails what is the reduction in operational capability to deal with
subsequent, simultaneous asset failures. This will require modelling the entire value chain including all operational costs and
cost drivers. Ultimately the aim is to apply such a probabilistic approach to expected cost and time predictions (i.e. not just
unexpected costs as in this model) within business planning. This would serve to integrate risk management more closely with
core business and investment planning activities. We view the risk-based contingency methodology presented in this paper,
and the processes around it, to be a step towards the ultimate goal of fully integrated risk and cost based business planning,
both capital and operational.
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