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ABSTRACT

The growth of the generation of Electrical and Electronic Equipment (EEE), and the use of hazardous
substances in the production of these items, has required legislation to minimise the harm to the en-
vironment that their existing use, ultimate disposal and continued growth of the sector may pose. The
European Union (EU) started to tackle this problem with the passing of two Directives in 2002, which
focused on restricting the use of hazardous substances (RoHS - 2002/95/EC) and organising the recycling
or disposal of discarded electronic and electrical equipment (WEEE - 2002/96/EC). These Directives have
been recently recast and their scope widened; however, one exception to them remains items specifically
designed for defence and military purposes. This paper looks at how and why these European Directives
were passed, the impact they have had on defence in the United Kingdom (UK) up to the present mo-
ment, what impact the further extension of those directives might have on UK defence policy and how
the UK Ministry of Defence (MOD) has begun to prepare for any extension, including the use of alter-
native products from the commercial market, and substituting less harmful materials. The paper reviews
the information available to carry out future decision making and what level of decision making it can
support. Where the data is insufficient, it makes recommendations on actions to take for improvement.

© 2016 Elsevier Ltd. All rights reserved.

1. Introduction

The Information Technology revolution has spread right across
society, with seventy-two percent of British adults using a PC ev-
ery day (Office of National Statistics, 2015) and eighty-six percent
of UK households having Internet access in 2015 (Office of National
Statistics, 2015a). Extend this across the entire developed world
and add in businesses and organisations in both the Public and
Private Sectors, one can quickly see how much of a problem the
generation of waste electrical and electronic equipment, known as
e-waste, is becoming, as consumers, businesses and organisations
upgrade their systems. Part of the problem is the toxic substances
that are used in the production of these items, such as mercury,
cadmium and lead. In an effort to tackle this problem, the Eur-
opean Union (EU) passed two Directives in 2002, which focused on
restricting the use of hazardous substances (Restriction on Ha-
zardous Substances (RoHS) — 2002/95/EC) and organising the re-
cycling or disposal of discarded electronic and electrical equip-
ment (Waste Electrical and Electronic Equipment (WEEE) - 2002/
96/EC). However, there were a number of important exceptions,
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one being defence. This paper will look at what the e-waste pro-
blem actually consists of, the two European Directives designed to
tackle it, how they have impacted on the UK Ministry of Defence
(MOD) and UK defence and what impact any extension might
have.

2. The E-waste problem

The last two decades have seen a revolution in Information
Technology. This revolution has provided many benefits to society,
with a whole host of commercial, medical, household, transport,
scientific, educational, communications and defence applications,
alongside the development of the Internet and World Wide Web
(Atkinson and Castro, 2008). The development of this technology
has been rapid, especially in terms of overall performance and
storage capacity with developers such as Intel and Advanced Micro
Devices Inc. (AMD) bringing out new products every eighteen
months or so. Where the average consumer might have kept a PC
for around four years in the mid-1990s, by the early 2000 s, this
had dropped to two years (Scanlon, 2004). It is not only PCs that
now use this technology but household items such as televisions
(for example the latest flat-screen Liquid Crystal Display (LCD)
TVs), entertainment systems (such as MP3 players, tablets and
game consoles), mobile phones, kitchen appliances and digital
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cameras, as does equipment in the wider economy, from medical
scanners to supermarket checkouts. All of this has meant firstly, an
increase in the number of products ‘brought to market’ by leading
manufacturers in both the developed and developing worlds, for
example, 302 million PCs were sold globally in 2014, compared to
134.7 million in 2000 (Statistic Brain, 2015). This has led secondly,
to an increase in the e-waste generated across the globe, as people
increasingly either buy to replace (rather than get something re-
paired) or buy to upgrade (keeping up with the latest develop-
ments). Indeed, as availability and affordability of this technology
improves, e-waste generation is predicted to increase substantially
in the developing world by 2020 (Schluep et al., 2009).

In addition, reports by the United Nations have continued to
highlight the growing problem of e-waste:

® Manufacturing mobile phones and personal computers con-
sumes three percent of the gold and silver mined worldwide
each year; thirteen percent of the palladium and fifteen percent
of cobalt (Schluep et al., 2009, p. 7);

® Modern electronics contain up to sixty different elements -
many valuable, some hazardous, and some both (Schluep et al.,
20009, p. 6);

® Carbon dioxide emissions from mining and production of cop-
per and precious and rare metals/rare earth elements used in
electrical and electronic equipment are estimated at over
twenty-three million tonnes (Schluep et al., 2009, p. 10);

e The global production of e-waste was estimated at 41.8 million
tonnes in 2014 (Baldé et al., 2015, p. 8);

® This is expected to increase to around 50 million tonnes by 2018
(Baldé et al., 2015, p. 8);

® Countries like Senegal and Uganda can expect e-waste flows
from PCs alone to increase by between four and eight fold by
2020 (Schluep et al., 2009, p. 49).

These problems are compounded by the fact that much of the
e-waste is improperly handled, even in China, where imports have
been banned. Agbogbloshie near Accra (Ghana), Guiyu (China),
Taizhou (China), Delhi and Bangalore (India) all have e-waste
processing areas. The uncontrolled burning, disassembly and dis-
posal of such waste causes a number of environmental and health
problems due to the release of a variety of toxic substances
(Grossman, 2006).

3. The EU's WEEE directive

The European Union's WEEE Directive (2002/96/EC), based on
Article 175 of the European Community Treaty, was passed into
European Law on 13 February 2003 (European Union, 2003a), but
did not enter UK law until 1 July 2007. The overall aim of the
legislation is to conserve landfill and to support more sustainable
development by encouraging recycling. It requires producers to
contribute towards the collection of their products at the end of
their life-cycle and includes the costs of appropriate treatment of
waste and specific targets for recycling and recovery (European
Union, 2011). The Directive originally applied to the following
categories of electrical and electronic equipment (BIO et al., 2008):

Category 1 — Large Household Appliances;

Category 2 — Small household Appliances;

Category 3 - IT and Telecommunications Equipment;
Category 4 — Consumer Equipment;

Category 5 — Lighting Equipment

Category 6 — Electrical and Electronic Tools;
Category 7 — Toys, Leisure and Sports Equipment;
Category 8 — Medical Devices;

® Category 9 — Monitor and Control Equipment;
® Category 10 — Automatic Dispensers.

After three-years, a review of Member States and stakeholders
was conducted, which found that the proportion of e-waste being
collected separately had jumped to around eighty-five percent but
only thirty-three percent of that was being reported as having
been treated according to legislation. In addition to this, approxi-
mately thirteen percent was still going to landfill and fifty-four
percent was potentially going for sub-standard treatment either
inside or outside the EU (European Union, 2008a). The directive
has therefore been revised a number of times. Indeed, a look at the
legislative history (Powell-Turner et al., 2011) shows that both the
European Commission and Council have been willing to propose
and pass amendments where there has been enough evidence to
provide justification. Such a trend is likely to continue, especially
as the directive was modified as recently as July 2012 with Di-
rective 2012/19/EU, which came into force on 13 August 2012 and
became effective on 14 February 2014 (European Union, 2012;
European Commission, 2015). From 2016, EU members are re-
quired to recycle 45% of electronic equipment placed into the
market, a figure that rises to 65% in 2019. All this however is linked
to the producer responsibility regime, and it is unclear as to
whether EU members will be able to count WEEE they consider to
have been recycled outside of this regime, towards their targets
using substantiated estimates. For example, a study by the charity
WRAP indicates that between 400,000 and 550,000 t of WEEE in
the UK alone might be recycled in the light iron waste stream and
thus remain unreported (Francavilla, 2015). From 15 August 2018,
the legislation will apply to (European Union, 2012):

e All EEE, including photovoltaic panels, equipment containing
ozone-depleting substances and fluorescent lamps containing
mercury (certain types of EEE will continue to be excluded from
the scope of this Directive);

® [ncrease the volume of EEE that Member States are required to
collect and use;

® Require retail shops with an EEE sales area of at least 400 m? to
offer free take-back of very small WEEE;

e Introduce tighter requirements for shipping EEE to non-EU
countries.

The ten categories that are in use currently will be replaced
with six (European Union, 2012):

1. Temperature exchange equipment;

2. Screens, monitors, and equipment containing screens having a
surface greater than 100 cm?;

3. Lamps;

4, Large equipment (any external dimension more than 50 cm)
including, but not limited to: Household appliances, IT and
telecommunication equipment, consumer equipment, lumi-
naires, equipment reproducing sound or images, musical
equipment, electrical and electronic tools, toys, leisure and
sports equipment, medical devices, monitoring and control in-
struments, automatic dispensers, equipment for the generation
of electric currents;

5. Small equipment (no external dimension more than 50 cm)
including, but not limited to: Household appliances, consumer
equipment, luminaires, equipment reproducing sound or ima-
ges, musical equipment, electrical and electronic tools, toys/
leisure/sports equipment, medical devices, monitoring and
control instruments, automatic dispensers, equipment for the
generation of electric currents;

6. Small IT and telecommunication equipment (no external di-
mension more than 50 cm).4



It is important to note however, that the WEEE Directive does
not apply to certain categories of electronic equipment, one im-
portant category being “equipment which is necessary for the
protection of the essential interests of the security of Member
States, including arms, munitions and war material intended for
specifically military purposes” (European Union, 2012).

4. The EU's RoHS directive

The RoHS Directive (2002/95/EC), based on Article 95 of the
European Community Treaty and passed into European Law at the
same time, complemented the WEEE Directive in that it aimed to
restrict the use of certain substances and reduce the generation of
hazardous waste (European Union, 2003b). It became incumbent
on businesses to show that their products did not contain more
than a maximum level of certain substances, although the use of
these substances in spares to repair equipment put on the market
before 1 July 2006 was permitted. To illustrate compliance, pro-
ducers had to provide evidence that their suppliers conformed.
And in turn, they needed to present evidence from their suppliers
and so on, down the supply chain. This Directive was first amen-
ded with Commission Decision 2005/618/EC (European Commis-
sion, 2005). This amendment recognised that in practical terms, it
was virtually impossible to ensure the complete elimination of
certain substances found in electrical and electronic products. It
therefore set limits as to the amount of restricted substances that
would be tolerated in new EEE when it entered the marketplace.
Originally the RoHS Directive applied to eight out of the ten ca-
tegories of EEE listed above, while two categories (8 — Medical
Devices and 9 — Monitoring and Control Equipment) were exempt.

Despite the Directive often being termed the ‘lead free’ Direc-
tive, the term ‘hazardous substances’ actually applies to lead,
mercury, cadmium, hexavalent chromium, polybrominated bi-
phenyls or polybrominated diphenyl ethers, in quantities exceed-
ing 0.1% by weight or 1000 ppm in homogenous materials for lead,
hexavalent chromium, mercury, polybrominated biphenyls, poly-
brominated diphenyl ethers and 0.01% by weight or 100 ppm in
homogenous materials for cadmium (European Commission,
2005).

The RoHS Directive is a legal instrument that ensures restric-
tions in the use of substances which affect product design and are
implemented in a harmonised way throughout the EU. Since its
introduction, it has prevented many thousands of tonnes of ban-
ned substances from being disposed of and potentially released
into the environment (Bogaert et al., 2008). It has brought about
important changes in the design of electrical and electronic pro-
ducts by increasing producers’ awareness of product composition
and toxicity. Other countries, such as the USA, China, Japan and
Korea have followed the EU example and brought in similar
legislation.

As with WEEE, this Directive has had a history of amendments
(Powell-Turner, Antill and Hooper, 2011), and was recently recast
by the EU (European Commission, 2011; European Union, 2011) as
part of its overall commitment for a better regulatory environ-
ment. The directive came into force on 21 July 2011 and its pro-
visions apply in stages through to 21 July 2021. For example, from
21 July 2019, the restricted substances RoHS will cover will include
butyl benzyl phthalate (BBP), dibutyl phthalate (DBP) and diiso-
butyl phthalate (DIBP) (MOD, 2015, p. 6). It covers improvements
in implementation, enforcement and coherence as well as in-
cluding two additional categories that were previously exempt —
medical devices and monitoring and control instruments (Eur-
opean Commission, 2011a). The EU held two extensive stakeholder
consultations in the run-up to the recast, which revealed im-
plementation-related problems. These included whether or not

certain products fell within the scope of the Directive and the
differences between Member States’ methods for assessing pro-
duct compliance and carrying out market surveillance. There has
also been confusion over the relationship between RoHS and
REACH (Registration, Evaluation, Authorisation and Restriction of
Chemical substances) which has increased the risk of inadequate
or inefficient implementation of the directive.

The key elements of the recast Directive are (European Com-
mission, 2012):

® A gradual extension of the rules to all electrical and electronic
equipment (EEE), cables and spare parts, with a view to full
compliance by 2019;

® A review of the list of banned substances by July 2014, and
periodically thereafter;

® (Clearer and more transparent rules for granting exemptions
from the substance ban;

e [mproved coherence with the REACH Regulation on the Regis-
tration, Evaluation, Authorisation and Restriction of Chemicals;

e (larification of important definitions; and

® CE marking denoting compliance with European norms re-
served for electronic products that also respect RoHS
requirements.

The WEEE and RoHS Directives are stimulating creativity in the
next generation of green electronics. This creativity is designed
into products, resulting in greener materials being utilised and
new technologies created. In the Printed Circuit Board (PCB) in-
dustry, advocates are pushing to have more products designed
with less bromine-based flame retardants (Westervelt, 2015).
Various companies are looking ahead at the next round of banned
substances which can be linked to the impact of the chemical
restriction directive ‘REACH’ in the EU. This environmental trend
towards banning substances requires organisations to be knowl-
edgeable and ready for global environmental legislation (RoHS
Guide, 2015).

Many component vendors have replaced traditional tin/lead
solder alloys with pure or high-tin-content alloys. This presents
designers with the long-term quality issue of tin whiskers, which
are tiny tin filaments that grow over time with the potential of
causing short circuits in electrical equipment, although there are
other problems such as pad cratering, PCB delamination and
solder joint cracking. If products have a long service life, are used
in harsh environments with temperature and humidity extremes,
or are used for critical operations such as in items of defence
equipment, tin whiskers are a serious problem which cannot be
ignored (Hall, 2006; Brown, 2015).

Developments in China on the protection of its rare earth ele-
ments (REE) may also encourage increased recycling as the supply
of certain elements may become more unpredictable. An article in
the online news service, EurActiv, claimed that the plan to tighten
exports of key REE would be a real concern to manufacturers of
“high-tech products ranging from computers to electric car bat-
teries and wind turbines” (EurActiv.com, 2011) as well as the UK
Defence Industry. Another article claimed that the tighter control
of exports of dysprosium, terbium, thulium, lutetium and yttrium
means that alternative supply chains will need to be created
outside China. An increased focus on recovery and recycling
should surely be able to meet some of this demand (Powell-Turner
and Antill, 2015). The European Commission has also produced
reports defining which raw materials are “critical” to EU industry
(European Commission, 2010, 2014) as did the House of Commons
Science and Technology Committee for the UK (House of Com-
mons, 2011). For organisations working in the recycling and re-
covery field, these initiatives will be worth followi424



5. Defence - impact up to now

As alluded to above, the restrictions imposed by both the RoHS
and WEEE Directives do not apply to those specifically-designed
items that are destined to be used in the defence and security
sector. This stems from a number of different pieces of European
Union legislation, the overarching one being Article 346 of the
Treaty for the Functioning of the European Union (TFEU), formerly
part of European Community law as Article 296 of the Treaty es-
tablishing the European Community (TEC) (European Union,
2008b).

It provides an exception to European Union law where such
application would endanger the national security of a Member
State. However, there have been problems with Article im-
plementation. Article 296 is vague and open to interpretation in
that firstly, the scope of the application article was not always
clear, something that was not helped by the generic nature of the
list of items mentioned (European Union, 2008a — see below).
Secondly, uncertainties persisted on the conditions for the use of
exemptions, since there is no commonly agreed definition of ‘es-
sential security interests’ and what is necessary to protect them.
Thirdly, the directive on public procurement, which was revised in
2004 and again in 2014 (see Crown Commercial Service (2015)),
has been found by a number of Member States to be unsuited to
defence procurement, as it fails to take into account the special
nature of contracts in that area. As a result, EU Member States have
used the exemption provided by Article 296 very differently and
often in an extensive way. This is incompatible with the case law of
the European Court of Justice, which states that Article 296 must
be limited to exceptional and clearly defined cases (European
Union, 2010). Moreover, the extensive use of the exemption
hampers fair and open intra-European competition. Such exemp-
tions go to the heart of the fundamental principles and operation
of the internal market and were meant to be applied for only in
cases when Member States can see no other way to protect their
national security.

Basically, Article 296 (1)(a) allows Member States to keep secret
information, the disclosure of which they consider contrary to the
explicit interests of their national security. In addition, Article 296
(1)(b) allows Member States to undertake measures they consider
necessary for the protection of their essential security interests
and which are connected with the production of (and trade in)
weapons, munitions and war material, however those are defined.
Measures taken under Article 296 (1)(b) should not adversely af-
fect the conditions of competition in the common market for
products which are not intended for specifically military purposes,
including ‘dual use’ items. The items to be included under the
article were originally specified in a list, designated Council De-
cision 255/58 and dated 15 April 1958. It covered (European
Council, 2008; European Union, 2008a):

® Portable and automatic firearms;

e Artillery and smoke, gas and flame throwing weapons;

e Ammunition for 1 and 2 above;

® Bombs, torpedoes, rockets and guided missiles;

e Military fire control equipment;

e Tanks and fighting vehicles designed specifically for military
use;

Toxic or radioactive agents;

Powders, explosives and liquid or solid propellants;

Wiarships and their specialist equipment;

Aircraft and their equipment for military use;

Military electronic equipment;

Cameras designed specifically for military use;

Other equipment (such as military parachutes, bridging equip-
ment and searchlights);

® Specialised parts and items of material included in this list in-
sofar as they are of a military nature;

® Machines, equipment and items exclusively designed for the
study, manufacture, testing and control of arms, ammunition
and equipment of an exclusively military nature included in this
list.

The European Commission eventually issued an interpretive
communiqué on 7 December 2006 — COM (2006) 779 Final — in an
attempt to clarify what was covered under Article 296. It high-
lighted the fact that, given the nature of the products on the 1958
list and the explicit reference in Article 296 to “specifically military
purposes”, it was only the procurement of equipment which is
designed, developed and produced for these purposes that could
be exempted from European Union law. However, Article 296 can
also cover the procurement of dual-use equipment for both mili-
tary and non-military purposes, but only if the application of
European Union law would oblige a Member State to disclose in-
formation damaging to its essential security interests. Crucially, it
also highlights that military items included in the 1958 list are not
automatically exempted from internal market rules. Any Member
State seeking exemption under Article 296 must demonstrate that
the exemption in question is necessary for the protection of its
national security interests, this being the only condition which
may justify such an exemption. General references to the country's
geographical and political situation, history and alliance commit-
ments are not deemed sufficient. The concept of ‘essential security
interests’ gives Member States flexibility in the choice of measures
to protect those interests but it is essential for national defence
contracting authorities to assess each procurement contract with
great care. As guardian of the Treaty, the Commission is entitled to
verify — with due regard to the sensitive nature of the defence and
security sector — whether the conditions for exempting procure-
ment contracts on the basis of Article 296 have been fulfilled. If it
finds that such conditions have not been fulfilled, then the Com-
mission may place the matter directly before the Court of Justice, if
it considers that a Member State is making improper use of the
powers provided (European Commission, 2006).

Defence procurement accounts for a significant share of gov-
ernment spending in the European Union. Member States’ com-
bined defence budgets were worth just over €186 billion in 2013,
which included around €37.5 billion for investment and procure-
ment (Platteau, 2015). Structurally, most of this expenditure is split
into relatively small and closed national markets with Europe’s
defence sector remaining fragmented at the national level, with
twenty-seven different customers and twenty-seven different
regulatory frameworks. This fragmentation is a major obstacle to
both intra-European cooperation and competition and creates
extra costs, time delays and inefficiencies. It also has a negative
impact on the competitiveness of Europe’s Defence Industrial and
Technological Base as well as on Member States’ efforts to equip
their armed forces in an adequate and timely manner. Given this
situation, the European Commission felt that defence procurement
law played an important part in sustaining this fragmentation. The
majority of defence contracts were exempted from Internal Market
rules and awarded on the basis of an individual state’s procure-
ment regulations, which means widely differing selection criteria,
advertising procedures and so on. At the same time, individual
defence ministry publication rates can vary considerably between
Members. All of this taken together imposed a limit on market
access for non-national suppliers and therefore hampered intra-
European competition (European Union, 2009; European Com-
mission, 2009).

The European Commission therefore passed Directive 2009/81/
EC on 13 July 2009 which aimed, at a European level, to introduce
(European Union, 2009):1



® Fair and transparent rules in order to help businesses access
defence (and security) markets in other EU Member States;

e Flexibility for contracting authorities to negotiate (in detail) all
the features of these complex contracts;

® The option for contracting authorities to insist on safeguards
(from suppliers) to ensure that - (a) classified information is
protected against unauthorised access; (b) there is security of
supply so that armed forces receive deliveries in a timely
manner, especially in the event of a crisis or conflict.

It covers:

e Military equipment — as covered by Council Decision 255/58 as
well as related works and services;

® Sensitive security works and services — which involve access to
classified information.

The procurement of non-sensitive and non-military equipment,
works and services by national contracting authorities in the fields
of defence and security are still covered under the general public
procurement regulations in Directive 2004/18/EC as well as Di-
rective 2014/24/EU. Both directives are obviously still subject to
Article 346 of the current treaty. The broader security sector in-
cluded, as the armed forces of Western states have in recent times,
increasingly looked to work closer with their non-military security
counterparts, enhancing standard operating procedures, inter-
agency communications, as well as using equipment which is in-
ter-operable and based on the same technology (Korski et al.,
2009). Indeed, in an era of constrained budgets, it is likely to occur
with a greater frequency meaning that better value for money can
be attained with greater economies of scale from larger ‘fleets’ and
their attendant support, servicing and maintenance contracts.
Protection from the global threats of terrorism and organised
crime requires the widespread use of sensitive equipment (espe-
cially in the realms of communications, data-gathering and sur-
veillance) and access to classified information. This means that
non-military security procurement can be just as sensitive as de-
fence procurement and require the same security safeguards
during the contracting process. The directive does not change the
situation regarding trading with non-EU states, which are gov-
erned by World Trade Organisation (WTO) rules and in particular
the Government Procurement Agreement (GPA) (European Union,
2010).

Given the current regulatory nature of defence e-waste, it is not
possible to determine with any suitable accuracy, the impact of the
removal of exclusions from either Directive. There is not currently
a requirement for record keeping or notification when the exclu-
sion is used; furthermore, it is not possible to identify how much
defence e-waste exists overall (Hamlett, 2013). The List of Wastes
(European Commission, 2000) does not specifically identify the
defence industry. The Nomenclature of Economic Activities and
the UK's Standard Industry Classification (SIC) scheme does allow
for the identification of ‘defence activities’ (Code 84.2.2 and 84220
respectively); however, whilst is it a UK legal requirement to re-
cord the SIC code on a Waste Transfer Note (Waste (England and
Wales) Regulations, 2011) or Hazardous Waste Consignment Note
(Hazardous Waste (England and Wales) Regulations, 2005), the
data interrogation tools provided by Eurostat (European Com-
mission, 2016) and the Environment Agency (2015) do not provide
a breakdown of that data to enable analysis by industry. Further-
more, if this data interrogation proved to be successful, it would
only inform one element of the exclusion decision — the WEEE
Directive.

6. Restricted substances used in UK defence

Until they were cancelled in 2014, two of the restricted sub-
stances that are used in UK defence were covered by Defence
Standards (DefStan) 03-36 and 03-38 (Ministry of Defence, 2010a,
2010b). These are:

e Cadmium (Cd) - has been used to coat iron and steel to prevent
corrosion since it was first manufactured on an industrial scale
in the 1930s. The largest use today is in nickel-cadmium bat-
teries (Wikipedia, 2015a). Its use in defence has remained
extensive, and includes batteries for battlefield applications
such as radio sets and protective coatings on items such as
fasteners, springs, weapon systems, landing gear parts, ar-
moured fighting vehicles and military bridges. The properties
that make it useful include good protection against corrosion,
galvanic compatibility to aluminium-based materials, a low co-
efficient of friction, reliable low electrical resistance and good
electro-deposition characteristics.

® Hexavalent Chromium - Chromium (Cr) has been used ex-
tensively in the defence and aerospace sector for the production
of thick hard-wearing coatings, as well as being added to steel
to produce stainless steel. It was found on weapons belonging to
statues in the burial pits of the Qin Dynasty near Xian, China
dating from the late 3rd Century BC. Although buried over 2000
years ago, the bronze tips of crossbow bolts and swords found
there showed little sign of corrosion as they had been coated
with chromium (Wikipedia, 2015b). It has been mainly used to
enhance wear resistance, for its anti-friction properties, to
enhance corrosion resistance and for its conductivity. As such,
it has been used on propeller hub components, inside gun
barrels, on landing gear, hydraulic cylinders and rods, gas
turbine engine components, pistons, rollers, pump components
and valves.

® Another RoHS substance used extensively in UK defence is lead
(Pb). Lead has been used since the early Bronze Age, with lead
beads found near Catalhdyiik in modern-day Turkey, dating
from around 6400BC. It is a very common metal, easy to extract
and work with, being highly malleable, ductile and easy to
smelt. Lead has been used in a wide variety of applications,
including its use in colour pigmentations (white, red and yel-
low), plumbing (especially in joining cast iron pipes), leaded
fuels and pesticides. Many of these uses have now ceased, due
to concerns over toxicity. However, as far as defence goes, lead
is still used (in compound form) as a semiconductor in solar
cells and infrared sensors (as an element), in the bullet core of
small arms ammunition, as electrodes in lead-acid batteries,
and as shielding from radiation. But perhaps its biggest use is
when it is combined with tin to form solder and used in elec-
trical components (Wikipedia, 2015c).

The use of materials covered by the RoHS Directive is not re-
corded where the industry is out of scope. Notwithstanding this, it
is possible to identify total imports of the key materials identified
in this paper (Fig. 1). This data demonstrates that the import
tonnages of Lead, Cadmium and Chromium have mainly reduced
since the 2006 implementation of the RoHS Directive, with the
exception of Cadmium, albeit from a very low level use pre-RoHS.
The post-RoHS import tonnages will be a total of excluded and
exempt uses and there remains a significant tonnage of RoHS
materials being used in UK industry overall.

7. The search for alternatives

Given the extensive use of cadmium, chromium and lead in UK

defence and aware that both national and international legislation426
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Fig. 1. Import quantities of lead, cadmium and chromium (BGS, 2016).427

has been moving to limit such use, the Ministry of Defence has
begun looking at alternatives to both these substances, should
WEEE and RoHS Directives be extended. Table 1 provides a sum-
mary of the substances that had been analysed up to the point at
which the DefStan for cadmium was produced, while Tables 2 and
3 list commonly available alternatives for hard chromium elec-
troplating of original equipment and for repairing already in-use
equipment. Despite the DefStan being cancelled, whatever alter-
native is chosen, it has to contain a number of characteristics. The
most important is corrosion resistance and is applicable to vir-
tually all its intended uses. In addition and in the context of this
paper, it must be environmentally benign and cost-effective. Other
desirable characteristics include (Ministry of Defence, 2010, p. 24):

® Appearance - this can be important cosmetically or for ca-
mouflage purposes;

® Adherence to the underlying material;

e Influence on the properties of the underlying material. The most
important of these is hydrogen embrittlement of certain mate-
rials such as high-strength steels;

® Torque/tension  characteristics
applications);

® Electrical conductivity (relevant to electrical connectors);

® Galvanic compatibility with the underlying material, e.g. com-
patibility with aluminium alloys;

® Process capable of coating a range of sizes of components in-
cluding recesses and bores;

e Compatible with aerospace fluids (e.g. de-icing compounds, oils,
grease);

® Easy disassembly (friction properties and low-volume corrosion
products).

(relevant to  fastener

HVOF - High Velocity Oxy-Fuel process

ESD - Electro-Spark Deposition process

PEO - Plasma Electrolytic Oxidation

PVD - Physical Vapour Deposition

CVD - Chemical Vapour Deposition

WC - used as a generic term for Tungsten Carbide
WC-Co-Cr — Tungsten Carbide-Cobalt-Chromium
CrC - used as a generic term for Chromium Carbide
Ni - Nickel

Si — Silicon
C - Carbon
B — Boron

As with the alternatives to Cadmium, any substance used as an
alternative to Chromium (to avoid the use of hexavalent chro-
mium) has to meet certain performance parameters. These include
(Ministry of Defence, 2010b, p. 32):

® Enhance corrosion resistance of the underlying material;

® Provide an element of quality control by generating colours
relevant to some applications which are related to the thickness
of the coating;

® Provide adhesion for subsequent painting;

® Electrically conductive - important as a design requirement. e.g.
radio frequency screening;

e Having a simple, inexpensive process (although this depends
upon the component size - see Fig. 2);

® Having a resilient process — low sensitivity to process variations
and substrate chemistry (for example, effective on a range of
aluminium alloys);

® Possess a degree of self-healing when damaged.

The major difficulty with looking to remove the use of lead in
the manufacture of electrical and electronic components mainly
centres on the reliability of non-lead solders. The increasing re-
liance of defence contractors on Commercial-Off-The-Shelf (COTS)
solutions in critical military technologies is due to its impact on
the time-to-market and on cost savings (Hall, 2006). Also many
component vendors have replaced traditional tin/lead solder al-
loys with pure or high-tin-content alloys. This presents designers
with the potential long-term quality issue of tin whiskers, which
are tiny tin filaments that grow over time with the potential of
causing electrical shorts in equipment. If products have a long
service life, are used in harsh environments with temperature and
humidity extremes, or are used for critical operations, tin whiskers
are a serious problem which cannot be ignored (Wilson, 2009). In
the context of resource use and scarcity and the impacts of di-
minishing supplies to the UK defence industry (Powell-Turner and
Antill, 2015), it's worth noting that the drivers for alternatives are
not solely due to the hazardous nature of the existing material.
Cadmium, Chromium and Lead are all identified as ‘Limited
availability, future risk to supply’ (House of Commons, 2011).

8. Possible future impact on UK defence

As indicated above, military equipment is one of the product
categories that is currently exempted in the WEEE and RoHS Di-
rectives and in line with this, MOD Policy gives specific mandates
on the use of permissive dis-applications or exemptions with a
particular emphasis on the essential interest of Defence, national
security or for specifically military equipment (MOD, 2015, p. 6).
However, given the almost continuous legislative ‘tinkering’ that
has gone on since they were introduced, and the push to include
two previously excluded categories (medical devices/monitoring
and control equipment) in the latest legislative recast, it is unclear
just how long this ‘protected’ status will last. As indicated above,
several of the materials covered by the directives are used ex-
tensively in the manufacture of defence equipment and consum-
ables used by the UK Armed Forces. Any such removal of the ex-
emption would have an impact on how the UK generates military
capability, although much would depend on the nature of the
legislation, what it covered and whether it was phased in over
time. For example, lead is a vital component in small arms am-
munition. If the MOD needed to comply with a recast directive
without sufficient time to develop a suitable alternative, it would
have consequences for the conduct of operations as well as small
arms and marksmanship training.

Another example is the increased digitisation of the battle-
space, and the increasing use of electronic systems in military
hardware, not only in large capital assets such as aircraft, tanks
and warships, but also equipment designed to be used by the in-
dividual soldier. A complicating factor in this increased use of
electronics is the increasing use of COTS technology in military



Table 1

Summary of cadmium-coating alternatives (Ministry of Defence, 2010a, pp. 5-6).

Option

UK availability

Initial cost (relative to cadmium
coating)

Capabilities

Current status for cadmium replacement in military
applications

Electro-deposited zinc

Hot-dip zinc (“galvanising”)

Sherardise zinc
Electro-deposited Zn-Ni

Electro-deposited Zn-Co

Electro-deposited tin-zinc

Ion Vapour Deposited
(“IVD”) Aluminium

Electro-deposited aluminium

Aluminium-zinc or Al+Zn loa-
ded inorganics or organics

Electro-less Ni

Electro-less Ni/PTFE composite

Corrosion-resistant materials as
base metal

Thermal-sprayed aluminium

Electro-plated Al-Mn
Sputtered aluminium

Chemical Vapour Deposition of
aluminium
Electro-plating with ionic liquids

Many suppliers

Many suppliers

Few suppliers
Many suppliers

Some suppliers

Some suppliers

Commercial but limited suppliers
One supplier in USA and one in Ger-
many - No UK supplier (except for
electrical contacts)

Few suppliers of Al-ceramic type
More suppliers of other variants

Many suppliers
Yes
Many available

Many suppliers

Not yet commercial
Not yet commercial

At research stage

At research stage

Similar or slightly less

About same

About same
Slightly higher

Slightly higher

Slightly higher

Significantly higher

Significantly higher (Very high set-up
costs)

Al-ceramic type significantly higher

Some of others may be lower

Higher

Higher

Most options involve much higher in-
itial cost but with potential for lower
“life-cycle” costs

Higher

Higher
Higher

Higher

Higher

Most obvious replacement from process stand-
point but properties limitation

Thicker coats than cadmium

Durable in many outdoor atmospheric
environments

Thicker coats than cadmium

Most obvious replacement from process stand-
point

Some useful properties

Can coat internals

Reasonable replacement from process standpoint
Some useful properties

Can coat internals

Some promising properties but also some appar-
ent technical limitations

Most appropriate “drop-in” on technical grounds
but some limitations (internals)

Attributes similar to IVD-Al

Potential for fasteners and electrical connectors
Hazardous process

Process requires curing at elevated temperatures
Not suitable for electrical connectors

Only acts as barrier coating

Candidates for electrical connectors

Eliminates any coating for corrosion protection
except where in contact with galvanically in-
compatible material see C.9.6

One high-strength corrosion-resistant steel (po-
tential for landing gear) is under final evaluation
in USA

Fibre-reinforced polymers possible for niche ap-
plications (e.g. some electrical connectors)
Thick, rough coatings

Not suitable for small diameter internals

Useful for internal surfaces
No hydrogen embrittlement

Useful for internal surfaces

Not yet used

Virtually no applications

Virtually no applications

Virtually no applications
Used in automobile industry and for some military and
aerospace applications

Not much present utilisation but may increase

Not much present utilisation but may increase

Much long-term use in USA (aerospace qualified)
especially for general components

Some use in UK

Appears to be gaining ground in USA for some military
and aerospace applications

Al-ceramic type have some applications in aircraft
engines and landing gear

Other types widely used as cadmium substitutes in
automobile industry

Little application in Military

Accepted for use in US Mil Specs

Some grades of stainless steel and Ni-base superalloys
used in several military applications in severe (e.g. in
marine/aircraft) environments

Titanium alloys used in aircraft

Suitable for large components and structures
Some use of landing gear

Not yet evaluated for Military

Very limited use by US Military

Not yet evaluated for Military

None as yetN




Table 2

Commonly available alternatives for hard chromium electroplating of original equipment (Ministry of Defence, 2010b, p. 6).

Thin Coating
(few pm)
WEAR
not
corrosion

PVD:-
TIC, CrC, TiN, CrN
(Difficult to strip)
Limited to small components

Thick coating
(up to about 0.3 mm)
WEAR + somecorrosionresistance

HVOF?

(WC-Co)

Plasma spray for some internal surfaces
(WC-Co Triballoy)

Thick coating
(up to about 0.3 mm)
WEAR + CORROSION RESISTANCE

HVOF?

(WC-Co-Cr, WC-CrC-Ni/Cr)
CVD tungsten

carbide tungsten’

Thick coating

(up to about 0.3 mm)
CORROSION

+some

wear

resistance

HVOF?

(Ni-Cr-Si-C-B,
CrC-Ni/CrP,

Ni-Cr metallic)

Electroless®
Nickel (also for internals)

NOTES

Comments on corrosion relate to saline water — see also Clause 6.4.

Thin coatings ( < about 50 um) difficult to apply by thermal spray methods.

See Clause 6.6 for alternative thermochemical process.

" CrC-Ni/Cr coatings can be used at higher temperatures than WC-base coatings.

" Relatively new process (8.5.2.2): little track record, one “supplier”, max thickness 100 pm.

@ See Def Stan 03-43.

b CrC-Ni/Cr coatings can be used at higher temperatures than WC-base coatings.

€ Usually up to 0.lmm: see 8.2.2.2 and 9.4.6 for varieties of electroless nickel.

Table 3
Commerecially available alternatives for hard chromium electroplating for rebuild/
repair (Ministry of Defence, 2010b, p. 7).

Thick coating
(up to about 0.3 mm)

Thick coating Thick coating
(up to about 0.3 mm) (up to about 0.3 mm)

WEAR+some corro- WEAR +CORROSION  CORROSION +some wear
sion resistance RESISTANCE resistance

HVOF® HVOF® HVOF®
(WC-Co) (WC-Co-Cr) (Ni-Cr-Si-C-B, CrC-Ni/Cr
Plasma spray Hard face welding Ni-Cr)
also can do internal ESD? Electroless nickel
surfaces usually up to 0.1 mm
Electrospark deposi- (also for internals)
tion ESD? - small, localised re-
(ESD)? pair only

NOTES

Comments on corrosion relate to saline water — see also Clause 6.4.
For thicker, build-up coatings using HVOF - see Clause 6.3.3.

2 See clause 6.7.

b Def Stan 03-43.

Large <« > Small
Thermal spray (HVOF, Plasma)

Thermal spray (HVOF, Plasma)

Fig. 2. Relationship between process and component size (Ministry of Defence,
2010b, p. 7).y 49 (2016) 422-432

systems, forcing defence contractors to face the realities of the
steady movement towards a “lead-free” global electronics en-
vironment (Howard, 2008; Curtiss-Wright, 2015). The effects of
this have only recently started to be seen in the UK. Most com-
ponent manufacturers have been unable to economically convert
the whole of their back-catalogues to comply with the RoHS Di-
rective. In many cases manufacturers have withdrawn certain
components from the market, perhaps flagging those particular
ones to be redesigned in the future. While some suppliers have

made special provision for the needs of the defence and aerospace
sector (Reynolds, 2008), there is usually only a certain amount of
stock held along the supply chain, so once those stocks have been
depleted, they are gone. In the commercial world, this occurs
much more as a-matter-of-course, so companies are factoring in
short-to-medium term component obsolescence virtually from the
start. Almost as soon as the component is released into the mar-
ketplace, they are designing the replacement — an example being
how quickly PC components become obsolescent and are replaced
by the next generation. However, a great deal of military equip-
ment is in service for a far longer time period than many of the
products and systems found in the commercial world. For ex-
ample, a company may well change a salesman’s car after about
three years when a new model appears, but the in-service life for a
tank, warship or aircraft could be as much as forty years (Hall,
2006; Wilson, 2009). Having to support military equipment for
that length of time currently forces defence companies to divert
resources away from research and development (R&D) to time-
consuming sustainment tasks which could include (Hall, 2006).
All this not only diverts a company’s engineering resources
away from their other tasks (including R&D) but is often not in
their core competences, forcing the company to outsource this
process. This may require additional negotiations with the custo-
mer/end-user, complicating the approvals process. If the WEEE
and RoHS Directives are extended to cover military equipment,
this can only serve to complicate an already complex system. This
is not so much a problem for the design and integration of future
defence systems as COTS components have not only been com-
plying with the RoHS Directive for several years but future com-
ponents can be designed from the ground-up with the RoHS Di-
rective in mind. Another potential impact (especially in an era of
constrained defence budgets) will be with regard to the longer

4>4erm support of already in-service equipment, especially as stocks

of older components are used up and replacements sought. In
addition, the MOD and defence industry will have to play their
part in following the WEEE Directive. They must ensure that any
e-waste generated is collected and processed accordingly. This
may mean additional resources will have to be diverted from other
areas of defence, problematic in the era of austerity (Hall, 2006), a
factor that could be complicated should the directives be extended
to additional substances, such as beryllium, arsenic, selenium and
tin (Grof3 et al., 2008).

Many companies that operate within the UK Defence Industrial



Sector have links to the commercial market, and some have al-
ready taken steps to anticipate an extension of the WEEE and
RoHS Directives to cover defence. For example, BAE Systems, Rolls
Royce and Airbus all participate in the Pb-Free Electronics Risk
Management (PERM) Council (formerly the LEAP (Lead-free Elec-
tronics in Aerospace Project) Consortium) whose role is to provide
leadership and coordinate industry activity relating to the use of
lead-free electronics in aerospace and defence. It has also prepared
a number of specifications relating to environmental standards
(IPC Association, 2015). Furthermore, EADS, Bombardier Aero-
space, Rolls Royce and Boeing (among others) decided to team up
to address this potentially difficult transition, by creating the In-
ternational Aerospace Environmental Group (IAEG) to jointly de-
fine the technical solutions, the validation tests protocols, and the
configuration management rules that will be enforced throughout
the Aerospace Industry and its supply chain in the coming years
(Boeing, 2012).

While it is possible that defence itself may become fully subject
to the provisions of the EEE Directives, there are three additional
scenarios by which tighter legislation could be imposed in any
future follow-on to the RoHS Directive recast:

e Firstly, improved scientific knowledge about the harmful effects
of materials not presently prohibited will put pressure on leg-
islators to extend the list of substances so as to eliminate any
pollution/risk caused. Such substances could include selenium,
antimony, zinc, silver, tin and chemicals such as Hex-
abromocyclododecane (HBCDD), Diethylhexyl Phthalate (DEHP),
BBP, DBP and DIBP (Trencome, 2011; Grol et al., 2008; Brigden
et al., 2005).

® Secondly, an ever increasing quantity of waste material may be
generated, and this may not be matched by the commensurate
increases in waste management related infrastructure. How-
ever, as there is a move from the traditional linear economy of
take, make, dispose to a circular economy where products,
components and materials are kept at their highest utility and
value at all times through a regenerative process it is likely that
we'll see further investment into the wastes management in-
frastructure to ensure materials are recovered and recycled
(Ellen MacArthur Foundation, 2014).

e Thirdly, reserves of strategic minerals, particularly metals and
rare earths elements, are diminishing rapidly due to accessi-
bility, use and political instability. It is likely that the reduced
availability of strategically important materials will not only
push the recovery and recycling of materials but legislation may
need to be enacted to control their distribution and use (Eur-
opean Commission, 2010; Graedel, 2010). We have already seen
the intervention from the World Trade Organisation (WTO) in
2014 over export disputes which generated unease in the West
as to China's future intentions. In March 2014, a decision was
made by the WTO against China which lost its dispute over
exports to Japan, the United States and the European Union. The
case, taken over export restrictions, stated that it gave the
Chinese an unfair competitive disadvantage in key high tech
sectors (WTO, 2015). However export volumes continue to
decrease and supplies have been diverted to the domestic
Chinese market, leading to a downward pressure on the prices
of those products. Therefore the gap between domestic prices
and world prices continues to provide Chinese downstream
processors with a competitive advantage. This situation will
probably continue as China consolidates production and creates
more value-added applied materials by keeping a crucial link of
the supply chain in-country. All this is likely to have an impact
on the future scope and enforcement of the WEE and RoHS
directives, as modern electronics contain these strategically
important 43materials, especially in the modern defence

environment with
battlespace.

its growing reliance on the digital

9. Conclusion

This paper has shown that, given the legislative history of both
the WEEE and RoHS Directives, and that the recent recast of the
ROHS Directive has included two previously excluded categories of
WEEE, it will be important for the MOD to keep abreast of what is
happening. Any changes could have a sizeable impact on the for-
mulation and conduct of UK defence policy, especially in an era of
constrained budgets.

Prior to any consideration of extending the scope of the Di-
rectives by removing the defence exclusions, data quality must be
improved as there's insufficient evidence on which to base an in-
formed decision on the impact of defence e-waste. The UK MOD
should work with its Government colleagues — principally the
Environment Agency — to determine the extent of their waste
disposal activities. Furthermore, improvements to the manage-
ment of e-waste may be made by requiring the relevant materials
to be individual monitored and volumes accounted for. This would
provide evidence of reducing the environmental burden by the
increased use of COTS solutions and the use of alternative mate-
rials. This resource management approach could well be expanded
to include other Strategically Important Metals (SIM) and Rare
Earth Elements (REE) to help inform wider resource scarcity policy.
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