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Abstract—The proliferation of drones has brought many
benefits in different industrial and government sectors due
to their low cost and potential applications. Nevertheless, the
security and air space can be compromised due to anomalous
performances derived to negligence or intentional malicious
activities. Thus, identify the hidden intentions of drones’ mission
profiles is paramount to execute adequate countermeasures.
In this paper, an hybrid deep neural network architecture is
proposed to classify the high level intent of drones’ mission
profiles using non-cooperative radar. Radar measurements are
created synthetically using open access telemetry data of flight
trajectories. The proposed architecture exploits the classification
and reconstruction capabilities of deep neural models to classify
the drones hidden high-level intent. Several experiments and
comparisons are carried out to verify the effectiveness of the
proposed approach.

Index Terms—drones, high-level intent, classification, novelty
detection, deep neural networks

I. INTRODUCTION

Research in detection and classification of drones is mainly
focused on different detection methods for counter drone ap-
plications [1]. The most used methods encompass visual-based
methods based on infrared (IR), acoustic, radar, and radio
frequency (RF) [2]. In this paper, we focus on radar detection
methods since it provides useful information regarded to the
drone intent in comparison to visual methods.

Radar technologies have been used for drone classification
[3] due to its high accuracy, range and classification capabili-
ties. The exploitation of Doppler spectra is crucial in modern
radar technologies to detect and classify objects. The key idea
is to use micro-Doppler signatures to recognize profiles of
objects and their moving components, e.g., drone propellers,
limb motions of humans, or flapping wings from birds.
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The spectrogram [4]-[8] is used as a feature representation
in classification tasks. This generates a visual representation
that can be exploited by machine learning or deep learn-
ing models, e.g, convolutional neural networks (CNNs) to
detect spatial patterns associated to the profile [8]-[10], or
recurrent neural networks (RNNs) [11], [12] to model time-
dependencies from consecutive visual frames. Other visual
representations that can be further used includes: the range
Doppler matrix [13], the cepstrogram [5], [14], or the Cadence
velocity diagram (CVD) [14] which can enhance current drone
detection and classification systems.

Some additional features that can enhance the classification
accuracy encompass the payload type and weight [6], [14]. For
instance, these additional information provide prior knowledge
of the potential flight purpose (e.g., delivery or inspection)
and the possible actions that the drone could take [15].
Furthermore, distinguish between different types of drones
such as fixed or rotary-wing [16] can help in the design of
accurate inference models [17] for trajectory tracking of any
mission profile, e.g., Kalman filter and their variants.

Most of the aforementioned works focus on drone detection
and classification (e.g., drones vs birds or fixed-wing vs rotary-
wing, etc.). However, the prediction of the hidden intent of
the drone mission profile is an open gap that is currently
taking attention for several research communities. In this
paper, intent refers to the main objective that the drone aims
to achieve based on observations of its flight profile. Drones
intent includes: i) higher-level flight purpose [18] that defines
the task of the mission profile (e.g., surveillance, delivery,
inspection), ii) trajectory intent which defines the final goal
destination (e.g., the location of an airport), and iii) objective
function inference [19] associated to set of actions that the
drone needs to perform to achieve a desired task.

In the literature, several works have been developed to
classify intent in the field of robotics, autonomy and smart
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navigations. This includes predicting pedestrians intent or lane
changing for the design of safe self-driving car systems [20]-
[22]. However, any of the aforementioned methods focused
on drone intent classification based on sequential data. To
best of our knowledge, classifying drone mission profiles into
their high-level intent represents a novel approach using either
supervised or unsupervised learning methodologies. In this
paper, we adopt a supervised learning strategy to address
the above gaps through the design of trajectory classification
models based on deep neural architectures. The proposed
approach consists in two deep neural structures for trajec-
tory classification and intent anomaly detection. Time-series
data obtained from diverse high-level intents are used and
preprocessed to feed the neural models for different time-
window sizes. The results of the approach are compared
against different supervised learning classifiers of time-series
trajectories.

The contributions of this work in comparison to previous
approaches are:

1) A data generation architecture that converts telemetry
data to simulated radar data under radar location and
noise assumptions.

2) A deep neural classifier which predicts the high-level
intent class of drones trajectories under different time-
windows length.

3) A novelty detector architecture based on an encoder-
decoder deep neural model that determines if a trajectory
is normal or anomalous in terms of the well-identified
drones’ high-level intent.

II. DATA PREPARATION AND RADAR SIMULATION

In this paper, drone high-level intent is referred to the
purpose of use of the drone [23], e.g., surveillance, inspection,
delivery, etc. We focus on four high-level intent classes due
to the low number of open-access datasets of drones mission
profiles, however the approach can easily be extended for
n distinct classes. The four high-level intent classes used
in this paper cover: i) perimeter inspection or surveillance,
ii) point-to-point transit flights, iii) package delivery, and iv)
area mapping and surveying. These classes are obtained from
telemetry data of open access sources available in [24]-[27].
The collected telemetry data [28] obtained from GPS and in-
ertial navigation system (INS) measurements are transformed
into simulated radar data and track estimations to emulate real
radar measurements and trajectory inference [17]. This step is
crucial to demonstrate the capability of the approach to be
integrated in real-world radar systems.

The simulated radar data depend on two factors: 1) the
assumptions of the noise distribution and 2) the proposed radar
location relative to the mission profile. By modifying these
elements, we are able to generate a pool of heterogeneous
simulated radar data from a single mission profile. This serves
as a data generation process to create a large enough dataset
to train and test the intent classifier.

The transformation of the telemetry data is performed
with less than 400 real drones flights with predefined high-

level intent classes. The real data encompasses several types
of drones, tasks, and different parameters [29]. Moreover,
additional flights are carry out using a DJI Mavic Air 2 to
complement the perimeter and mapping intent classes. The
telemetry data of each flight include longitude, latitude and
altitude, which are converted into Cartesian coordinates [23] to
avoid location bias. Furthermore, each flight class has different
sampling time and hence, each dataset were down/up-sampled
as required to standardised the sample time to 1 Hz.

Simulated Radar
Measurements

Simulated Radar Track
(Extended Kalman Filter)

Original Flight Trajectory
(obtained using GPS)

Fig. 1. Simulated radar data and trajectory inference

Two noise intensities are used to generate different tracking
results [16]. The noise intensities are set to 1 and 3. Seven
different locations are proposed for the radar setting which
produce different simulated radar results despite of using
the same mission profile. After the simulated radar data is
obtained, a trajectory inference algorithm is used to estimate
the trajectory from the simulated radar measurements. An
extended Kalman Filter (EKF) is used as trajectory inference
algorithm. The likelihood function of the EKF is a nearly-
constant velocity transition model [30] modelled as a linear
time-variant (LTV) Gaussian model with constant velocity per
dimension. The model for the x-axis is given by

xy = Fixy 1 +wy, wy ~N(0,Qy), (D
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where 7, is the z-axis Cartesian position, . is the z-axis
linear velocity, d; is the sampling time, and ¢ is the velocity
noise diffusion constant. The same model holds for the other
dimensions. Fig. 1 depicts an example of the tracked trajectory
obtained from the simulated radar measurements.

III. PROPOSED METHODOLOGY

Fig. 2 depicts the general scheme of the proposed high-level
intent classifier. The scheme is composed of two main phases:
i) data generation and preprocessing to create suitable training
and testing sets to feed the intent classifier (see Fig. 1), and
ii) an hybrid intent classifier composed of two deep neural
networks schemes for classification and novelty detection. The
hybrid intent classifier is discussed in the next sections.

A. Trajectory Intent Classification

We design several deep neural networks (DNN) classifiers to
exploit their capabilities to extract high-dimensional features



High-Level Intent Classification

Generate sub-
trajectories of
window size n

Tracked Extraction of
UAV  —>»  UAV tarjet
Features trajectories

e

Intent Classifier

Novelty Detector

Preprocess & (Deep Al der) Known/
eep Autoencoder
—» standardise sub- — Anomalous
trajectory features
Trajectory Classifier 3 lnl::zgl(;‘tleight
(DNN) ' Type)

Fig. 2. High-level intent classification scheme

associated to each class. In addition, we design a random forest
classifier as a baseline to compare the performance of each
DNN. Here, it is important to mention that random forests
cannot work directly with multi-dimensional time-series se-
quences. Hence, a set of summary features are constructed
from the means and standard deviations of each sub-trajectory
to train this classifier. Seven neural classifiers are considered in
this paper, which includes: long-short term memory (LSTM),
gate recurrent units (GRU), Convolutional bidirectional-LSTM
(CNN-BLSTM), Convolutional bidirectional-LSTM with at-
tention (CNN-BLSTMA), CNN, CNN with attention (CNNA).

Each neural classifier is trained under the categorical cross-
entropy loss. Regularisation is applied to avoid overfitting
using dense and recurrent dropout layers. In addition, in the
training phase we add an early stopper to stop the learning
phase when the validation loss does not show any improvement
after several number of epochs [31]. This process helps to
recognize the best weights that reduce the classification error
without overfitting issues and, in consequence, to improve the
generalization capabilities of the classifier.

B. Autoencoder Novelty Detector

The second element of the hybrid classifier is given by a
deep autoencoder architecture. Here, the main goal of this
network is to minimize the reconstruction error between the
input sequences of the radar trajectories and the predicted out-
put of the autoencoder. This task is performed by minimizing
the following mean squared reconstruction error across all the
radar simulated data and the autoencoder output predictions

. 1 N M T
ﬁae(XvX) = mZZZ(%t *’fijt)Q, 3
i=1 j=1t=1
subject to X € RNV*XMXT apd X € RVXMXT yhere N is
the number of mission profiles, M is the number of features,
T is the length of the time sequence, X is the input trajectory
tensor, X is the reconstructed trajectory tensor, and x; ;¢ is the
trajectory value for the ¢-th mission profile, j-th feature, and
t-th time step.

Trajectories that do not match with the predefined classes
may exhibit a large MSE when they pass through the autoen-
coder architecture. This is because the network was trained
to effectively reconstruct trajectories with specific low and

high dimensional patterns, but when a novel trajectory with
different patterns is given, then the reconstructed trajectory
will be poor and, in consequence, a large MSE is obtained.
Therefore, the reconstruction error can be used as a proxy
indicator of a potential malicious drone. To ensure that most
of the training data is considered as non-anomalous, we
set a threshold in terms of the reconstruction errors, where
trajectories with MSEs above this value are considered as
anomalous. The threshold is computed using

& = Utrain + a(gtrain); (4)

where « is a threshold factor, piyrqin and oypqin are the mean
and standard deviation of the training data. Here,  serves as
a weighting factor to determine how much an input trajectory
can vary with respect to the training data to be considered
non-anomalous, otherwise the trajectory will be anomalous
since its variations are high. In this paper, we set a = 3
to capture approximately the 99.9% of the training data as
non-anomalous.

IV. RESULTS AND COMPARISONS

Each network is trained to ensure high prediction accuracy
but without falling into the overfitting problem. Here, the core
idea is to learn high-dimensional patterns associated to each
flight class to enable generalization to unseen trajectories with
similar patterns. To ensure generalization without overfitting,
we use the recurrent and dense dropout layers for regular-
isation. In addition, we carefully observed the training and
validation losses and apply the early stopping method to obtain
the best model associated to each network.

Each model is trained under four different windows lengths
of the input sequence. This allow to observe the prediction
capabilities of each network under input trajectories of variable
length. The proposed window lengths are set to 8, 16, 32,
and 64, which can be increased depending of the length of
the input trajectories. The hyperparameters are tuned using
grid search until the best validation performance is obtained.
The classification results across all input-window lengths are
averaged and summarized in Table I.

The results show that all DNN methods outperform the
random forest classifier by exploiting the high-dimensional
encoding capabilities of deep neural architectures. The basic



TABLE I
CLASSIFICATION RESULTS AVERAGED ACROSS ALL WINDOW SIZES. BEST
RESULTS ARE IN BOLD

Validation | Test

Accuracy | Precision | Recall | Fiscore | Accuracy | Precision | Recall | Fl-score
0.8756 0.8033 0.7492 0.7590 0.9205 0.9261 0.8842 0.8933
0.9105 0.8623 0.8611 0.8599 0.9591 0.9550 0.9630 0.9588
GRU 0.9299 0.9041 0.8868 0.8938 0.9554 0.9567 0.9380 0.9417
CNN-BLSTM 0.9420 0.9110 0.9099 0.9101 0.9775 0.9737 0.9832 0.9782
CNN-BLSTMA 0.9467 0.9205 0.9230 0.9213 0.9795 0.9761 0.9844 0.9801
CNN 0.9369 0.9009 0.9127 0.9063 0.9690 0.9633 0.9752 0.9689
CNNA 0.9437 0.9137 0.9148 0.9140 0.9756 0.9714 0.9805 0.9757

Model

Random Forest
LSTM

recurrent units (LSTM, GRU) show poor performances for
small window lengths (8 and 16) but high performance for
long window lengths (32 and 64) because more information
is given to train the networks. The Fl-score metric is used
as the main important metric to evaluate the performance
of each model across all window lengths. In addition, it
is helpful to deal with class imbalance throughout the data
partitions. An important aspect to take into account is the
inference time that each model requires to predict the mission
profile task. This is highly important since early predictions
are required in real-time implementations to apply adequate
countermeasures before the drone acts. The average of the
training and prediction times are summarized in Table II.

TABLE II
COMPARISON OF CLASSIFIER TRAINING AND PREDICTION TIMES. BEST
RESULTS IN BOLD.

Training | Mean Prediction
Model Time (s) Time(s)
Random Forest 6.66 2.80e-6
LSTM 191.34 3.63e-5
GRU 103.1 3.38e-5
CNN-BLSTM 111.29 3.35e-5
CNN-BLSTMA 24291 3.36e-5
CNN 78.89 1.69e-5
CNNA 56.99 1.80e-5

The inference time results show that (without considering
the random forest classifier) the CNN and CNNA require less
computation time in comparison with the other neural models.
This is due to the use of 1D convolutional layers that encode
the most important regions of each sequence of the trajectory
to feed the fully connected layers of the classifier. The CNN-
BLSTM and CNN-BLSTMA have these 1D convolutional
layers inside of their architectures, however the incorporation
of the LSTM network increases the computation time whilst
improving the prediction accuracy (see Table I). The time
inference results show that the prediction times are small for
each classifier and hence, they will not compromise the real-
time implementation. In conclusion, the best model in terms
of performance is the CNN-BLSTMA. It shows impressive
results for all time-windows in the validation and test datasets.
In addition, it has the best results in all metrics for the test
dataset. The main drawback is the training time which is con-
siderably bigger than CNN or CNNA models. However, this
can be viewed as a compromise between accuracy and time
which is highly acceptable in these experiments. Furthermore,
the incorporation of an attention layer to each output of the
LSTM layers enhance the performance of the CNN-BLSTMA
and CNNA classifiers.

A. Hybrid Intent Classifier

The proposed high-level intent classifier is discussed in this
section. The algorithm is a multi-modal architecture composed
by a deep sequential model for trajectory classification and a
novelty detector based on a deep autoencoder model.

Whilst standard classifiers only predicts the class of the
flight profile within the set of classes, the proposed approach
additionally provides an indicator to determine if the input
trajectories matches with the learned patterns of the training
data. We use the CNN-BLSTMA as the classifier of the hybrid
architecture since it provides the best prediction accuracy
(see Table I). An additional output is incorporated to this
architecture to perform input reconstruction by using a LSTM
decoder network. The hyperparameters of the classifier remain
the same. The network is optimized using a composite multi-
modal loss, which consists in a weighted average between the
categorical cross-entropy loss (for classification) and the MSE
loss (for novelty detection). The new loss is given by

—
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where y; is the true flight class, ; is the prediction of the flight
class, age € (0,1) and s € (0, 1) are the weighting factors
for each loss component. In addition, the following constraint
must hold

Qe + Qelf = 1. (6)

The validation loss of the classification model is monitored
carefully to apply early stopping if the loss does not show
any improvement after 20 epochs. Then the final classifi-
cation model is saved for testing purposes. Notice that the
classification loss of the validation set is used as criterion to
stop the model instead of the reconstruction MSE. Here, the
classification task is deemed as the most important task to
optimize in the hybrid architecture.

Table III shows the results of the proposed hybrid classi-
fier for different time-windows under the validation and test
data sets. Here we can observe that competitive results are
obtained in comparison to the results of Table I despite of
the incorporation of the deep autoencoder model. Here, the
hybrid model performance is close to the CNN-BLSTMA
model performance which is relatively evident because the
hybrid model classifier is based on the CNN-BLSTMA model.
In terms of F1 score, the proposed model ranks third overall
on the test data behind the CNN-BLSTMA and CNN-BLSTM,
respectively. Furthermore, the proposed model ranks second
overall the validation data (in terms of the F1 score). The
main reason of the relatively degraded performance is due to
the incorporation of the novelty detection architecture which
enables to determine if an input trajectory is anomalous or
not. Therefore, this trade-off between accuracy and anomaly
detection is acceptable.

The final reconstruction errors are also provided for the
training, validation, and testing data splits (see Table III). We



TABLE III
HYBRID CLASSIFIER & ANOMALY DETECTOR FINAL RESULTS

Model ‘Window Training Validation Test ( O'therﬂights)
Length Recon MSE | Accuracy [ Precision | Recall | F1 Score | Recon MSE | Accuracy | Precision [ Recall | F1 Score | Recon MSE Recon MSE
Hybrid 8 0.1801 0.9217 0.8867 0.8953 0.8906 1.0160 0.9591 0.9523 0.9637 0.9577 0.4308 4748758.0000
Classifier 16 0.1909 0.9359 0.9014 0.9005 0.9009 1.4313 0.9757 0.9714 0.9808 0.9759 0.4841 2368608.0000
& Novelty 32 0.1993 0.9566 0.9258 0.9442 0.9344 1.7888 0.9851 0.9823 0.9896 0.9858 0.5145 1068317.7500
Detector 64 0.2272 0.9664 0.9666 0.9301 0.9456 1.5193 0.9902 0.9881 0.9948 0.9913 0.3749 556330.9375
Mean 0.1994 0.9451 0.9201 0.9175 0.9179 1.4388 0.9775 0.9735 0.9822 0.9777 0.4511 2185503.6719
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Fig. 3. Intent classifier predictions on unseen test data examples

additionally provide new trajectories with different patterns
to the training data denoted as “other” to test the approach
to unseen flight classes. The results show that these new
trajectories have high reconstruction error since they do not
match with the learned patterns of the training data. This
highlights the main advantage of the approach, that is, the
reconstruction error serves as a proxy indicator to determine
if a trajectory is anomalous or not.

It can be observed that the reconstruction errors for the
anomalous trajectories decreases as the sequence length in-
creases. This is caused due to the reduced number of data
samples for large time windows length (e.g, 64). Then, we
remove flight profiles with short length to avoid this issue.

B. Predictions on unknown trajectories

The trained hybrid network is tested with different drones
trajectories under hidden mission profiles, which can either
exhibit similar performances to the proposed classes or com-
pletely unknown trajectories that are regarded as anomalous.
Fig. 3 shows the two possible scenarios.

On the one hand, when the trajectory poses a similar
performance to the proposed high-level classes, then high
probability is obtained from the classifier and the recon-
struction error is small (see Fig. 3(a)). On the other hand,
if the trajectories do not match with any of the proposed
classes, then the classifier exhibits an approximately uniform
distribution between all classes. This means that the classifier
is not confident in the prediction and, in consequence, the
reconstruction error is high. This result suggests that the input
trajectory is anomalous and require further analysis (see Fig.



3(b)) and apply appropriate countermeasures.

V. CONCLUSIONS

This paper proposed an hybrid deep neural network model
for high-level drone intent classification. Telemetry data ob-
tained from open-access datasets are preprocessed to model
real radar measurements under different locations. These data
are used to create a large pool of heterogeneous high-level
trajectories to train and test the network. The hybrid network
is composed of: i) a sequential network classifier based on
convolutional and recurrent neural networks with attention,
and ii) a novelty detector based on a deep autoencoder
network. The prediction results are promising to predict known
flight profiles and recognize unknown flight profiles for further
analysis. Future work encompasses the incorporation of addi-
tional features provided from radar technologies, e.g., doppler
spectra, signal-to-noise ratios, RCS signatures, etc., to increase
the prediction capabilities of the proposed architecture.
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