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Abstract

This review paper provides a literature review of predictive methods and cybersecurity frameworks essential to safeguard
Industry 4.0 manufacturing systems against cyber threats. The review focuses on two key areas: the prediction method and the
data used for this prediction. These areas are critical for anticipating cyber threats and implementing effective countermeasures.
They underscore the need to combine predictive analytics, proactive threat management, and comprehensive frameworks to
safeguard against evolving cyber threats. This review assesses the current state and capability of predictive cybersecurity
methods within the manufacturing sector, focusing specifically on their effectiveness in predicting threats. The review also
identifies gaps in the current research and suggests directions for future studies to further enhance cybersecurity measures
in these vital sectors. The study discusses the main features of each method and highlights promising avenues for future
research and applications. This literature review is based on a review of relevant publications from 2010 to February 2025.
The analysis reveals significant gaps, particularly in the proactive identification and handling of proactively identifying and
handling emerging threats. The review concludes with an analysis of the practical implications of implementing a predictive
cybersecurity method and outlines future research directions, underscoring the necessity of adaptive, intelligent cybersecurity
solutions to defend the manufacturing industry against cybercrime.
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1 Introduction across the business environment. It encompasses technolo-
gies such as the Internet of Things (IoT), blockchain technol-
Industry 4.0 is a developing concept that focuses on integrat-  ogy, artificial intelligence (Al), cloud computing, big data,

ing digitalisation technologies, connectivity, and automation ~ and advanced robotics. Businesses are adapting to rapid
technological change by embracing new models that pri-
oritize digital services and smart manufacturing [1]. This
shift is leading to more flexible and responsive supply chains
driven by data sharing between businesses and customers and
the use of advanced analytics. However, as industries adopt
new digital technologies, the attack surface expands, creat-
ing more opportunities for cyberattacks and emphasizing the
need for strong security measures.
Sustainable Manufacturing Systems Centre, School of While digitalisation offers substantial benefits to the
Aerospace Transport and Manufacturing (SATM), Cranfield industrial sector, it also introduces new security challenges
University, Cranfield MK43 0AL, UK . . ..
> Ministry of Defence, RCWA7152 Riyadh, Saudi Arabia and Vulnerablhtle.s. ¥n the .era of Industry 4.0, mamtalmng
° ’ ’ robust cybersecurity is crucial for companies to stay competi-
Department of Computer and Network Engineering, College tive [2]. Industrial facilities are becoming more susceptible to
ggfgﬁgg&g’ Umm Al-Qura University, 24382 Makkah, cyberattacks, which can significantly disrupt operations and
affect business models. According to Cisco’s 2018 Annual
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Cybersecurity Report [3], 31% of organisations have expe-
rienced cyberattacks on their operational technology (OT),
and 38% anticipate that these attacks will increasingly tar-
get OT, extending beyond traditional information technology
(IT) systems. Despite the growing recognition of cyberse-
curity’s importance, many organisations are not adequately
prepared to address these threats. This lack of readiness is
often due to the absence of standardised practices and a
shortage of skilled professionals capable of implementing
effective cybersecurity strategies [4]. Consequently, there is
an increasing demand for predictive models to help organisa-
tions forecast and mitigate cyber threats within the industrial
sector.

Previous studies [5, 6] have investigated the features
and transformations of the globalised market in response to
increased demand for individual and specialised products,
shorter product lifecycles, and the need for greater adapt-
ability and flexibility. To maintain competitiveness in the
contemporary industrial landscape, integrating novel man-
ufacturing processes that enhance operational capabilities
and efficiency is imperative [7]. Automated mass produc-
tion is becoming increasingly economically less viable. This
study provides a comprehensive analysis of the industry 4.0
framework from a cybersecurity perspective, examining its
challenges, components, issues, advancements, benefits, and
significance in adoption. Furthermore, the study provides
recommendations and solutions to address the cybersecurity
challenges inherent in implementing Industry 4.0 technolo-
gies.

According to [8], numerous technological limitations
associated with Industry 4.0 exert significant effects on vari-
ous facets of the contemporary manufacturing industry. Thus,
prior to implementing this technology, it is imperative to
delineate a comprehensive plan involving all stakeholders in
the value chain and to establish consensus on security-related
matters and suitable architectural frameworks [9]. Addition-
ally, several researchers have underscored the challenges
inherent in implementing Industry 4.0 and suggested that its
full adoption is likely to take a decade or more. Embracing
this novel manufacturing methodology entails considering a
multitude of factors and grappling with myriad obstacles and
challenges across social, political, and economic dimensions,
as well as technical, scientific, and economic barriers.

The proficiency and attributes of employees, such as
their problem-solving skills, capacity to analyse failures,
and adaptability to frequent changes, represent significant
challenges for companies striving to implement this new
strategy. Organisations need to assess specific Industry 4.0
technologies for complex tasks, such as collecting, process-
ing, and visualising manufacturing process data [10]. To the
best of the researchers’ knowledge, few studies have been
conducted in engineering and management education, par-
ticularly regarding the expectations placed on students and
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the shifts in the labour market [11]. The implementation of
Industry 4.0 is expected to drive significant changes across
multiple sectors beyond the industrial domain, fostering the
development of new business models [12].

International organisations are increasingly prioritising
strengthening their cybersecurity measures [13]. In 2017,
the European Cyber Security Organisation (ECSO) com-
piled a document that gathered all relevant specifications
and standards related to cybersecurity within the European
Digital Single Market. This compilation provides a refer-
ence for companies to identify suitable schemes to address
cybersecurity risks and threats. Furthermore, the Interna-
tional Electrotechnical Commission (IEC) issued a guide on
information security and data privacy, which provided both
implementation instructions and specific guidelines for IEC
publications. These IEC guidelines are internationally recog-
nised recommendations endorsed by national committees
[14]. Given the rapid evolution of technology, cybersecurity
is anticipated to become a core component of the strategic
planning, design, and operational processes of companies
adopting the Industry 4.0 framework.

The 2020 Global Risks Report of the World Economic
Forum (WEF) identifies cyberattacks on critical infrastruc-
ture as one of the most significant threats facing the world.
[15]. The WEF noted that ‘attacks on critical infrastruc-
ture have become the new normal across sectors such as
energy, healthcare, and transportation’. Practically all critical
infrastructures operate in a digital environment. Meanwhile,
the IT landscape has grown dramatically, increasing vul-
nerabilities. Threat opportunities have expanded because of
global connectivity and the development of IoT, and smart
cities have created additional vulnerabilities for threat actors.
These threat actors have become more advanced and capable,
including nation-states and organised digital crime. Manu-
facturing systems have become the favourite targets for cyber
warfare in the digital sector [16].

The primary objective of this review is to provide a
comprehensive analysis of the current state of cybersecu-
rity threats in manufacturing systems. By understanding the
specific vulnerabilities and threats faced by modern manufac-
turing systems, this paper explores the potential of predictive
techniques to develop a robust cybersecurity framework. The
emphasis is on the importance of proactive measures, par-
ticularly predictive tools, in protecting these manufacturing
systems. The following are our focus points:

The first point begins by examining key manufacturing
terminology and systems, establishing the context for under-
standing cybersecurity challenges in this domain. It explores
related research on specific cybersecurity threats faced by
manufacturing systems, such as industrial espionage and tar-
geted malware attacks. The next point delves into the role
of predictive techniques, including machine learning (ML),
artificial intelligence (Al), and threat intelligence platforms,
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in early threat detection and mitigation. Additionally, the
development of a cybersecurity framework tailored to man-
ufacturing is discussed, with an emphasis on integrating
predictive techniques. Through real world case studies, this
point provides a practical perspective on the effectiveness of
these predictive measures. Finally, it addresses the challenges
in implementing these measures and considers the future tra-
jectory of predictive cybersecurity in manufacturing systems.

In the era of digital manufacturing, technologies integrate
systems and processes across every aspect of production and
establish a cohesive approach from design through manufac-
turing to the servicing of finished products. This review seeks
to shed light on the evolving threat landscape, the potential
of predictive techniques, and the path forward in ensuring
the security of modern manufacturing systems. Following an
introduction to Industry 4.0, this literature review provides a
comprehensive analysis of the Industry 4.0 concept from a
cybersecurity perspective. It explores the challenges, compo-
nents, issues, progress, benefits, and relevance of Industry 4.0
adoption and offers suggestions and solutions for its cyber-
security challenges. The review also describes the research
methodology employed and presents various perspectives on
the challenges and limitations of Industry 4.0, as well as its
benefits. Finally, it concludes by offering recommendations
for future research.

2 Research methodology

This paper conducts a narrative review to analyze and syn-
thesize the current state of predictive cybersecurity methods
in Industry 4.0 manufacturing systems. This methodological
approach was chosen as it is ideal for identifying, classify-
ing, and critically evaluating concepts and research gaps from
a diverse and emerging body of literature. The review was
executed using a structured four-stage process:

(i) Define Scope and Objectives: The review’s scope was
defined to focus on predictive cybersecurity methods
and frameworks relevant to Industry 4.0 manufactur-
ing. The primary objective was to map the current
research, identify key methodologies, and pinpoint
gaps in the literature.

(ii) Literature Search and Selection: A comprehensive
literature search was conducted using two primary aca-
demic databases: Scopus and Google Scholar, covering
publications up to March 2024. The search strat-
egy employed a set of targeted keywords, including
"Prediction Cybersecurity," "Prediction Manufacturing
Systems," and "Cyber Attack Prediction."

(iii) Literature Analysis and Synthesis: The selected body
of literature was analyzed to extract key information.
Also, identifying the several types of predictive models,

the data sources utilized, the application areas, and the
challenges encountered. The findings were then syn-
thesized to build the conceptual discussions presented
in this paper.

(iv) Discussion and Conclusion: The final stage involved
discussing the synthesized findings, critically evaluat-
ing the identified research gaps, and formulating the
conclusions and recommendations for future research
presented in this review. This structured approach
ensures a comprehensive and reliable analysis of the
most relevant studies in the field.

2.1 Paper organization

This paper is structured as follows: Sect. 2 presents the
background, discussing the concept of Industry 4.0 and
its inherent cybersecurity concerns, including vulnerabili-
ties and risks. Section 3 addresses work on cybersecurity
threat prediction approach. This section is further cate-
gorised, specifically focusing on predicting cyberattacks
(Sect. 3.1). Within this subsection, various predictive mod-
els and their applications are meticulously organised and
presented (3.1.1-3.1.8). Broader aspects are then examined,
including major case studies and challenges (3.3) related to
cybersecurity in Industry 4.0. Finally, Sect. 4 concludes with
a comprehensive treatment of the topic. This paper presents
a logical flow of information, moving from foundational
concepts to its main aim, which aligns with practical con-
siderations in the field of cybersecurity frameworks based on
cybersecurity threat prediction approaches.

3 Background

This section provides essential background information to
contextualize the subsequent discussion of cybersecurity
within Industry 4.0 manufacturing environments. It begins
by establishing fundamental definitions and concepts related
to industry and Industry 4.0, highlighting the transforma-
tive impact of technological advancements. Furthermore,
it addresses the evolving terminology in the cybersecurity
field and outlines the key characteristics and challenges of
securing modern manufacturing systems. This foundational
understanding is critical for appreciating the need for proac-
tive cybersecurity strategies and predictive threat models.

3.1 Industry 4.0 concept
Industry refers to any employer’s trade, business, factory, or
calling, as well as any worker’s calling, service, employment,

handicraft, or industrial occupation. According to manage-
ment consulting firm McKinsey & Company, Industry 4.0
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transitions have the potential to generate value comparable
to 15-20% efficiency gains [17]. Modern economies feature
many industry classifications, which are typically grouped
into larger sectors. Typically, the largest sources of rev-
enue are used as the classification method within individual
organisations. Without industry classification systems, mea-
suring economic activity, conducting a business data census,
identifying competitors, assessing firms’ performance, estab-
lishing market share, and developing sector indexes would be
impossible. From the outset, classification has been an essen-
tial part of information sciences [18]. Even human growth is
rooted in classification and categorisation.

Governments and governmental organisations are the pri-
mary developers and users of industry classification schemes
(ICS). Examples include government-based systems as well
as private frameworks such as the Bloomberg Industry Clas-
sification System and the FactSet Revere Business and
Industry Classification System, which are widely utilised
for categorising industries and businesses. Modern digitally
enabled production processes have undergone significant
transformation compared to the leading manufacturing prac-
tices of a decade ago. Innovations in data analytics, Al,
big data, and ML, supported by contemporary technology
vendors, have equipped manufacturers with numerous solu-
tions to enhance their operational efficiency [17]. Although
scaling digital initiatives across extensive factory networks
remains a challenge, the drive for successful implementation
is stronger than ever. Companies that lead in digital adop-
tion are reaping substantial benefits across the manufacturing
value chain. Digital transformation is revolutionising every
facet of manufacturing and influencing processes, produc-
tivity, and workforce dynamics. Additionally, the effective
use of technology not only facilitates data-driven decision-
making but also creates opportunities for upskilling, fosters
cross-functional collaboration, enhances talent acquisition
and retention, and boosts workplace safety and employee
satisfaction.

3.2 Industry 4.0 definitions and related
terminologies

In less than a second, a Google Scholar search for ‘man-
ufacturing’ generates 0.35 billion results, while ‘definition
of critical infrastructure’ yields 6,230,000. As time passes
and technology advances, the list of industries and sec-
tors classified as essential manufacturing continues to grow.
Over the last decade, reports of cybersecurity threats have
increased, and attacks have become increasingly complex.
Consequently, these attacks on manufacturing systems are
becoming more sophisticated each year, necessitating high
prioritisation and preventive measures. With these advance-
ments in cybersecurity, new definitions and terminology have
changed considerably [19]. This evolution in terminology
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Table 1 Definitions and Perspectives on Industry 4.0

No Author Industry 4.0 definition

1 Mohamed et al.
(2018) [20]

‘The term Industry 4.0 stands
for the fourth industrial
revolution and is best
understood as a new level of
organization and control
over the entire value chain of
the life cycle of products, it
is geared towards
increasingly individualized
customer requirements.’

2 MacDougall (2014) ‘Industry 4.0 or Smart industry
[21] refers to the technological

evolution from embedded
systems to cyber-physical
systems. It connects
embedded system
production technologies and
smart production processes
to pave the way to a new
technological age which will
radically transform industry
and production value chains
and business models.’

3 McKinsey Digital
(2015) [22]

‘Industry 4.0 seen as a
digitization of the
manufacturing sector, with
embedded sensors in
virtually all product
components and
manufacturing equipment,
ubiquitous cyber physical
systems, and analysis of all
relevant data.’

4 Deloitte AG (2015) “The term Industry 4.0 refers
[23] to a further development
stage in the organization and
management of the entire
value chain process involved
in manufacturing industry.’

5 IBM (2020) [24] ‘Industry 4.0, which is
synonymous with smart
manufacturing, is the
realization of the digital
transformation of the field,
delivering real-time decision
making, enhanced
productivity, flexibility and
agility to revolutionize the
way companies manufacture,
improve and distribute their
products.’

has caused some issues, as the term ‘cybersecurity’ lacks the
defining clarity of terms such as ‘computer security’.

The existing definition landscape has been reviewed
by experts and through literature from governmental and
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Vulnerabilities
and risks

Cybersecurity
threats

Defending
and countermeasures

Vulnerabilities and risks that
undermine critical infrastructure
security

Fig. 1 Three Factors Discussed in Cybersecurity Characterisation

academic organisations to determine the most prevalent defi-
nitions. In 2011, the German government initially shaped the
technology landscape and perception of Industry 4.0, which
has since changed dramatically, creating various uncertain-
ties. Table 1 provides an overview of various definitions and
perspectives on Industry 4.0.

3.3 Industry 4.0 and manufacturing systems

Siemens Energy [25] asserts that prioritizing cybersecurity is
essential for critical infrastructure, such as power generation,
to fully realize the benefits of Industry 4.0. The compelling
advantages of digitalization and Industry 4.0 outweigh the
associated risks, making it impractical to avoid digitaliza-
tion. Furthermore, a growing array of tools, technologies,
and strategies are available to mitigate cybersecurity risks
in operational technology (OT) environments, particularly
those found in industrial and critical infrastructure facilities.
Currently, most businesses must incorporate innovation into
their manufacturing processes to sustain themselves in the
face of change and provide more flawless production systems
characterised by flexibility, agility, and proactivity [20].

3.4 Cybersecurity characterisation and risks

Once identified, manufacturing systems play a central role in
cybersecurity challenges within Industry 4.0 contexts. This
section explores cybersecurity challenges in Industry 4.0,
focusing on risks to manufacturing systems. It emphasizes
the importance of proactive security measures and introduces

Cybersecurity threats affecting
critical
infrastructure systems

Countermeasures to address
cybersecurity
concerns

predictive models that can help mitigate these risks. High-
lighting the potential consequences of security failures, such
as production halts or data theft, underscores the critical role
of cybersecurity in this rapidly evolving industrial landscape.
This discussion provides a foundation for examining relevant
research and potential solutions. This section discusses three
key factors, as illustrated in Fig. 1.

e Vulnerabilities and risks that undermine critical infrastruc-
ture security

e Cybersecurity threats affecting critical infrastructure sys-
tems

e Threat motivations and cybersecurity countermeasures.

All these factors are linked to the concept of cybersecurity.
Comparing the three elements above highlights the impor-
tance of the current economic and governmental situation in
influencing an individual’s tendency to commit cyberattacks.
Cyberattacks tend to increase during periods of economic
hardship or general dissatisfaction with the nation. There-
fore, national economic and political stability may influence
social views that motivate individual actions [26].

3.4.1 Vulnerabilities and risks in critical infrastructure

Critical infrastructure systems, which are vital for national
security and economic stability, are vulnerable to cyberat-
tacks due to outdated technology and increased intercon-
nectedness [27]. Potential vulnerabilities include outdated
software, inadequate network segmentation, and insufficient
encryption. Attackers can exploit these weaknesses to disrupt
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Table 2 Definitions of Cybersecurity and Cybersecurity Risk from Various Sources

Source

Definition of cybersecurity

Definition of cybersecurity risk

References

International Telecommunication Union
(2022)

National Institute of Standards and
Technology (2021)

National Initiative for Cybersecurity
Careers and Studies (2014)

‘The collection of tools, policies, security
concepts, security safeguards,
guidelines, risk management
approaches, actions, training, best
practices, assurance and technologies
that can be used to protect the cyber
environment and organization and
user’s assets. Organization and user’s
assets include connected computing
devices, personnel, infrastructure,
applications, services,
telecommunications systems, and the
totality of transmitted and/or stored
information in the cyberenvironment.
Cybersecurity strives to ensure the
attainment and maintenance of the
security properties of the organization
and user’s assets against relevant
security risks in the cyber environment.
The general security objectives
comprise the following: Availability;
Integrity, which may include
authenticity and nonrepudiation;
Confidentiality.”

“The process of protecting information by
preventing, detecting, and responding
to attacks.’

‘Strategy, policy, and standards regarding
the security of and operations in
cyberspace, and encompass[ing] the full
range of threat reduction, vulnerability
reduction, deterrence, international
engagement, incident response,
resiliency, and recovery policies and
activities, including computer network
operations, information assurance, law
enforcement, diplomacy, military, and
intelligence missions as they relate to
the security and stability of the global
information and communications
infrastructure.’

“The probability that a threat will
exploit vulnerability to breach the
security of an asset.’

‘A measure of the extent to which an
entity is threatened by a potential
circumstance or event, and typically
a function of (i) the adverse impacts
that would arise if the circumstance
or event occurs; and (ii) the
likelihood of occurrence.’

‘The potential for an unwanted or
adverse outcome resulting from an
incident, event, or occurrence, as
determined by the likelihood that a
particular threat will exploit a
particular vulnerability, with the
associated consequences.’

[38]

[39]

[40]

operations or steal sensitive data. Securing critical infrastruc-
ture requires continuous risk assessments, system updates,
and adherence to security best practices [28].

3.4.2 Cybersecurity threats to critical infrastructure
Critical infrastructure systems are increasingly exposed to a
range of cyber threats, including malware, ransomware, and

advanced persistent threats [29]. These threats can disrupt
operations, cause physical damage, or compromise sensitive
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data. Addressing these threats necessitates a multilayered
cybersecurity strategy encompassing threat detection, inci-
dent response, and regular security audits [30].

3.4.3 Threat motivations and countermeasures

Threat actors targeting critical infrastructure have diverse
motivations, including financial gain, political goals, and
corporate espionage [31]. Understanding these motivations
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is crucial for developing effective countermeasures. Coun-
termeasures include advanced threat detection systems,
employee training, and a zero-trust security model. Regular
system updates, vulnerability assessments, and collaboration
with industry and government partners are also essential for
safeguarding critical infrastructure [32].

3.5 Vulnerabilities and risks undermining
manufacturing security

In the context of cybersecurity, vulnerability is a critical con-
cept with varying definitions across different fields of study.
According to [33], vulnerability can be broadly defined as
the maximum rate of performance degradation caused by
uncertain events, such as cyberattacks. This concept can be
expressed in both quantitative and qualitative terms [34].
Wang et al. (2015) defined vulnerability specifically in cyber-
security as “the system’s susceptibility to incidents that result
in considerable reductions in serviceability” [35]. Further-
more, Mumby et al. (2014) provided both quantitative and
qualitative definitions: Quantitative vulnerability involves
determining a system’s ability to stay above a key thresh-
old when facing a cyberattack, while qualitative vulnerability
refers to a system’s adaptive capacity and sensitivity to such
disturbances [36].

Classifying cybersecurity vulnerabilities involves con-
sidering various factors, such as remote access, software,
local-area network configurations, and main memory vul-
nerabilities [2]. Vulnerabilities can also be identified by
analysing security exploits [37]. To further understand the
concept of security risk in cybersecurity, various defini-
tions from articles and government agencies are presented
in Table 2.

3.6 Cybersecurity challenges in the manufacturing
sector

In a networked manufacturing environment, cybersecurity
not only influences the IT infrastructure but also extends to
the entire OT ecosystem, which interfaces directly with phys-
ical processes [41]. Cyberattacks on manufacturing systems
can halt production, alter results, cause physical damage, or
lead to worker accidents. Manufacturing systems, also known
as cyber, smart, or digital manufacturing systems, integrate
advanced technologies, such as the Industrial Internet of
Things (IIoT), cloud computing, and ML, but are vulnerable
to cyberattacks due to their designs and insecure commu-
nication protocols. The widespread use of IoT introduces
additional cybersecurity challenges requiring new method-
ologies and technologies, such as blockchain, to ensure
security and privacy [42].

Cyberattacks on smart manufacturing systems can orig-
inate from various external actors, such as nation-states,

competitors, or hacktivists, with the intent to disrupt oper-
ations, steal intellectual property, or achieve financial gain
[43]. Insider threats from employees or partners also pose
significant risks by exploiting internal access to steal or dis-
rupt data. To mitigate these risks, companies must provide
all staff with regular cybersecurity training and awareness
programmes covering security requirements, guidelines, and
procedures. Overall, the integration of internet-based tech-
nologies in manufacturing offers advanced capabilities but
also introduces new cybersecurity challenges that require
robust measures to protect against external and internal
threats [44].

Research indicates several challenges in the manufac-
turing cybersecurity arena, typically grouped into two cat-
egories: technology and people. An early study by [45]
supports this by stating that robust cybersecurity best prac-
tices should be driven by an equally balanced equation of
technology, people, and process.

According to ‘cybersecurity workforce competencies’,
two of the top seven causes of major cybersecurity breaches
are ‘naive end-users and disgruntled employees’ and ‘users
not keeping up with new tactics’ [46]. An analysis of the
2015 and 2016 cyberattacks targeting the Ukrainian power
grid, which compromised ICS, revealed noteworthy parallels
with established attack patterns observed in enterprise IT sys-
tems [47]. This finding highlights the increasing convergence
of vulnerabilities across traditionally distinct technological
domains. These attacks were enabled by a successful spear-
phishing campaign targeting staff and system administrators,
indicating that greater awareness and education among the
manufacturing workforce could have prevented them [48].

Developing a robust security culture within an organi-
sation that integrates both human and procedural elements
is essential for effectively addressing many of the funda-
mental issues that lead to data breaches [49]. This approach
ensures that employees are not only aware of security
policies and practices but also actively engaged in imple-
menting and upholding them. By creating a security-aware
culture, businesses can greatly reduce the risk of cyber inci-
dents and strengthen their defences against online threats.
This approach encourages employees to naturally protect
sensitive information, thereby improving overall security
within the organisation [50]. An individual’s cybersecurity
behaviours are substantially shaped by a confluence of fac-
tors, including their domain-specific knowledge and skills;
cognitive understanding of cybersecurity principles; accu-
mulated experiences; and personal perceptions, attitudes,
and beliefs regarding security threats and practices [51].
However, fostering this cultural change within a factory
floor environment can be very challenging, as manufactur-
ing employees are typically deeply immersed in day-to-day
operations.

@ Springer



14 Page8of21

A. Alqudhaibi et al.

nsecure Communication
Protocols
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(OT) Systems

Lack of Cybersecurity
Awareness

Cybersecurity Challenges
in Manufacturing

Resource Constraints
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Integration of ToT and

Advanced Technologies

Fig.2 Cybersecurity Challenges in Manufacturing

Academic research emphasises the pivotal role of indi-
viduals in maintaining strong cybersecurity measures. [52]
argue that enhancing an organisation’s cybersecurity requires
management to identify critical assets, understand relevant
threats, and develop effective strategies while actively engag-
ing and educating employees. However, this educational
effort must extend beyond mere information delivery; it
should be focused, practical, and attainable to be truly effec-
tive. Figure 2 illustrates the cybersecurity challenges in
manufacturing by highlighting six key areas of concern.

As with factory floor staff, manufacturing leadership is
often so engaged in daily operations that cybersecurity con-
siderations are frequently overlooked. This oversight can
negatively impact resource and finance allocation, making
it harder to justify improvements. [53] argues that leadership
should support the business case for adopting cybersecurity
measures by using the same justification used for deploying
and connecting systems initially, as the impact of a successful
cyberattack may be as severe as losing operational capability.

The literature highlights a challenge stemming from cul-
tural differences between IT and manufacturing functions:
IT primarily focuses on maintaining confidentiality, while
manufacturing emphasizes ensuring availability [54]. This
issue has been exacerbated by the traditional split between
IT and OT systems, but it needs to be resolved in the modern
manufacturing landscape. Therefore, IT and manufacturing
personnel must collaborate to improve cybersecurity together
[55].

A critical factor that connects the technological and human
aspects of complex manufacturing environments is the role
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of small and medium-sized businesses (SMBs) that sup-
ply, maintain, and upgrade factory machinery and equipment
[56]. As connectivity increases, machinery becomes a prime
target for cybercriminals. Unlike larger enterprises, SMBs
often face significant challenges in implementing robust
cybersecurity measures due to limited awareness, exper-
tise, and resources [57]. This issue has been extensively
discussed in academic research, industry analyses, and gov-
ernment guidelines [19]. According to a report by [3], these
resource and financial constraints mean that SMBs will con-
tinue to struggle with cybersecurity in the long term, creating
a substantial vulnerability within the broader cybersecurity
strategies of large organisations.

4 Related work in the field of cybersecurity
predictive models

This section reviews relevant research and advancements in
predictive cybersecurity models and focuses on their applica-
tion across various domains, including industrial control sys-
tems, e-government services, and general IT infrastructure.
The models discussed range from traditional data mining
techniques to advanced ML and deep learning approaches,
and their ability to effectively predict and prevent cyber
threats is emphasized. To the best of our knowledge, a com-
prehensive survey of prediction methods in cybersecurity for
manufacturing systems has not yet been conducted, despite
several recent surveys focusing on specific tasks and use
cases. In 2013, Wei and Jiang [58] investigated network
security situation prediction by comparing neural networks,
time series analysis, and support vector machines (SVMs),
primarily to emphasise the limitations of these methods.
Yang et al. [59] formalised the concept of attack projec-
tion in 2014 and categorised the literature into three distinct
areas: prediction based on attack plans, estimation of attack-
ers’ capabilities and intentions, and learning attack patterns
and behaviour. In 2015, Leau and Manickam [60] classified
network security situation-forecasting techniques into three
groups based on their theoretical foundations: ML, Markov
models, and Grey theory. In 2016, Gheyas and Abdallah [61]
conducted a survey on insider threat detection and predic-
tion and highlighted that predictive approaches have not been
extensively explored in recent years. Ramaki and Atani [62]
reviewed early warning systems utilising predictive analytics
but did not provide an in-depth analysis. West [63] pro-
posed a prediction model framework that integrates statistical
methods, ML algorithms, and network analysis techniques.
This framework is specifically designed to predict cyberat-
tacks in precision agriculture by analysing network traffic
and identifying potential threats based on historical data and
learned patterns. Abdlhamed et al. [64] provided a taxonomy
of intrusion prediction methods and categorised them into
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three groups: hidden Markov models, Bayesian networks,
and genetic algorithms. They also identified enhancements to
intrusion detection, including artificial neural networks, data
mining, and algorithmic methodologies. The same authors
later published a survey categorising prediction methodolo-
gies into alert correlation, action sequences, statistical and
probabilistic methods, and feature extraction, and categoris-
ing prediction systems into hidden Markov models, Bayesian
networks, neural networks, genetic algorithms, algorithmic
methods, and data mining [65]. Recently, Ahmed and Zaman
[66] surveyed attack intention recognition methods and iden-
tified four categories: dynamic Bayesian networks, graphical
models, path analysis, and causal networks, with causal net-
works being the most effective.

4.1 Predictive models and approaches

Predicting cyberattacks using current technology is chal-
lenging due to the numerous potential breach points, unpre-
dictable motivations of attackers, and increasing reliance on
connectivity and cloud storage. As businesses continually
adopt new technologies, each one introduces its own vul-
nerabilities, significantly elevating the risks associated with
various devices [67]. To understand the cybersecurity predic-
tive models utilized in several studies, a review and summary
of these models is provided below.

4.1.1 Predictive analysis of ransomware attacks using
context-aware Al in loT systems

The model uses context-aware Al that incorporates a context
ontology to extract information features, such as connection
requests and software updates [68]. ML algorithms are also
used to predict and detect ransomware penetration attempts
in IoT systems early. While the model optimizes prediction
efficiency, reducing processing time by 60%, it has notable
limitations. The reliance on specific context features limits
flexibility, making it less applicable to the diversity of IoT
setups. Additionally, the model’s focus on Windows-based
IoT systems may overlook other platforms prevalent in IoT
environments. The requirement for continual updates to con-
text profiles adds to resource demands, reducing practicality.
These limitations emphasize the need for adaptable ML mod-
els that can address ransomware threats across diverse IoT
systems more effectively, offering a broader, less resource-
intensive approach to managing evolving threats.

While the approach has strengths in optimizing computa-
tional efficiency and providing early detection, it has notable
limitations. The heavy reliance on predefined context pro-
files reduces adaptability to novel or evolving ransomware
threats. The framework’s focus on a limited set of attack vec-
tors and specific IoT device types restricts its generalizability
to broader, heterogeneous IoT environments. Additionally,

the methodology appears to emphasize Windows-based IoT
systems, which limits applicability to other platforms and
technologies prevalent in IoT ecosystems. The lack of
scalability and real-time adaptability further diminishes its
effectiveness against sophisticated, multi-faceted attacks.

These constraints highlight the need for more versatile,
dynamic solutions, such as advanced machine learning mod-
els that can handle diverse data and rapidly evolving threats
without relying on static context definitions. Such models
could enhance prediction accuracy and applicability across
a wider range of IoT systems and cyberattack scenarios.

4.1.2 Predicting consequences of cyber-attacks

ML and natural language processing techniques are used
to predict the consequences of cyberattacks [69]. Various
ML models employing word vectors obtained using Term
Frequency-Inverse Document Frequency (tf-idf) and Docu-
ment to Vector (Doc2Vec) models are compared. However,
there are significant limitations. The model’s accuracy is
relatively low, achieving only about 60%, which may be
insufficient for critical applications. The research is lim-
ited by a small, imbalanced dataset that risks reducing
the model’s reliability and generalizability. Additionally,
reliance on manually created clusters introduces subjectiv-
ity, potentially affecting consistency across different attack
types. These limitations emphasize the need for more adap-
tive and comprehensive machine learning approaches that
can manage large, diverse datasets, achieve higher accuracy,
and reduce manual intervention, making ML models prefer-
able for more precise, scalable cyberattacks.

While the study provides a valuable dataset and demon-
strates the feasibility of predicting the consequences of
cyberattacks, it has significant limitations. The 60% accu-
racy is relatively low for practical applications, suggesting
limited reliability. The dataset, although unique, is small and
imbalanced, reducing the generalizability and robustness of
the predictive models. Additionally, the focus on cluster-
ing and categorizing attacks rather than directly predicting
consequences limits its practical impact. The reliance on tra-
ditional word embedding methods such as tf-idf and Doc2Vec
may not fully capture the complexity of cyberattacks, and
the study does not explore advanced NLP techniques such
as transformers or deep learning models that could enhance
prediction accuracy.

4.1.3 Cybersecurity: a statistical predictive model
for the expected path length

This model predicts the expected path length in cyberattacks
[70]. It utilises vulnerability data and host-centric attack
graphs to estimate the number of steps an attacker would
need to take to compromise security. The model assists
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security administrators in gaining a deeper understanding of
system vulnerabilities and prioritising protective measures.
Additionally, the research introduces a vulnerability ranking
system, which facilitates effective decision-making to miti-
gate risks. The benefits of this model include its structured
approach to analysing attack paths and ranking vulnerabili-
ties, which help administrators prioritize defences. However,
its limitations are significant. The model relies heavily on pre-
defined vulnerabilities and paths, making it less adaptable to
real-time or evolving threats. It also assumes static conditions
within the network, overlooking the dynamic nature of cyber
environments where vulnerabilities and threat landscapes
change rapidly. Moreover, it requires extensive data on vul-
nerabilities, which may not always be feasible or up to date,
limiting its practical application. These limitations highlight
the need for more adaptable, scalable machine learning mod-
els that can incorporate real-time data, account for evolving
attack strategies, and dynamically predict attack paths under
different conditions, offering a more robust alternative to sta-
tistical methods.

4.1.4 Predicting cyber attacks on industrial systems using
the Kalman filter

The Kalman filter is employed to predict cyberattacks in
industrial systems, focusing on statistical prediction of attack
patterns based on system-state estimates [71]. The filter’s
strengths are its minimal need for historical data, reduced
storage requirements, and adaptability to real-time data,
which are valuable for early anomaly detection in dynamic
industrial contexts. However, this approach has several sig-
nificant limitations. It relies heavily on an accurate a priori
model, which is often unfeasible in complex or rapidly evolv-
ing industrial systems, leading to inaccuracies. Furthermore,
while effective for linear processes, the Kalman filter’s effi-
ciency diminishes when handling the complex, non-linear,
and multidimensional attack patterns common in modern
cyber-physical environments. The study also lacks a com-
parison with advanced machine learning techniques and uses
evaluation metrics (MSE, MAE) that do not address real-
world implications such as detection delay or false positives.
Overall, this method is promising for straightforward appli-
cations but highlights the need for more advanced, adaptive
models.

4.1.5 Cognitive models in cybersecurity: learning
from expert analysts and predicting attacker behavior

This study investigates cognitive models for predicting
attacker and defender behaviours in cybersecurity [72]. Sym-
bolic deep learning enhances threat detection by 25% and
offers decision support to non-expert defenders. Model-
tracing predicts attacker preferences with 40—70% accuracy,
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mitigating attack risks. On the defense side, SDL is used to
model expert analysts’ behavior in Intrusion Detection Sys-
tems (IDS) to assist non-expert users. This method helps
reduce missed threats by 25%, enhancing the detection
accuracy for novice analysts. On the attacker side, model
tracing with dynamic parameter fitting is used to predict and
exploit individual attacker preferences, achieving 40-70%
prediction accuracy across various attackers. This technique
demonstrates significant potential in personalizing defense
strategies by anticipating attacker moves.

Despite these advantages, several limitations affect the
broader application of cognitive modeling. SDL requires
labeled expert data, which is often sparse in cybersecu-
rity contexts, reducing model generalizability. Moreover,
SDL models lack transparency in decision-making, limiting
user trust and practical adoption. For real-time applications,
the model’s reliance on behavioral data updates introduces
complexity and challenges in balancing model adaptability
without compromising prior-learned data. The model-tracing
approach also faces challenges: attackers who recognize
predictive agents may adopt random or adversarial strate-
gies, thereby reducing the model’s accuracy. Overall, while
cognitive models provide insights and customization, these
constraints highlight the need for more robust, adaptable
solutions that address these data and transparency issues,
making machine learning methods more promising for scal-
ability and practical application in cybersecurity.

4.1.6 Predicting the behavior of attackers
and the consequences of attacks against
cyber-physical systems

Fuzzy logic and attack tree analysis are used to predict attack-
ers’ behaviour and the consequences of their actions on
cyber-physical systems [73]. This research focuses on pre-
dicting attackers’ behavior and the consequences of attacks
on cyber-physical systems (CPS) using a fuzzy TOPSIS-
based method and dynamic modeling. This approach effec-
tively evaluates attack scenarios, estimates their proba-
bilities, and assesses their physical consequences, includ-
ing time-to-shutdown (TTSD) and system vulnerabilities.
By combining fuzzy logic with attack tree modeling, the
study provides a systematic way to address uncertainties in
attackers’ decision-making processes, offering a structured
approach to assess and quantify security risks in CPS envi-
ronments.

However, the study has several notable limitations. The
reliance on predefined attack trees reduces the model’s
adaptability to evolving or unforeseen attack patterns, lim-
iting its applicability in dynamic, real-world CPS scenarios.
The fuzzy TOPSIS method, while computationally efficient,
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lacks robustness when dealing with complex multidimen-
sional data, which is often encountered in modern cyberat-
tacks. Additionally, the focus on static metrics like TTSD
does not adequately address real-time response capabili-
ties, which are critical for mitigating ongoing threats. The
proposed approach also heavily depends on expert input
for parameterization, introducing subjectivity and potential
bias into the model. Furthermore, the absence of advanced
machine learning techniques in the analysis restricts the
framework’s ability to leverage large datasets for predictive
accuracy and scalability.

In summary, while the research provides valuable insights
into CPS security evaluation, its reliance on static models,
predefined attack structures, and expert-dependent parame-
terization underscores the need for more adaptive, scalable
machine learning approaches to address the evolving com-
plexities of CPS security threats effectively.

4.1.7 A novel architecture for predictive cybersecurity using
non-homogeneous Markov models

This study proposes a novel architecture for predictive cyber-
security using non-homogeneous Markov models [74]. This
approach focuses on assessing and predicting the security
state of enterprise networks by modelling attack graphs
with time-dependent variables, such as vulnerability age and
discovery rates. By incorporating exploitability and impact
metrics, the model provides insights into the evolving risk
of attacks, enabling organisations to prioritise vulnerabil-
ities and make informed decisions. The study emphasises
the importance of addressing dynamic security attributes and
conducting granular analysis to understand how threats may
change over time.

While the methodology is innovative, several limitations
hinder its practical application. The reliance on predefined
attack graphs and vulnerability metrics reduces flexibility,
making the model less effective in dynamic or rapidly evolv-
ing environments. The dependency on CVSS scores, which
are often static and subjective, undermines the accuracy of
predictions in real-world scenarios. Moreover, the archi-
tecture lacks integration with advanced machine learning
techniques that could enhance adaptability and scalability.
The model’s focus on theoretical metrics, such as expected
path length and probabilistic paths, does not adequately
address real-time attack detection and response, which are
critical for proactive cybersecurity. Additionally, the absence
of real-world case studies or comparisons with other pre-
dictive techniques limits its validation and generalizabil-
ity.

In conclusion, while the proposed framework provides a
comprehensive, structured approach to understanding cyber-
security risks, its reliance on static data and theoretical
metrics underscores the need for more robust, adaptive

solutions. Integrating machine learning could significantly
improve its effectiveness in addressing modern cybersecu-
rity challenges.

4.1.8 Predicting the discovery pattern of publicly known
exploited vulnerabilities

The research introduces a predictive approach for discov-
ering publicly known exploited software vulnerabilities by
leveraging vulnerability discovery models (VDMs) and a
neural network model (NNM) [75]. The study compares two
scenarios: one using all reported vulnerabilities and another
focusing only on exploited vulnerabilities. The results high-
light that using all vulnerabilities (Scenario S1) improves
prediction accuracy in most cases, with NNM outperform-
ing VDMs due to its ability to handle nonlinear patterns. This
method offers practical insights into predicting vulnerabili-
ties and optimizing resource allocation for cybersecurity.

However, the study has significant limitations. Reliance on
publicly reported vulnerabilities overlooks potential exploits
that are not disclosed or available only in non-public forums,
such as the dark web, thereby limiting the dataset’s compre-
hensiveness. The dependency on historical data makes the
approach less adaptive to emerging and zero-day vulnerabil-
ities. While NNM shows superior performance, its "black-
box" nature limits interpretability, making it challenging for
cybersecurity experts to validate its predictions. Moreover,
the methodology aggregates vulnerabilities across software
versions, potentially diluting specificity and creating gener-
alizations that may not apply to distinct versions. The study
also fails to explore advanced machine learning architectures,
such as recurrent neural networks (RNNs), which could bet-
ter capture temporal dependencies and improve prediction
accuracy.

In summary, while the research provides a struc-
tured framework for predicting exploited vulnerabilities, its
reliance on limited, aggregated datasets, its lack of adaptabil-
ity to new threats, and its insufficient exploration of advanced
models underscore the need for more robust, transparent,
and scalable predictive approaches. These advancements
could enhance the method’s relevance and applicability in
the rapidly evolving cybersecurity landscape.

4.1.9 Cybersecurity attack prediction: a deep learning
approach

This study explores the use of deep learning techniques
to predict potential cyberattacks [76]. It emphasizes that
existing detection models struggle to handle the increasing
volume and variety of cyberattacks, underscoring the need for
predictive models to enable proactive security. The authors
propose several deep learning-based models, including long
short-term memory (LSTM), recurrent neural network, and
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Table 3 Limitations and Challenges Faced by Predictive Models

Reference and year Study purpose

High accuracy

High efficiency High cost Implement advanced

countermeasures

[77], 2022 Propose an adaptive deep learning v
algorithm for Internet of Things
cybersecurity prediction in industrial

manufacturing applications

[78], 2020 Review the application of digital twin X
technology for cybersecurity incident

prediction

[79], 2007 Predict potential attack paths and their X
likely impact on a manufacturing

system
(801, 2017
[81], 2022

Adapt to technological advancements X

Evaluate cyber situational awareness in =~ X
predicting cyberattacks for
independent power producers

[82], 2021 Integrate machine learning techniques v
with expert knowledge to achieve
more accurate cyberattack

predictions in manufacturing

[83], 2021 Develop a privacy-preserving federated v/
learning model for defect prediction

in smart manufacturing processes

[84], 2021 Predict risks in the digital v
transformation of manufacturing
supply chains using principal
component analysis and
backpropagation artificial neural

networks

[85], 2017 Predict which machines are at risk of v
malware infection based on binary

file appearance logs

4 4 4

MLP, designed to predict the type of attack before it occurs.
These models were tested on a dataset from a capture-the-
flag (CTF) competition. Among the models, LSTM achieved
the highest performance, with an F-measure exceeding 93%,
highlighting its suitability for handling time-series data.
The paper concludes with suggestions for future improve-
ments, including testing the models with real-world traffic
and enhancing their ability to predict zero-day attacks. The
study effectively demonstrates the potential of deep learning
to predict and prevent cybersecurity incidents. Tables 2, 3
presents the limitations and challenges faced by predictive
models.

While the study highlights the advantages of LSTM and
temporal data integration, it has notable limitations. The
dataset used (CTF’17) is controlled, limiting the models’
applicability to real-world scenarios with diverse, unpre-
dictable attack patterns. Reliance on structured input features
such as IP addresses and attack types of limits adaptability
to zero-day attacks or unconventional methods not reflected
in the dataset. Furthermore, the models depend heavily on
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labeled data, which is often scarce in cybersecurity con-
texts. The evaluation metrics, focused on F-measure, fail to
account for critical operational factors such as false posi-
tives and detection latency, which are pivotal in real-world
deployments. Additionally, the computational overhead of
deep learning models, particularly LSTM, raises concerns
about scalability in resource-constrained environments.

In summary, while the research advances the field of attack
prediction through temporal deep learning techniques, its
reliance on controlled datasets, structured inputs, and high
computational demands highlights the need for more adapt-
able, scalable, and real-world-validated solutions to address
the dynamic nature of modern cyber threats.

These limitations underscore the need for larger, more
diverse datasets and the integration of cutting-edge Al tech-
niques to improve the precision and applicability of such
models. While the research is a step toward bridging tech-
nical and non-technical communication in cybersecurity, its
limited predictive accuracy and scope highlight significant
areas for improvement in future work.
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4.2 Major case studies of cyber incidents
in manufacturing systems

In 2023, Clorox experienced a suspected ransomware attack
that significantly disrupted its operations. The attack affected
many automated systems, resulting in substantial operational
downtime and a 20% decline in sales [86]. Financially,
this incident cost Clorox $356 million, with an additional
$25 million spent on post-breach system security. This case
underscores the critical financial and operational impacts ran-
somware can have on manufacturing companies.

Norsk Hydro, a global aluminium manufacturer, was
attacked by the LockerGoga ransomware in 2019, forcing the
shutdown of multiple plants [87]. The attack disrupted IT sys-
tems across various countries, including Norway, Qatar, and
Brazil, resulting in estimated losses of $70 million. Deciding
not to pay the ransom, Norsk Hydro had to rely on cyberse-
curity experts to dismantle the ransomware and recover its
systems, illustrating the extensive recovery efforts required
after such attacks.

In 2017, Mondelez International fell victim to the Not-
Petya malware, which destroyed 1700 servers and 24,000
laptops and disrupted global production [88]. This attack led
to $100 million in losses and resulted in the theft of numerous
user credentials, severely impacting the company’s ability to
fulfil customer orders. This case highlights the broad and
damaging effects of malware on large manufacturing enti-
ties.

JBS, a major meat producer, was hit by a ransomware
attack by the REvil group in 2021, which halted operations
at plants in the US, Canada, and Australia [89]. The company
decided to pay an $11 million ransom to restore its systems,
underscoring the vulnerability of critical food supply chains
to cyber threats. This incident shows the severe operational
disruptions that can occur in the food manufacturing sector
due to ransomware attacks.

Brunswick Corporation, a boating manufacturer, experi-
enced a cyberattack in June 2023 that disrupted operations
for 9 days, resulting in an $85 million loss [90]. The attack
significantly affected the company’s financial projections and
caused major operational delays. This case emphasises the
critical need for manufacturing companies to secure their
systems to avoid significant financial and operational disrup-
tions.

In 2016, FACC AG, an Austrian aerospace component
manufacturer, was targeted by a whaling campaign where
attackers impersonated the chief executive officer (CEO) to
trick the accounting department into transferring $55.8 mil-
lion [91]. The attack led to the firing of the CEO and the
chief financial officer (CFO), and to additional losses from
subsequent legal actions and recovery efforts. This incident
highlights the potential for significant financial and manage-
rial repercussions from sophisticated phishing attacks within

the manufacturing sector. These case studies illustrate the
critical need for robust cybersecurity measures in manufac-
turing systems to protect against increasingly sophisticated
cyber threats.

4.3 Challenges of developing a predictive model
from the related studies

Predicting cyberattacks in manufacturing systems presents
several challenges, including the limited availability of attack
data, the rapidly evolving nature of attack techniques, the
unique characteristics of industrial control systems, and the
need to balance prediction accuracy with actionable insights
[92]. Future research is expected to focus on developing
more sophisticated ML models capable of adapting to new
attack patterns, incorporating threat intelligence and external
data sources to enhance prediction capabilities, and design-
ing user-friendly interfaces that present prediction results
in a meaningful way to assist security analysts in making
informed decisions.

The impact of challenges in the field of developing a
predictive model has been reflected negatively on the secu-
rity countermeasures, as shown in the mentioned incidents
(Sect. 3.2). The following table summarises the correlation
between the challenges and the listed incidents. Table 4 sum-
maries of the correlation between the challenges and the
listed incidents.

5 Assessment and evaluation of prediction
models and paper contributions

This section presents a comprehensive evaluation of the
prediction models and approaches developed in this study.
SubSect. 4.1 presents a performance analysis of the models
using standard evaluation metrics, comparing their accuracy,
efficiency, and reliability with baseline methods. SubSect. 4.2
offers a critical discussion of the results and outlines the
work’s key contributions, emphasizing its novelty, practical
impact, and potential to advance future research in the field.

5.1 Evaluation of the effectiveness of the prediction
models and approaches

A comprehensive analysis of the advantages and disad-
vantages of each model is essential for understanding the
cybersecurity predictive models employed in the research.
Regarding the advantages and disadvantages of the model in
‘Predictive Analysis of Ransomware Attacks Using Context-
Aware AlinIoT Systems’, on the bright side, a context-aware
Al powered by context ontology for extracting informa-
tion features, such as connection requests and software
updates, provides an effective way to detect ransomware
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Table 4 Cybersecurity Incidents in Manufacturing Systems: Challenges, Impacts, and Security Breaches

Incident

Related Challenges & Impact

Breaches And Security Principles

Clorox Ransomware Attack (2023) [86]

Norsk Hydro LockerGoga (2019) [87]

Mondelez NotPetya Attack (2017) [88]

JBS Ransomware (2021)

Brunswick Corporation (2023) [90]

production
FACC AG Whaling Attack (2016) [91]

and legal battles

Significant operational downtime due to automated
system failures, leading to financial losses and
delays in securing systems

Disruption across multiple plants and countries,
requiring extensive recovery efforts

Destruction of servers and laptops, impacting
production, leading to theft of credentials, and
disrupting the ability to fulfil customer orders

Shutdown of plants in multiple countries and
[89] ransom payment to recover systems, illustrating
the vulnerability of the food supply chain

Nine days of operational disruption leading to
significant financial losses and delays in

Chief executive officer impersonation leading to a
massive financial transfer, firing of key executives,

Integrity, availability: disruption of
automated systems and operational
processes

Confidentiality, availability: information
technology system shutdown across
countries, reliance on external recovery
expertise

Confidentiality, integrity: destruction of
infrastructure and data breaches,
affecting global operations

Availability, integrity: Operational
disruptions, ransom payment to recover
critical systems

Availability, integrity: prolonged
downtime with considerable financial
implications

Confidentiality, integrity: social
engineering attack, leading to major
financial and managerial repercussions

infiltration attempts in a far more accurate and timely man-
ner. Furthermore, ML-based instrumentation enables early
prediction, which is critical for reducing the impact of
ransomware attacks on IoT systems. However, high computa-
tional resources and large training datasets might be required
to build an efficient model. The integration of context-aware
Alinto existing [oT systems may also bring many challenges
during implementation.

The ‘Predicting Consequences of Cyber-Attacks’ model
[69] is guided by ML and natural language processing, which
provides a robust framework for prediction related to the
consequences of cyberattacks. The upside of the model is
that it provides a way to improve prediction accuracy by
comparing different ML models, including those using tf-
idf and Doc2Vec. Nevertheless, it heavily depends on how
good and complete the training data are. Moreover, it may not
do justice to the nuanced context of cyberattack scenarios,
as it is based on word vectors, leading to lower accuracy
in complex scenarios. Figure 3 summarizes the predictive
methods in cybersecurity discussed in this section.

In ‘Predicting Cyber Attacks on Industrial Systems Using
the Kalman Filter’, the Kalman filter provides a mathemat-
ically robust technique to perform system state-based pre-
diction of cyberattacks. Hence, it is well-suited to dynamic
industrial environments. This model allows for anomaly
detection well in advance and quick response times. The
downside is that, with non-linear attack patterns or when
the system model is poorly defined, the Kalman filter’s per-
formance may degrade. It is also not as good at predicting
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new or sophisticated attack vectors that differ considerably
from historical patterns.

The model of ‘Predicting Cyber Threats Using ML for
Improving Cyber Supply Chain Security’ is oriented to secu-
rity and has enhanced proactive threat identification measures
[92]. The former can be achieved using ML algorithms to
predict cyber threats in the cyber supply chain. It helps
stakeholders make informed decisions and manage risk by
leveraging past data and trends. However, its reliance on
historical data can make it hard to predict new threats that
may not look and act like other known threats. Furthermore,
the dynamic and interrelated features of supply chains may
introduce complexities that are highly challenging for ML
algorithms to capture precisely.

Finally, the ‘Predicting the Behavior of Attackers and
the Consequences of Attacks Against Cyber-Physical Sys-
tems’ model uses fuzzy logic and attack tree analysis to
obtain a detailed assessment of attacker behaviour and pos-
sible consequences with regard to cyber-physical systems.
The approach allows for understanding attack paths and
for creating appropriate countermeasures. However, further
subjectivity may be introduced into the prediction process
through the application of fuzzy logic, thereby influenc-
ing the model’s reliability. In addition, attack tree analysis
becomes increasingly complex and difficult to handle as the
number of possible attack paths increases. Table 5 and Fig. 4
summarize the predictive models identified in the reviewed
literature.

Crucially, this review provides a more comprehensive
analysis of existing research gaps. It identifies the limited
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Fig. 3 Predictive methods in cybersecurity

exploration of explainable AI (XAI) in cybersecurity for
manufacturing, hindering trust and adoption by non-experts.
The need for more robust evaluation methodologies, specifi-
cally tailored to the dynamic and real-time nature of industrial
systems, is also highlighted. Moreover, the paper empha-
sizes the lack of comprehensive frameworks that seamlessly
integrate these advanced predictive models into existing
industrial cybersecurity architectures. Future research direc-
tions are proposed, advocating for the development of more
interpretable Al models, the creation of standardized evalua-
tion benchmarks for industrial cybersecurity prediction, and
the design of practical, integrated frameworks for proactive
threat mitigation in Industry 4.0 manufacturing. Therefore,
developing a predictive cybersecurity model for the man-
ufacturing industry is necessary. Several papers have been
published to help bridge this gap [102-108].

5.2 Paper contributions

This review paper makes several key contributions to the
understanding of cybersecurity in Industry 4.0 manufac-
turing. It provides a structured, in-depth synthesis of the
diverse predictive methods used to enhance cybersecurity
in these systems, enabling researchers and practitioners to
understand the current state of the art in threat prediction.
The paper also critically examines the types of data used
by different predictive approaches, highlighting the impor-
tance of data quality, relevance, and availability for effective
threat prediction and identifying potential gaps in data uti-
lization. Furthermore, through a systematic review, the paper
identifies significant research gaps, particularly concerning
the practical implementation of predictive models and the
need for robust validation techniques, and proposes concrete
directions for future research. By emphasizing the impor-
tance of predictive approaches, this review contributes to
the development of more proactive cybersecurity strategies,
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Table 5 Predictive Models

Across Various Industries: No Implementation field

Predictive models References

Applications and References
1 Healthcare

2 Finance

3 Robotics and automation

4 Business and marketing

5 Manufacturing and supply chain

6 Energy

7 Government

8 Food

9 Information and communication

Neural networks for phishing and trojan [93]
content detection in Internet of Things
systems

K-means, influenced association [94]
classifier, J48 prediction tree for
predicting cybercrimes in the banking
sector

Fuzzy logic, neural networks, and [95]
genetic algorithms for autonomous
decision-making and robot control

Artificial intelligence-driven anomaly [96]
detection models, machine learning for
intrusion detection, deep learning for
malware classification

Machine learning (logistic regression, [97]
support vector machine, random forest,
decision tree) for predicting cyber
threats in supply chain systems

Deep belief network for predicting [98]
cyberattacks on smart grids

Epidemiological modelling of cyber [99]
threats, using susceptible, exposed,
infectious, recovered (SEIR) and herd
immunity to enhance cybersecurity in
digital governance

Machine learning models (K-nearest [100]
neighbour, decision tree), deep

learning models (convolutional neural
network-long short-term memory) for

detecting cyberattacks on industry

classification schemes
[101]

Data mining-based framework using the
J48 decision tree algorithm for

cyberattack prediction

underscoring the shift from reactive to anticipatory secu-
rity measures, which is crucial for mitigating evolving cyber
threats in Industry 4.0. Finally, the paper serves as a valu-
able, consolidated resource for both researchers and industry
practitioners, offering a comprehensive overview of relevant
literature and facilitating a deeper understanding of the chal-
lenges and opportunities in this field.

6 Conclusion

This study explored the prediction of cyber threats in cyber-
security frameworks, which are attributed to the absence
of robust, objective security measures and the consequent
neglect of cyber threat anticipation during the initial stages
of system development. While each predictive model offers
unique advantages in enhancing cybersecurity measures
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across different domains, they also present specific chal-
lenges and limitations. Addressing these drawbacks is essen-
tial for maximising the effectiveness of these models in
real-world applications. A comprehensive literature review
of cybersecurity predictive models and frameworks identified
a significant gap in predicting cyber threats. This study sug-
gests that integrating Al and ML techniques offers a viable
approach to addressing this challenge.

A range of cybersecurity countermeasures for Indus-
try 4.0 environments has been established. While various
approaches to predicting cyberattacks exist, such as ‘Pre-
dicting Cyber Attacks on Industrial Systems Using the
Kalman Filter’, ‘Predicting the Behavior of Attackers and the
Consequences of Attacks Against Cyber-Physical Systems’,
‘Predicting Cybersecurity Vulnerabilities’, and ‘Predictive
Analysis of Ransomware Attacks Using Context-Aware Al
in IoT Systems’, a critical need to develop a new predictive
model that is proactive and capable of preventing cyberat-
tacks remains. Moreover, the analysed papers do not address
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cybersecurity from a purely management perspective but
rather focus on the IT aspect. Adopting a management per-
spective can help a company effectively implement new
organisational practices and change management initiatives,
ultimately leading to robust cybersecurity. In conclusion,
while each cybersecurity predictive model offers distinct
advantages, such as improved detection accuracy and early
prediction, they also face notable challenges, including sub-
stantial computational requirements, reliance on extensive
training datasets, and integration complexities. A thorough
analysis of these models indicates that their effectiveness
depends largely on the quality of the data, the complexity of
the systems they are designed to protect, and the availability
of resources for their implementation.
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