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ABSTRACT

The traditional approach to a digital investigatiamen a computer system is
encountered in a running state is to remove theepoimnage the machine using a
write blocker and then analyse the acquired images has the advantage of
preserving the contents of the computer’s hard digkat point in time. However, the
disadvantage of this approach is that the predervaf the disk is at the expense of
volatile data such as that stored in memory, whlieés not remain once the power is
disconnected. There are an increasing number oatehs where this traditional
approach of ‘pulling the plug’ is not ideal sincelatile data is relevant to the
investigation; one of these situations is whenrttaehine under investigation is using
encryption. If encrypted data is encountered oiva iinachine, a live investigation
can be performed to preserve this evidence in m fttrat can be later analysed.
However, there are a number of difficulties withngsevidence obtained from live
investigations that may cause the reliability oftsevidence to be questioned. This
research investigates whether digital evidence imdda from live investigations
involving encryption can be considered to be rééiaho determine this, a means of
assessing reliability is established, which invelexaluating digital evidence against
a set of criteria; evidence should be authenticuete and complete. This research
considers how traditional digital investigationdisg these requirements and then
determines the extent to which evidence from Iiweestigations involving encryption
can satisfy the same criteria. This research cdeslthat it is possible for live digital
evidence to be considered to be reliable, but te&ability of digital evidence
ultimately depends on the specific investigationd #me importance of the decision
being made. However, the research provides steatturiteria that allow the
reliability of digital evidence to be assessed, destrates the use of these criteria in
the context of live digital investigations involgrencryption, and shows the extent to
which each can currently be met.
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Chapter 1

CHAPTER 1: INTRODUCTION

1.1INTRODUCTION

As digital devices become ubiquitous, our day tp detivities require more frequent
interaction with digital systems, and as a resutire traces of our actions are left on
these systems. Consequently, digital devices &ea examined in order to infer what
has happened in the real world. This process énexl to as a digital investigation.

A digital investigation is defined aa process that formulates and tests
hypotheses using digital eviden(see Chapter 2). These hypotheses are tested by
examiningdigital evidence which is defined aa set ofreliable digital objects that
support or refute a hypothes(see Chapter 2). Digital evidence can be usedfor
variety of purposes, from investigating violation$ acceptable use policies to
criminal offences. Many digital investigations imve the latter and as a result the
term ‘digital investigation’ is often used interctgably with ‘forensic computing’.
This latter term can be referred to specificallyaa$orensic digital investigation’,
which is a digital investigation with the additidn@quirement that the obtained
digital evidence needs eventually to be presemedurt.

In digital investigations that involve seizing comgx systems from the home
or workplace of suspects during the course of ilvestigation, computer systems can
be encountered while they are still powered onramding. The traditional approach
to digital investigation has involved removing tpewer from these systems, i.e.
‘pulling the plug’. This has the advantage of presg the contents of the computer’s
hard disk at that point in time, since after thevpois removed, no data can be written
to the disk. However, this has the disadvantagettiis preservation of the disk is at
the expense of volatile data such as that stor&tAil, which does not remain once
the power is disconnected.

There are an increasing number of situations wtiesdraditional approach of
‘pulling the plug’ is not ideal, for example: casebere large volumes of data are
involved; where systems are ‘mission critical’; wheelevant digital evidence is

stored in memory only; and also when the machindeunnvestigation is using
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encryption, i.e. data is stored in a form that cdrbe understood without the correct
decryption key. This research investigates thecgffeness of the traditional approach
to digital investigations when encryption is invety and examines the advantages
and disadvantages of a live investigation as amrrative to this approach. Live
investigations involve examining a digital systerhile it is still running and using
the operating system (the software that runs on haeware and allows other
programs to run) of the machine being investigateécquire, analyse or present
digital evidence. Live investigations are permittegd Principle 2 of the ACPO
Guideline$ and they are useful when encryption is involvettsiif physical access
can be gained to a system at a point when the susp@ccessing the encrypted
material, the investigator may be able to takerobatf the machine and will therefore

also have access to the encrypted content.

1.2 JUSTIFICATION

As briefly described in the previous section angestigated in detail in Chapter 4,
encryption poses a problem for the traditional apph to digital investigations and
live investigations offer a simple mechanism toemscthe encrypted data in a form
that can later be analysed. However, there arenabeu of difficulties with live
investigations which are discussed in Section 2.thd example, the difficulty in
trusting the data supplied to live tools; the immrintrusiveness of live techniques;
the difficulty in verifying the output of live tos] and also ensuring that no evidence
iIs missed. These difficulties mean that the relitigbof evidence obtained using live
investigation techniques could be called into goasand, due to the lack of research
and understanding of the subject, could result igital evidence from live
investigations being used when it should not bet, wot being used when it could be;

either way, this could potentially result in anon@ct hypothesis being accepted.

! Principle 2 of the Association of Chief Police iDérs’ Good Practice Guide for Computer-Based
Electronic Evidence states, “In circumstances wliei® necessary to access original data held on a
computer or storage media, that person must be empto do so and be able to give evidence
explaining the relevance and the implications eirthctions” (ACPO, 2007).
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1.3AIM

Encrypted evidence can cause problems for traditidigital investigations and live
investigations provide a means to access evidentke W is still in its decrypted

form. However, as described earlier, digital eviderfrom live investigations is
potentially problematic since there are a numbeshaillenges to using it. The aim of
this research is therefore to determine the rae Ithe digital investigations can play

in investigations involving encrypted evidence.

1.4RESEARCHHYPOTHESIS

Given that a digital investigation formulates aast$ hypotheses by examining digital
evidence, and that digital evidence is defined astaof reliable digital objects that
support or refute a hypothesis, this research ic@med with determining whether
digital evidence recovered using live techniquesifsystems using encryption can be
shown to be reliable and therefore accepted asatligvidence as part of a digital

investigation. The research hypothesis is therefore

Digital evidence obtained from live investigatiangolving encryption can be shown

to be reliable.

1.5RESEARCHMETHODOLOGY

1.5.1 General Methodology

Digital evidence can be used for a variety of psgsoand the decision of whether it is
considered reliable depends on the situation ardp#rson or persons making the
judgement. This presents a problem in this resefoclassessing the reliability of
digital evidence from live investigations, sinceopting a subjective view of the
reliability of digital evidence makes it extremely difficult taige at any conclusions.

However, as described in Chapter 3, there areiegistandards and requirements for
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digital evidenc® and therefore it is assumed that reliability canassessed against
objective requirements.

Based on this assumption, Chapter 3 proposes dameguErements that can
be used to assess the reliability of digital evadermhese are validated by comparing
them to existing requirements and checking for st@scy, and also demonstrating
how current, accepted techniques for digital ingasions satisfy them. Existing
requirements are selected for comparison on this bizat they are well established,
peer reviewed and/or used in practice. Requiremémas disagree with those
proposed are examined further to determine theecatithe discrepancy, since the
difference may be due to existing requirements gespecific versions of more
general requirements. Also, since the definition dagital evidence is broad and
accommodates its use in digital investigations &l &s in the field of forensic
computing, requirements that are specifically eglato use of digital evidence in
court are not considered to be appropriate foiugeneral requirements.

The requirements derived in Chapter 3 are then memin Chapters 4-7,
where the extent to which they can be satisfiedif@r investigations is determined.
Each chapter contains its own methodology sectibitlwdescribes the approaches
used. Chapters 8 and 9 evaluate and conclude dbeuéxtent to which digital
evidence from live systems using encryption cantrtfeeproposed requirements, and
therefore be considered to be reliable.

In addition to this overall research strategyrehere also a number of research
tools that are used throughout the testing oftiiothesis, which are described in the

following sub-sections.

1.5.2 Use of Virtual Machines

Virtualisation is a technique that “lets you runltiple virtual machines on a single
physical machine, sharing the resources of thaglesimomputer across multiple
environments. Different virtual machines can ruffedent operating systems and
multiple applications on the same physical compgut®MWare, 2009). These

% They are mostly in the form of principles forensicdigital investigations.
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‘virtual machines’ are used throughout this reseaftheir multiple uses in digital
investigations are discussed in detail in Podlttial. (2008), but in this research they
are mainly used to allow virtual test systems (tg)e® be quickly built in different
configurations and run on a single physical machimest) without the need for
multiple pieces of hardware. Virtual machines gisovide the advantage of quick
access to the hard drives of the virtual machingbowt needing to spend long
periods of time creating disk images of physicalel. This is possible since the
disks of the virtual machines are represented enptiysical system’s hard drive as
one or more files (.vmdk files iWMwarg which can be opened in any forensic
software package and are treated as physical thages. The memory of the virtual
machine is also represented on the host systeniilas(amem files invMwarée and
can also be acquired in this way. There are samigalions to using virtual machines,
specifically the inability to virtualise some harake (e.g. Firewire) and some
differences when analysing images of the virtudliseemory. These are discussed in

more detail later.

1.5.3 Use of Forensic Software to Examine Disk lesag

Throughout this research, disk images (or the .vrfills from VMware virtual
machines) are examined. This is performed usingeffeic software’ and there are a
number of products from which to choos&Ways Forensicsvas chosen as the
primary tool since it is a fraction of the costExiCaseandForensic Toolkit (FTK)
and offers all the functionality needed for thisearch.X-Ways ForensicgLan
interpret the file systems used in this resear&il(Bnd NTFS), allowing traversing
of these file systems and also the recovery ofteeldiles. It also offers a ‘Data
Interpreter’ function that is useful for convertieghnbedded dates and times and other
values. X-Ways Forensics can also be used for file comparisons and text or
hexadecimal searches and extractions (Casey, 20Wi)e EnCaseand FTK are
more commonly used for performing ‘real’ digitalvestigations, they offer no
advantages in this research.
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1.5.4 Development of Software Tools

Also, throughout this research, software is writterperform a variety of tasks. No
single language is used since each offer their agwantages and disadvantages. For
exampleJavais used to develop Graphical User Interfacess used where speed or
low level access is a necessity, &wetl is used for text parsing and scripting routine

tasks.

1.5.5 Testing for Randomness

On a number of occasions it is desirable to testrdadomness, and in this case a
variety of statistical tests are applied. Forsg806) implements the Chi-Square test
as part of an automated technique to identify gutg, since the technique is
described as the only statistic that “was capabisotating the pseudo-randomness of
the encrypted file”. In this research an existingcp of softwareENT, (Walker,
2008), is used for testing for randomness and teteencrypted datd&ENT performs

a variety of statistical tests for randomness idiclg, the Chi-Square test and others:
entropy, the reduction in size though compresdioa,mean value, the Monte Carlo
value for Pi and the serial correlation co-effitieWhere these are used, they are

discussed in more detail.

1.6 THESISOUTLINE

This section describes the structure of the thesis.

Chapter 2 provides a review of relevant literature and diées in greater detail some
of the ideas introduced in this section. It disegsthe differences between digital
investigations and forensic digital investigationsiich is important since additional
requirements for evidence are imposed by the latteriso defines digital evidence
and discusses the importance of reliability. Tlaglittonal ‘pull the plug’ approach to
digital investigations is also discussed, alonghviite challenges that this approach
faces. One such challenge is encryption, whichissudsed in detail, along with the

approaches that can be used by investigators thigepower has been removed to
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attempt to gain access to encrypted evidence. iifi@tions of these approaches are
also discussed. Live digital investigations arespréed as an alternative approach,
including the distinction between live acquisitiand live analysis. Also, the

problems with results obtained using live techngjaee described.

Chapter 3 explains the need to determine basic requirenfentdigital evidence in
order to assess reliability. It also describestmgsrequirements and shows how live
digital investigations cannot meet some of thoseerntly in use. However, it then
shows that some of the existing requirements capaaonsidered to apply to digital
evidence in general, since they are either spetifitaw or can be shown to be
technologically specific means of satisfying otlmore general requirements. It is
shown that live investigations may also be ableatisfy these general requirements.
The chapters that follow then investigate the extenwhich the derived general
requirements of completeness, accuracy and autitgntian be satisfied for live

investigations.

Chapter 4 examines the completeness requirement and cogasluelikely success of
existing offline approaches for attempting to ascescrypted evidence. It also
considers which of the approaches’ success istaffdny the amount of the disk that
remains in unencrypted form after the power is nesmdo Encryption products are
categorised based on the locations on disk theyypticand for those categories
where offline access is unlikely using existing @aches, it considers if a live
investigation could offer a more complete and tfueee reliable set of digital

evidence, which would support the overall hypothedithis research.

Chapter 5 complements the previous chapter and examinescloowpleteness could
be adversely affected by performing a live invetimn. Live tools are inherently
intrusive and as a result could overwrite potelytiaélevant digital evidence. This
chapter considers how to assess what evidencesisbjo monitoring the changes

caused to test systems when using various livestigagion tools and techniques. The
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results of testing in this way can be used to ptettie data that will be overwritten
and therefore the extent of the decrease in copipes of preserved digital evidence.
This chapter identifies the limitations of curréathniques for monitoring systems
and develops a more comprehensive system monitoretgodology which is used to
test a number of live tools and techniques, incigdiunning live acquisition and

analysis tools, and also the effect of connecting $ystem using various interfaces.

Chapter 6 considers how the accuracy of results obtaineu free investigations can
be assessed. In traditional digital investigati@turacy can be demonstrated since
the techniques used are repeatable and can bameddy multiple examiners on
multiple copies of the same digital data. In tl@search a distinction is made between
the acquisition and analysis of digital evidenaarflive systems. The consequence of
this is that once evidence is acquired, the acgucdcdhe analysis stage of a live
investigation can be demonstrated using the saim@ &nd tested means as current
investigations i.e. repeatability. This chapterréfiere focuses on how to assess the
accuracy of the acquisition stage of a live digitalestigation. This is achieved by
first considering the nature of error in digitalvastigations, which then allows

methods to be developed to assess this error.

Chapter 7 examines how the authenticity of evidence obtairfean live
investigations can be demonstrated. In traditiahgital investigations, the original
physical evidence is always accessible and thigagmn the raw data from which
digital evidence is extracted. Therefore, if th@gadures used to recover digital
evidence are thoroughly documented, it can alwayshown how digital evidence
was obtained from a physical piece of evidencecthatbe traced back to a person. In
a live investigation, the original evidence may bet available after the power is
removed; this section considers in this case howe lacquired data can be

demonstrated to originate from a particular piefcghysical evidence.
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Chapter 8 revisits the original requirements from Chaptean@ evaluates the extent
to which they have been satisfied in each of thevipus chapters for live digital

investigations involving encrypted evidence.

Chapter 9 summarises the conclusions and contributions o tksearch and

describes future work.

1.7 CONTRIBUTIONS

This research tests the hypothesis thigital evidence obtained from live
investigations involving encryption can be showhéeaeliable and demonstrates the
strengths and weaknesses of performing live ingastins of systems using
encryption. The outcome of this is a set of requ@sts, which allows the reliability
of digital evidence to be assessed. These requmsnier digital evidence are clearly
defined and the research as a whole acts as anpexahhow they can be used.
These requirements could also be used in futuessess reliability of other types of
digital evidence.

Also, in this research, categories of encryptiordpcts are validated and it is
shown what affect these have on the locations sk tiliat become inaccessible when
the power is removed. It is also shown how thegmaies affect offline approaches to
attempting to gain access to encrypted digital evi@. The research therefore
provides a demonstration of the increase in theuamof preserved evidence that a
live investigation offers over the traditional apach, providing support for the use of
live investigations.

This research also demonstrates the adverse #ifgclive investigations can
have on the amount of preserved digital evidenaethé course of the research, a
methodology and software tool is developed thapsfies the process of recording
changes made to test systems. This allows the rotdpof live tools to be
determined, which is essential in minimising thasloof digital evidence due to
actions of an investigator on a live system. Trgpe&t of the research also has a
number of additional future applications, includimgntifying locations of forensic
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artefacts left by software, and also in computeusty research for monitoring honey
pots.

This research also provides a general definitiam &rror in digital
investigations, which is not available in curratgriture. This provides direction for
the expression of error when presenting digitatlence. This definition of error is
used to determine how error can be minimised ia iinvestigations. The approach to
this involves the development of a method thatvadlaepeatability to be used to
demonstrate the accuracy of live acquired copiemofypted evidence. This involves
acquiring specific information from the system fa¢ same time as a decrypted copy
of the encrypted evidence, which enables offlinergigion of the static encrypted
data. This is demonstrated in two ways: using thét In GUI of BitLocker and
recovering decryption keys from a memory dump system running rueCrypt

Finally, it is shown how the physical origin olvéi acquired data can be
demonstrated, even if the original data is unakgla by integrating physical
identifiers that are available before and afterllipg the plug’ into the acquisition
process.

Many of these contributions have resulted in pesfiewed publications.
Obtaining recovery keys in order to allow later egx toBitlocker encrypted data is
discussed in Hargreaves and Chivers (2007) andrekargset al. (2008). The latter
also discusses the difficulty in gaining offlinecass toEFS encrypted files on
Windows VistaThe key recovery approach to demonstrating acgucdh acquired
digital evidence is discussed in Hargreaves and/eZsi(2008b), where the ‘linear
scan’ approach to key recovery is introduced. Kbeisrecovery approach is also used
in Hargreaves and Chivers (2008a) to demonstratelie imaging could be avoided
in cases where it is impractical, such as when lage amounts of data are involved.
Both papers on key recovery also include otherasp# this research, including the

types of offline approaches that can be used fmirgaaccess to encrypted evidence.
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CHAPTER 2: LITERATURE REVIEW

2.1INTRODUCTION

This background chapter has three sections. [giesteral background is provided for
digital investigations and digital evidence. Thisrnecessary since if reliability of
digital evidence from live investigations is to &&sessed, then definitions for ‘digital
evidence’ and related terms such as ‘digital ingasbn’ must be clear. This section
also discusses the challenges to the traditionptoagh to digital investigations.
Secondly, one of the challenges to traditional tdlginvestigations is discussed in
detail: the challenge of encryption. This is inwodd and approaches are described
that can be used in attempts to gain access tgmpdrdigital evidence during offline
examinations. Also, the difficulties and limitatemf the approaches are described.
Finally, live digital investigations are defined damliscussed, including reviewing
existing live investigation techniques and the lgmages they face.

2.2 GENERAL BACKGROUND

2.2.1 Introduction

This section introduces digital investigations atescribes the specifics of forensic
computing, both of which involve recovering digigalidence, which is also defined.
This ‘back to basics’ section is necessary sincmgesuch as ‘digital investigation’
and ‘forensic computing’ are often used interchaffyg even though there are
important differences. The differences are pardidylrelevant in Chapter 3, where
requirements for digital investigations are congde and it becomes clear that
different groups have different standards for judgihe reliability of digital evidence.
This section also describes the traditional ‘puie tplug’ approach to digital
investigations since a live investigation is a @liéint approach and it is important to
clarify the differences. Finally, challenges to thmull the plug’ approach are

discussed which demonstrates its limitations archétessity of a new approach.
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2.2.2 Definitions and Digital Evidence Introduction

Carrier (2006a) makes the distinction between atalignvestigation and a digital
forensic investigation since “many corporations antklligence agencies conduct
investigations and collect evidence that will n& éntered into a court of law”.
Despite ‘forensic’ meaning “of or relating to caudf law” (Oxford, 2008), the terms
‘digital investigation’ and ‘forensic computintare often used interchangeably. In
this research a similar distinction is made as mrri€r (2006a). The following
sections define the terms ‘digital investigatiofigrensic computing’ and ‘digital

forensic investigation’.
Digital Investigation

Carrier (2006a) describes the goal of a digitalestigation as to “make valid
inferences about a computer’s history”, which ifiaeed by making observations
and formulating hypotheses. Before hypotheses eate$ied, digital data must be
observed; but unlike the physical world it is naispible for us to view digital data
directly and we rely on both hardware and softwaneport this information (Carrier,
2006a). Therefore, before higher level hypotheses farmed about computers’
histories, more basic hypotheses are made stdtaighie observed data (reported by
hardware and software) is equal to the actual (aéarier, 2006a). Furthermore, as
described in Sammes and Jenkinson (2007 p. 63grpatof bytes can represent
anything; meaning is only derived when rules argliad to interpret this raw data.
Therefore, hypotheses also need to be formed vdtatk that not only that the actual
data is equal to the observed data, but also lleanterpretation of this observed data
is “consistent with the interpretation used to eksh the patterns” (Sammes and
Jenkinson, 2007 p.63). As described in Carrier §2)0'at the lowest levels of
abstraction, hypotheses will be used to reconstuents and to abstract data into

% The termcomputer forensicss also used. However as described in Casey (P08D), this is “a
syntactical mess that uses the nmamputeras an adjective and the adjectiaeensicas a noun,
resulting in an imprecise term”. The term ‘computerensics’ will therefore not be used in this
research.

12
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files and complex storage types. At higher levélarinvestigation, hypotheses will
be used to explain user actions and sequences efts8v Therefore, a digital
investigation makes and tests both high and lowllbypotheses.

The definition used in Carrier (2006a) for a dibitevestigation is “a process
that formulates and tests hypotheses to answetigngesabout digital events or the
state of digital data” (Carrier, 2006a). Howeveigitdl events occur on a system,
often as a result of interactions with another tdigidevice, or as a result of
interactions with the real world. Since these iat#ions affect the state of the
computer system, they too are part of the computeistory and it is sometimes
necessary to infer what these interactions were. éxample, it is necessary to
determine if a web site was visited because ams@wally typed in the web address
or it was opened automatically by visiting anotlste. As a result, a digital
investigation may need to answer questions not abbut “digital events or the state
of digital data” (Carrier, 2006a), but also aboubatv real world events or other
interactions caused digital events on the compsystem to occur and therefore
digital data to have its current state. Consequetite definition used in this research
for a digital investigation removes references igveering specific questions about
digital data. This change allows any hypothesisbt tested during a digital
investigation. Instead, to define specificallydigital investigation, it is highlighted
that to test these hypothesebgital data is examined. In this research, a digital
investigation is therefore defined as ‘a procesd tbrmulates and tests hypotheses

using digital evidence’. Digital evidence is dissed later in this chapter.
Forensic Computing & Forensic Digital Investigation

In order to define the forensic computing fieldedo its relatively recent conception,
it is useful to begin with definitions from tradihal forensic science: “strictly
speaking, Forensic Science is the application e#nse to law and is ultimately
defined by use in court” (Casey, 2004a). Forensmputing could be defined based
on this to be ‘the application of computer scietwdaw’. Casey (2004a p.21) takes
the approach of broadening the definition of forerscience to “the application of

13
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science to investigation and prosecution of criorethe just resolution of conflict”.
The purpose of using this broader definition istider to “encourage corporate digital
investigators to apply the principles of ForensiteSce”. While this is accepted as a
worthwhile goal, this research does not use thosutber definition of forensic science
since it contradicts the more accepted definitibfiawensic’ (“of or relating to courts
of law” (Oxford, 2008)) and therefore defines fasEncomputing ashe application
of computer science to lawBased on this definition, the term ‘digital fostm
investigation’, used in Carrier (2006a) can be usedescribe a digital investigation
which has the ultimate purpose of recovering digitadence that could be admitted
to a court of law. Here the principle from the défon of forensic computing
(application to law) is taken and applied to a tdigiinvestigation, giving the
definition for ‘forensic digital investigation’ o& process that formulates and tests
hypotheses using digital evidence, where the esutld be admitted to a court of
law. Forensic digital investigations are therefore c#pe instances of digital
investigations, which have the additional requiretmaf the results being admissible

in a court of law.
Digital Evidence

Definitions

Examining the definitions in the previous sectidmoth digital investigations and
forensic digital investigations use digital eviderto formulate and test hypotheses.
This section considers alternative definitions dgital evidence and demonstrates
why the definition in Carrier (2006a) is most agpiate. It is difficult to find a
single, agreed upon definition of digital evidensmgce it has a different meaning to
different groups involved with digital investigati® and those involved with the
specifics of forensic computing. This differencealso evident when looking at
multiple definitions of the word ‘evidence’; one general: as a means to determine
whether a belief or proposition is true; the other establish facts in a legal
investigation (Oxford, 2008). As discussed earlignce the ‘forensic’ aspect is

considered here to be a specific type of digitakstigation, for ‘digital evidence’ to
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be applicable to digital investigations and themrehsic counterpart, a general
definition of digital evidence is necessary. Théofeing examples demonstrate the
range of definitions that exist from different gpsu who conduct digital
investigations. It also explains why a generalmdeéin of digital evidence is chosen.

The Scientific Working Group on Digital Eviden@zcepts members only
from active law enforcement (Scientific Working @poon Digital Evidence, 2006)
and their view of digital evidence tends towards ldggal definition. Digital evidence
is defined as “Information of probative value stbr@ transmitted in digital form”
(Scientific Working Group on Digital Evidence, 2Q000rhe word ‘probative’ is
primarily a term in law meaning “affording provideoof or evidence” (Oxford,
2008) and as a result, this definition suggests ttheterm ‘digital evidence’ should
be used only in a legal context.

Another definition that also focuses on the ingion of an offence is used
in Casey (2004a p.12), “any data stored or trariechiising a computer that support
or refute a theory of how an offence occurred at Hddress critical elements of the
offence such as intent or alibi”. This definitiots@ refers to evidence for legal
purposes but does not restrict the use of digitalesce to proving an offence. It can
also be used to support or further an investigation

A definition with a wider scope comes from the lgdit Kingdom’s
Association of Chief Police Officerst does not use the term ‘digital evidence’
specifically, but defines ‘computer based evidenae’ “information and data of
investigative value that is stored on or transrditig a computer” (ACPO, 2007). The
wider scope of this definition is primarily duettee vague term ‘investigative value’,
but nevertheless it is an all encompassing dedimiti

Sommer (1999) also states that in law, ‘evidenséhbd more and no less than
that which tends to persuade the court to a pdaticzonclusion”. Even though this
refers to persuading a court it does describe ageleas being used to come to a
conclusion, which is more consistent with the gahdefinition in Oxford (2008) of
“determining whether a belief or proposition isgfuThis is also supported elsewhere

in Sommer (1999): “[evidence] is material whichused to establish the truth of a
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particular fact or state of affairs” and in Mill€t992), “evidence is information used
to decide whether disputed propositions are true”.

A more precise definition for digital evidence tragrees with this thinking
and avoids referring only to its use in court ieganted in Carrier (2006a), which
compliments the earlier definitions of digital irstgation and digital forensic
investigation. In Carrier (2006a), digital evidencsedefined as “digital data that
supports or refutes a hypothesis about digital sventhe state of digital data”. This
definition uses the more general definition of evide and takes into account that
digital evidence may be used outside of a legaroninal investigative context and
simply used to determine the correctness of afbalielea.

As discussed earlier, the specifics of hypothes@&sgbabout digital events or
the state of digital data should be removed, siddgtal events are often
representations of real events, e.g. the creatiom @indows Registry entry in
TypedURLs is caused by the RegSetValue operatitichacan be caused by a user
typing text into the address bar loiternet Explorer Therefore, hypotheses can be
made not only about digital events but also thé weald events that caused the
digital events to occur.

Also, Carrier (2005 p.4) uses a similar but slightifferent definition for
digital evidence: “a digital object that contairddiable information that supports or
refutes a hypothesis”. This definition explicitiiates that digital objects must contain
reliable information in order to be used as diggaidence. In this research, this
requirement is considered to be a necessary constsince if evidence is used to
support or refute a hypothesis, then the use otliaimie data could lead to an
incorrect hypothesis being supported. Therefonmegesithis definition specifies that
digital objects should contain reliable informati@md it does not exclude hypotheses
about the real world, in this research a definiti@sed on Carrier (2005 p.4) is used.

Digital evidence is therefore defined in this reshaasa reliable digital object that
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supports or refutes a hypotheSisiowever, this definition does have a limitation,
which is the lack of clarity of the term ‘reliableReliability of digital evidence is

difficult to define and this is discussed in detaiChapter 3.

Abstracted nature

A property of digital evidence that is outside theope of its definition but is
important to discuss, is that digital evidence isepresentation of some physical
evidence. Carrier (2003) describes that this is emtinan a just a simple
physical/digital divide and explains how digitalvestigation tools translate data
through multiple layers of abstractfoiThis is necessary because “all data, regardless
of application, are represented on a disk or nékwoia generic format, bits that are
set to one or zer8'(Carrier, 2003) and as Casey (2004a p.16) sumetariae never
see the actual data but only a representation”’refbie, all digital objects are
abstractions of something physical and if digitadence isa reliable digital object
that supports or refutes a hypothesigyital evidence must also be an abstraction of a

physical piece of evidence.

* This definition is for digital evidence (singulafinother definition of digital evidence is also
sometimes used in this research, where digitaleend (plural) is defined as ‘a set of reliable tdigi
objects that support or refute a hypothesis’.

® In general computer science, levels of abstractierermine “the level of complexity by which a
system is viewed” (TechWeb, 2008) and abstractigertain digital forensics have the same function.

® This statement itself is an abstraction layer adesdetails of how the binary data is stored @i.di
Ones and zeros are not stored on disk since “ofilyxachange can create a signal, so every bit :ieed
to be implemented by some kind of flux change; ligumreversal of magnetisation” (Sammes and
Jenkinson 2007 p.108) and as a result a numbeiffefetht encoding schemes are used to represent
patterns of ones and zeros on disks.
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2.2.3 Traditional Forensic Computing Approach

The traditional philosophy of forensic computinghdze best summarised by the four
principles in the ACPO Good Practice Guide for Catep-Based Evidence (ACPO,
2007):

No action should change data held on a computetarage media which may

be relied on in court.

* In circumstances where it is necessary to acceggnat data held on a
computer or storage media, that person must be etenp to do so and be
able to give evidence explaining the relevance @nadimplications of their

actions.

e An audit trail or other record of all processes #pd to computer based
electronic evidence should be created and preser@dindependent third

party should be able to examine those processesemdve the same result.

 The person in charge of the investigation has diemsponsibility for

ensuring that the law and these principles are adtieo.

The guide also contains further, more detaileduresions of how to conduct searches
at crime scenes. The ACPO guidelines include adeicencountering computers that
are switched on or computers that are switchedlbthe computer is off then the
guide states “do not under any circumstances switeh computer on”. This is
because when a computer starts up a number ofafildgheir metadata are changed,
which could overwrite potential digital evidence.

If a computer is encountered in a powered on stege until recently (before
ACPO Version 4 in 2007) the advice was “If no spési advice is available, remove

the power supply from the back of the computer auticlosing down any programs.”
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(ACPO, 2003). This approach has become known as the ‘pull thg’ pnethod and
is a simple and effective way to preserve the cuatef the hard drive of a computer
system. It is sometimes referred to in this redeaas a ‘traditional digital
investigation’. This approach does have limitatioiisis accepted that the action of
switching off the computer may mean that a smalbam of evidence may be
unrecoverable if it has not been saved to a stonaggium but the integrity of the
evidence already present will be retained” (ACP@)3). This will be discussed later.
Once the computer is in a powered off state (eémeountered in that way, or
the power was removed) the physical equipment eareimoved along with any other
material at the scene which may be relevant (diarietebooks, manuals etc. (ACPO,
2007)). Further steps can be found in guidelinesfthe National Institute of Justice
(2004), that describe the detail of creating arcegaplicate of the hard drive of the
seized equipment using a write blocker, which afiam investigator to “preserve and
protect original evidence” (National Institute ofisfice, 2004) by physically
preventing any writes being made to the originatlhdrive. It is this duplicate that is
then examined for digital evidence, since the aapé can always be shown to be
identical to the original. This is usually achiewgging cryptographic hashes, where a
mathematical function is applied to the whole dsgtto produce a fixed length bit
string (Schneier, 1996 p.30). It is computationafifeasible to change the data in a
way that will produce the same hash.

2.2.4 Digital Investigation Methods and Process #lsd

There are a number of process models for digitagstigation based around both
investigating computer security incidents, and alse enforcement procedures.
There are also a number of abstract models thanpttto capture the general process
of a digital investigation that can be applied élyu#o corporate investigations,

incident response and law enforcement.

" This is still in ACPO 2007 but also contains “Whemessible, collect data that would otherwise be
lost by removing the power supply e.g. running peses and information about the state of the
network ports at that time”.
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Carrier (2002) does not explicitly present a precewdel, however, digital
forensics is described as having three major phasesguisition, analysis,
presentation. While this is not presented in Carf#02) as a process model for
digital forensics, it can be used to broadly démcrthe process. Acquisition is
concerned with “sav[ing] the state of a digitalteys so that it can later be analyzed”.
In the traditional forensic computing approach désd in the previous section, this
phase can include locating the physical evidenaoa wghich digital evidence resides,
powering off the system to preserve the contentghef hard drive, seizing the
machine and securely transporting to a lab and #uuiring a duplicate of the
contents of the hard drive. Analysis “takes theuaregql data and examines it to
identify pieces of evidence” (Carrier, 2002). Theegentation stage “presents the
conclusions and corresponding evidence from thestgation” (Carrier, 2002) and
the format of this presentation will vary based the context of the digital
investigation (corporate/law enforcement). Howewuérjs on the presentation of
evidence that a decision is likely to be made aldwdther hypotheses are believed to
be correct.

There are also a significant number of more dsda®nd more complex
models (Baryamureeba and Tushabe, 2004, CarrielSpafford, 2003, Farmer and
Venema, 2004, Mandiet al, 2003, National Institute of Justice, 2004, Pali2€01,
Reith et al, 2002, Beebe and Clark, 2005, Ciardhuain, 2004yéver, these can be
approximately mapped to the acquisition, analysiesentation model (see Appendix
A) where many of the models expand stages to peomadre detail. For example,
Reith et al (2002) has preservation and collection stagesiwhie both concerned
with acquisition. As a result, in this researcle thgher level Carrier (2002) process

model of acquisition, analysis and presentatiarsed.

2.2.5 Challenges to Traditional Digital Investigais

This section describes some of the major challetgelsgital investigations and also

how in some cases there is a move away from thiéthmi plug’ approach described
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in the earlier sections, towards carrying out axgtion the live system (described in

detail later in Section 2.4).
High Volume of Data

“The amount of data that exists in digital formgowing rapidly” (Craigeret al,
2005) and this rapid increase in storage capasitgonsidered one of the greatest
challenges in digital forensics (McKemmish, 199%his is because “larger disk
capacities increase the time required for analges the difficulty and expense of
collecting all disk evidence” (Adelstein, 2006).

A related problem described in Roussev and Richdrd2004) is the
exponential growth in storage capacity comparetheéolinear growth in input/output
transfer speeds. This means that the imaging sth@a investigation remains an
inherent bottleneck in the current forensic process

In addition to the problem of the increased storagpacity of individual
machines, another issue is the number of machimats dould be included in an
investigation. This is a problem due to the limitedalability of the traditional
forensic approach (Sommer, 2004), since for eaathma that is to be included in an
investigation, the machine must have the power veahothe hard drive imaged and
then analysed. Home users may now have more trec@nputer in a household, or
more than one per individual, resulting in an iase in the resources needed to
conduct an investigation. In enterprise environmmeviere investigations could span

tens or hundreds of machines, the traditional agpgraes simply not feasible.
Ubiquity of Digital Evidence

In addition to the increase in the number of corapslystems that may need to be
included in an investigation, digital evidence @lso be found on an increasingly
diverse range of devices. Since the definitionigftal evidence is reliable digital
object that supports or refutes a hypotheaisy device capable of storing digital data
may contain digital evidence. These can includaditional’ computer systems,

Personal Digital Assistant (PDAs), mobile phonegital cameras, MP3 players,
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digital photo frames, storage media such as UStksstiCompact Flash and Secure
Digital cards.

Different devices can store data in different wagd the traditional approach
may not apply, for example, removing the power fr@afADA may eventually cause a
loss of data (ACPO, 2007).

Evidence in Memory Only

Another problem with the ‘pull the plug’ approaahdigital investigations is that in
some cases, evidence that is relevant to the ige¢isin may not be stored on the
hard disk of the computer system and may residg ianinemory. Three examples of

this are described in the following sections.

Messaging applications

Carvey (2004) describes a situation where a livesaeger session is encountered in
the course of responding to reports of missingdeéil. In this case critical evidence
from instant messaging applications could be lostandard procedure was followed
and the power was disconnected. By performing aritivestigation, information can
be retrieved that may be stored purely in memoch ss IP addresses (as evidence of
a direct connection initiated between instant mgissg clients) and records of
conversations which may not necessarily be loggedigk. Both types of evidence

could be useful in furthering the investigation.

Malware in memory

It is possible for malware to reside only in themnoey of a computer system. This is
described in Burdach (2004): “sometimes the livecpdure is the only way to
acquire incident data because certain types ofcinab code such as Loadable Kernel
Module (LKM) based rootkits are loaded into memonly and don’t modify any
files or directories.” While Burdach (2004) discessmainlyLinux systems, it also
mentions that this also applies Windowsand “the Code Red Worm is a good
[Window$ example where the malicious code was not savedfile but was inserted

into and then run directly from memory.” More reteramples are provided in Vidas
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(2007), e.g. th&&QL Slammer wormiWhile memory only malware may have limited
effectiveness as it may not survive a reboot withoompromising at least one
software component that gets loaded on system(blwgflund and Butler, 2006 p.46),
the possibility does exists that malware may regsidmemory only, particularly on
systems that remain powered on for extended pedbtisie.

It is also possible for defendants to use the Khecor ‘trojan defence’
(Ghavalas and Philips, 2005, Vidas, 2007, Haagmaesh @havalas, 2005). For
example, a suspect may deliberately download soalevane “unrelated to material
they are accused of possessing” (Vidas, 2007) daidh cthat the malware was
responsible for that material. It may be possiblexamine the hard disk and identify
the nature of the malware and Kennedy (2006) dessfow this can be done using a
combination of antivirus software, MD5 hashes arsg@arch for ‘triggers’ (events that
will trigger its execution, e.g. Registry start-upcations). However, claims of

memory only malware, or malware that has deletdfiare possible.

Privacy Mode of Browsers

Also, since the release of Google’s browSkarome which offers ‘Incognito Mode’
(Google, 2008) which prevents browsing and dowrnlwgadhistories from being
logged, other browsers are also offering this fismetlity, includinginternet Explorer
8's ‘InPrivate’ mode (Zeigler, 2008) arirefox 3.1s ‘PrivateBrowsing’ (Mozilla,
2008). Forinternet Explorer 8 Zeigler (2008) describes a number of pieces td da
that are not recorded, e.g. addresses typed iatadtress bar. However, it also states
that “new temporary Internet files will be deletaiter the Private Browsing window
is closed”. However, the approach in Mozilla (20G§)ecifically describes “not
writ[ing] anything to disk” as one of the top lewaquirements, which implies that
data needed for the session will be kept in menwry. Therefore, while some
browsers are resorting to deleting data after éisgisen, others are trying to implement
a full memory only privacy mode and in these capa8ling the plug would erase the

only traces of recent browsing activity.
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Size of Memory

The ACPO (2003) guidelines state that “It is acedphat the action of switching off
the computer may mean that a small amount of eceElemay be unrecoverable if it
has not been saved to a storage medium but thgriigteof the evidence already
present will be retainedl” However, as the sizes of RAM increase, with cot@pu
systems sold to home users having capacities of &Eherlandet al, 2008), the

amount of potential evidence that is lost due #tthditional ‘pull the plug’ approach

Is significantly larger.
Encryption

Finally, another challenge facing the traditionaital investigation approach is the
use of encryption as an attempt to conceal evidémmre an investigation. This is

discussed in detail in Section 2.3.

2.2.6 Summary

This section has defined a digital investigatioraggocess that formulates and tests
hypotheses using digital evidendenis is performed by examining digital evidence,
which is a reliable digital object that supports or refutes hypothesis Digital
evidence must be shown to be reliable since iksiused to support or refute a
hypothesis and is not reliable, this could resnltan incorrect hypothesis being
supported and ultimately an incorrect conclusiomdpedrawn. This constraint of
reliability is examined in Chapter 3.

This section has also discussed the traditionaprageh to digital
investigations, where the power is removed fromsystem at the scene, preserving
the contents of the disk at the expense of volatiamory. The advantages of this
approach and how it addresses the need for digyidence reliability are discussed
later in Chapter 3. This section also presentedhiadlenges that digital investigations

currently face and specifically discussed situatihere this ‘pull the plug’ approach

8 However, this is not in ACPO (2007)
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is inadequate since the discarded evidence from anens important to the
investigation. These challenges included situatinh&re evidence is available in
memory only, e.g. instant messenger applicatiomrsnany only malware, and certain
browsers’ privacy modes. Finally, this section namd the use of encryption, which
is the specific context in which live investigatsoare considered in this research, and

is discussed in detail in the following section.

2.3ENCRYPTION ANDDIGITAL INVESTIGATIONS

2.3.1 Introduction

This section introduces encryption and describew lib causes problems for
traditional digital investigations. The sectionaldescribes existing approaches that
can be used to attempt to gain access to encrgpiddnce. The section also explains

how live investigations can help with the probleheoncrypted evidence.

2.3.2 Background

According to Schneier (1996 p.1), cryptography tise“art and science of keeping
messages secure”. However, it can be used nottomdyeserve the confidentiality of
messages, but also of stored data. Encryption pgoaess which takes data (the
plaintext) applies a mathematical function withey land produces a ciphertext. The
reverse process, decryption, takes that ciphertgpglies a mathematical function
with a key and produces the original plaintext.

Schneier (1996 p.4) describes that there are w®veml types of key based
cryptographic algorithms: symmetric and asymmedaiso known as ‘public key’). In
symmetric algorithms, the encryption key can be&wated from the decryption key
(in most cases they are the same). In asymmefaritims, it is computationally
infeasible for the decryption key to be derivedhirthe encryption key, allowing one
of the keys to be public without compromising tlleeo.

Using these principles it is possible to encrygtwork traffic, specific
communications technology such as e-mail and algwrdvent access to files stored

on a media (Denning, 1999 p.306). It is this latise with which this research is
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concerned. Cryptography has many legitimate uses,as stated in Wolfe (2003),
“no investigator should make any judgement as mm@ence or guilt merely because
the suspect has chosen to protect his or her privsiog data encryption”.

However, encryption can be used by the criminamelats of society to
conceal evidence of crimes. Therefore, if encryptesterial is encountered in the
course of a digital investigation, it is usuallys@table to gain access to the contents
since “it is likely that many encrypted files witlontain evidence as it is usually
incriminating or unlawful material that suspectgls@¢o hide in this way” (Forster,
2005). Since it is desirable to access all parth®fdisk to search for digital evidence
that supports or refutes hypotheses, the use afygian by the suspect has the
potential to impede or even stop an investigatiod aertainly “has the effect of
frustrating enquiries in the immediate period faling the arrest of suspects and the
seizure of computer equipment” (Home Office, 200B)e point is also made in
Denning and Baugh (1999) that “even when decryptederial has little or no
investigative value, considerable resources aréedas reaching that determination”.

Also, the use of encryption is increasing. A repoom the Home Office
(2006) states that in the two to three previousrsgemvestigators have begun
encountering encrypted and protected data witheasing frequency”. Several

examples are provided where encrypted data hassadyaffected investigations:

Suspect charged with possession of a collectiomafes including extreme
level 4 images (penetrative adult abuse) of badressome level 5 images
(sadism and bestiality). Encrypted files were skibat the police cannot

access, giving rise to concern they may contairse/onaterial.

Suspect charged with possession of a huge amolenedfl images (erotic
posing with no sexual activity). These images weogected insecurely and

were made intelligible. Other data remains encrgpead unintelligible.

Three individuals were convicted for possessionraa#ling of indecent

images. All were in possession of encrypted datehich they claimed to have
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forgotten their passwords. That protected data Hredimagery contained in it

remains unintelligible.

Mr A was convicted of attempting to procure a claigged 10 for sex and
sentenced to three years imprisonment. He was ssgssion of encrypted files

that remain unintelligible.

Mr B was suspected of possession of indecent imbigesas found to be in

possession of 27 encrypted disks, none of whicll d@iopened.

Two individuals possessed a set of encrypted didkly. a few of these could be
accessed. They were sentenced on the basis of Tieseest remain

unopened.

There are also a number of examples in Denning Bauggh (1999) of the use of
cryptography in cases involving criminal activitypdaterrorism. Those described
below specifically describe where investigationseheen “derailed” by the use of
encryption.

At one university, the investigation of a pssfor thought to be trafficking
in child pornography was aborted because the cagmlice could not decrypt

his files.

An employee of a company copied proprietaojtware to a floppy disk,
took the disk home, and then stored the &ite his computer encrypted
under PGP. Evidently, his intention was to usedbftware to offer competing
services, which were valued at tens of milliondaifars annually (the software
itself cost over $1 million to develop). At thedime heard about the case, the
authorities had not determined the passphrase ried@dedecrypt the files.
Information contained in logs had led them to saspkie file was the pilfered

software.

27



Chapter 2

At Senate hearings in September 1997, Jeffery Hepgcial agent with the
Florida Department of Law Enforcement, testifidtht they were unable to
access protected files within a personal finapoggram in an embezzlement
case at Florida State University. He said thkes could possibly hold

useful information concerning the location tbe embezzled funds.

[It is] also reported that they had encountered unbreakabkryption in a US
customs case involving an illegal, world-wide adwesh fee scheme. At least
300 victims were allegedly bilked out of over $60ion. Herig said they had
encountered three different encryption systemsho@tih they were able to
defeat the first two, they were unsuccessful vghtlhird. The vendor told them
that there were no back doors.

As these cases show, stored data that is encrypted not be accessible to an
investigator. The following section describes mdthahat can be used when
attempting to gain access to encrypted evidencethen course of a digital

investigation.

2.3.3 Addressing the Problem of Encrypted Evidence

This section discusses possible approaches thabeamsed by those carrying out
traditional digital investigations to attempt toimaaccess to encrypted evidence.
Countermeasures to each approach are describedder d0 demonstrate the

difficulties and limitations.
Persuade or force the suspect to hand over their ke

“The simplest and easiest method of overcomingygrion is to ask the suspect for
the password(s)” (Craigest al, 2005). As a result, any interview process should
include asking the suspect for any passwords aodygtion keys that are needed to
access their system (Wolfe, 2003) as suspects rayperate “as part of a plea
bargain” (Denning and Baugh, 1999).
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However, many suspects may decide not to reveal plasswords or could
claim to have forgotten them (Barrett, 2005) ana assult in the UK, an offence has
been created for failing to provide access to ptetelectronic informationThis is
described in Part Il of th&®egulationof Investigatory Powers Act (2000) (RIPA)
which makes it a criminal offence not to providegypted versions of encrypted files
or the key¥. Legislation such as this may have limited effemtiess since many of
the crimes that could be concealed by encryptiorydanger sentences than refusing
to disclose encryption keys: the maximum sentewcewhich in cases of national
security is five years, or two years in other cagesthermore, technical means such
as duress keys can be used whereby two keys caseokto decrypt data; one will
reveal the true content, whereas the second ‘dukegsreveals some prearranged

innocent content.
Locate unencrypted copies of the encrypted data

During the encryption process, if the original dataeleted rather than wiped it may
be possible to recover parts of the original copy ao now encrypted file
(Zimmermann, 1998 p.159). More subtly, an encrygilednay have been written to
disk during memory swapping operations, backed wmriother media or stored
temporarily on the disk in an unencrypted form whbeing processed (Casey,
2002b). This is based on the premise that dataotabe processed while it is
encrypted so must exist in a plaintext form to benipulated in any complex way
(Denning, 1999 p.309).

The success of this approach depends on the aNiglaf locations in which

unencrypted copies of data may be stored. As wilsbown in Chapter 4, different

° Barrett (2005) discusses legislation such as RPRA Il as one of a number of policy options, and
concludes that it is the best solution rather ttamrtlaw the use of strong encryption”, “[allow] gnl
those forms of encryption which are sufficientlyakeor are implemented with backdoors so as to
allow law enforcement to gain access”, “allow sgancryption but require that pass-phrases (or the
keys themselves) be lodged with some central gdusscrow agent”.

1% part 11l was originally not activated but cameoiribrce on 1 October 2007 under Regulation of
Investigatory Powers Act 2000 (Commencement N@rler 2007 and was used in a recent case R. v
S & A [2008] EWCA Crim 2177

29



Chapter 2

categories of encryption software can affect thugh some categories making the

success of this approach unlikely.
Locate copies of the key or passphrase on the diskin the surrounding area

An alternative to searching for the original datatbe system is to attempt to locate
the keys or passphrase on the disk or in the suding physical area. The success of
this relies on the suspect recording the passwongewhere to avoid forgetting it,
encryption software writing the key to RAM whichtteen written to disk (Craigeat

al., 2005) or the key being written to a temporaky iin some other way. Automated
tools such as thEorensic Toolki{FTK) from Access Data (2008a) can generate a full
list of all keywords on a suspect disk which canifgorted into thePassword
Recovery Toolki{Access Data, 2008b) which will try all the extedt keywords as
passwords for encrypted data. Using this approathh® user purposefully or
unintentionally stored their pass phrase on diskmoapplication wrote the pass phrase
to disk, it will be available in the keyword lisfCasey, 2002b). Also, users often use
the same password for several accounts (Craigak, 2005) which may increase the
chances that a residual copy could be found osykem and also “it may be useful
for an agency to attempt to (legally) break passdor other accounts to which the
suspect has access to determine if the suspecaupasssable password” (Craigr
al., 2005). Keys can also be backed up to variousianétbr exampleBitLocker
recovery keys can be displayed on screen, prisgaced to a USB drive or any other
folder (Microsoft, 2006b) and locating these wouwliow investigators access to
encrypted data since they are provided for the ggewf recovering encrypted data in
case a user loses their USB key or forgets th&lr(Plicrosoft, 2006a).

Therefore, in terms of countermeasures and prepaithat a suspect could
take, if large proportions of the disk have beeorgsied and are inaccessible, it is
less likely that copies of the passphrase or kdlybeifound on the disk. If this is the
case and keys have not been written down or bacget® insecure media then this

approach is unlikely to be successful.
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Intelligent password attacks

This approach is based on the theory that “mospleeto not construct their keys in a
way that makes them difficult to guess. Their m@incern is being able to remember
the keys themselves” (Wolfe, 2002). Users will oftase passwords that have
personal meaning since these are the easiest tenreen, e.g. birthdays,
anniversaries, names of children or pets etc. ¢€rat al, 2005). Automated tools
can be used which will try common passphrases asdwords derived from a
suspect’s personal details gathered during thestigagion. These tools can also use
standard and customised dictionaries in differanguages. Many can be downloaded
from the Internet that are specific to the usamteriests, e.g. sports teams, characters
from TV, film and literature etc. (Craiget al, 2005) These passwords can also be
tried in various combinations and permutations 6gag2002b).

Careful selection of passwords and passphrases defeat intelligent
password attacks and there is a great deal ohtiter on selecting appropriate hard to
guess passwords such as Keithal (2006) which suggests not using dictionary
words, or indeed anything that would be in any pnagiled dictionaries and to make
the password as long as possible. There are alsyption solutions that offer the
facility to avoid using passwords or to supplemehem with multi-factor
authentication. For exampl@rueCryptallows the use of ‘key files’ where one or
more files’ content is processed and combined théhuser’'s password to produce a

key.
Exhaustive key search

It is possible to use automated tools to try agiole keys in an attempt to recover
encrypted data. However, “as strong encryption beso more widely used by
criminals, it is infeasible to attack the encryptidirectly using brute force methods”
(Casey, 2002b) and other methods should be attenigeore resorting to a brute
force approach (Casey, 2004a p.270). For exampée key size of the Advanced
Encryption Standard (AES) is up to 256 bits, giving6 x 13’ possible keys. Since
no recent information could be found on time estewafor brute forcing modern
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algorithms, a simple test was conducted and a lioute tool was developed with no
optimisation and was capable of testing 267,00 kesr secortd, meaning that to
try all possible keys would take 1.38 x®i@ears. Therefore, if a suitably large key
has been used then the chance of the keys beingfie in a time that is useful is

extremely unlikely.
Vulnerabilities in an implementation

It may be possible to use vulnerabilities in a ipaftar encryption product
implementation to recover information from an emteyl file. Some products contain
‘back doors’ which allow the vendors to assist ssarrecovering data if their keys
are lost (Wolfe, 2003). In the appeal of Unitedt&tas Hersh [2002], the court heard
that F-Secure provided law enforcement with pargsalirce code allowing an
encrypted container to be partially interpretedrsd the names of the encrypted files
were visible. In this case the names were congistéh the names of known child
abuse images.

If the suspect has used Open Source Software,dwdvt is up-to-date, then
the chances of there being undiscovered, unfixeldevabilities are much lower
(Raymond, 2001 p.31). The use of Open Source Sddtvadso means that any
deliberate code introduced into a piece of softwargrovide a ‘backdoor’, would be

public and the software would either be avoidetixad.

1 The brute forcing program was developed in the ssaf this research in C and tried 28,836,257
keys in 1 minute 48 seconds on Windows XP, SPXdntal Core 2, 1.86 GHz with 2GB of RAM.
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Cryptanalysis

Cryptanalysis is described as “the science of redng the plaintext of a message
without access to the key” (Schneier, 1996 p.5hn8er (1996 p.5) describes six

general types of cryptanalysis which are summaliistolw.

Cipher text onlythe cryptanalyst has access to several ciph&s txdifferent

plaintexts that have been encrypted with the sdgaithm and key.

Known plaintext the cryptanalyst has access to the cipher textevkral

messages and also the original plaintexts.

Chosen plaintextThe cryptanalyst is able to choose the plaintaat gets

encrypted.

Adaptive chosen plaintexthe cryptanalyst is able to choose the plainteat t
gets encrypted and then submit further plainterts ehcryption based on

previous results.

Chosen cipher texfThe cryptanalystan choose different cipher texts to be

decrypted and then has access to the plaintexts.

Chosen keyThe cryptanalyst chooses a relationship between agfdieys,
but does not know the keys themselves. The san@githis encrypted with
both keys.

Most current encryption products use public along that have been, and are
subjected to extensive research and scrutiny. Risrreason, in this research, the
encryption algorithms used are considered to berreeand cryptanalysis is not
considered a viable option for data recovery.
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Surveillance

Either hardware or software surveillance techniquaes be used to monitor a system
in order to record the pass phrase that allowssactee encrypted data. This can be

used when a suspect is highly unlikely to co-oerat

Software Surveillance

Software surveillance techniques include key loggand screen scrapers
which record keyboard entry or the output of a grep card respectively.

These can be used to capture passwords or recerdatbes in drop down

menu based pass-code entry. Software based sangsll can capture

information only after they have been launchedc&imost are installed at the
operating system level they are unable to captassywords entered early on
in the boot process (Wolfe, 2002).

Hardware Surveillance

Hardware key loggers are physical devices thabetiveen the computer and
the keyboard and will capture any keyboard entrymradter what state the
system is in (Wolfe, 2002). The captured passwosadseither be stored in the
device or transmitted on a designated radio frequdMvolfe, 2002). Such

devices can be obtained easily online or even kigget shops for under £50
(Maplins, 2008).

Wolfe (2002) also points out that surveillance tale place before or after the initial
seizure. The example is given of the former is &thiStates v Scarfo [2001] where a
key logger was installed on his machine covertlipteethe seizure in order to capture
encryption passwords. In the latter, the machirgeised, imaged and then returned to
the suspect with an installed key logger. In arpensied case: “within three hours of
returning his machine, the authorities had the edekkys and were then able to

unlock the evidentiary copy of the encrypted has#’d(\Wolfe, 2002).
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In the post-seizure case, surveillance could beadefl by a suspect who is
aware not to enter their passwords after law eefaent has had unrestricted access
to their machine. In the pre-seizure case hardsareeillance could be countered by
exercising vigilance for suspicious devices attdclte the system. Software
surveillance could be detected by monitoring fapscious processes and using both
keyboard and mouse entry for pass phrase entry. U$e of multi-factor

authentication may also reduce the effectivenediseo$urveillance approach.

2.3.4 Summary

As described in previous sections, the use of gricny by a suspect could present
difficulties for those conducting digital investigans. Also the use of encryption is
believed to be increasing. As shown in the previsestion, there are a number of
approaches for attempting to gain access to erenygigital evidence, but there are
countermeasures for each of the approaches.

Another option available in some cases that wasoetred in the previously
discussed approaches is the use of ‘live investigsit Live digital investigations are

discussed in detail in the following section.

2.4LIVE DIGITAL INVESTIGATIONS

2.4.1 Introduction

This section defines live digital investigationshig is followed by examples of
situations where live investigations are currentBed and specific techniques are
discussed in detail, including live acquisition ainte analysis. In addition, when
discussing analysis techniques, the nature of i®latemory andVindowsoperating

system memory management are described.

2.4.2 Defining Live Digital Investigation

Section 2.2.3 described the traditional approach thgital investigation, where the

power is removed from a system in order to prestreecontents of the disk, but this
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is at the expense of live memory. However, as pre/sections have shown, some of
that information located in memory could be useful even essential for an
investigation.

As described in Vidas (2007), “upon arriving orerse, a responder has two
core choices, either interact with the system, wt fe plug”. A live investigation
involves interacting with the system and takes axtoount the potential usefulness of
volatile data that would be lost due to the ‘puietplug’ approach. There are a
number of definitions that highlight the differenbetween a live investigation and
the traditional pull the plug approach (sometimefenred to as a ‘dead’ investigation,
to complement a ‘live’ investigation).

According to Carrier (2005 p.5), “A dead analysiscurs when you are
running trusted applications in a trusted operasiggfem to find evidence” and a live
analysis is defined as “when you use the operaysgem or other resources of the
system being investigated to find evidence.” Howgewe some cases this second
definition conflicts with the first. In the case bbotableLinux CDs, the hardware of
the suspect system is used, i.e. the resourcéee dystem being investigated, but the
investigation is also being performed in a trustgebrating system using trusted
applications, so from these definitions it is uaclerhere bootableinux CDs would
fit.

Another definition from Mandiat al (2003 p.27) simply states that “a live
response is conducted when a computer systeniligastiered on and running.” This
would suggest that a bootallmux CD is indeed a live investigation.

Carrier (2006b) offers another explanation of teemis ‘live’ and ‘dead’
analysis. Here “live analysis techniques use safwlat existed on the system during
the time frame being investigated.” Carrier comraghat using this definition, due to
the fact that many hardware devices contain soéwhard disk firmware), even
imaging a disk on a trusted analysis machine woaltstitute a live investigation. In
this research, the software embedded in hard diskrallers is ignored and disk
imaging is not treated as a live investigation.réf@e, if the use of hardware and the

software embedded within it is not considered tald&e investigation, since these
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are the ‘other resources’ that are used by a btmtatux CD, it does not constitute a
live investigation either. As a result, a modifiddfinition of using the operating
system of the system being investigated to acqain@Jyse or present digital
evidenc will be used to describe a live investigation.

2.4.3 Current Live Investigation Techniques

This section describes current live investigatiechhiques. Considering the high
level view of the digital investigation processatissed in Section 2.2.4 (acquisition,
analysis and presentation), first, tools are disedsthat are referred to as ‘live
investigation tools’, since they perform multipleages of a digital investigation,
acquiring and analysing data on the live machira@lowing this, live acquisition
tools are discussed, which just acquire Hataive acquisition tools are discussed in
terms of live disk acquisition and live memory aisgion. Also discussed are
memory analysis tools, which are not usually rurttanlive system and are therefore
not live tools, but they are important for analgsiive acquired data from memory.
However, analysis of live acquired disk imagesas discussed as it uses the same

analysis techniques as a standard digital invesgtiga
Live Investigation Tools

There are a number of live investigation tools ttat be used to acquire and analyse
information on a live system. The methodology fomnnming such tools is best
described in Wait (2008). This involves:

1) establishing a trusted command prompt,
2) establishing a method for transmitting and spthe collected information,

3) running various tools and creating hashes obthput.

12 Note the removal of ‘or other resources’ from @arrier (2005) definition and the substitution of
‘find evidence’ with ‘acquire, analyse and presdigital evidence’. This is to reflect the high léve
process model of acquisition, analysis and pretientased to describe a digital investigation.

13 Live presentation tools are not discussed in #sgarch as it is not a common term. However, by the
definition used in this research, using VMware tmtha copy of a suspect’s machine to present as
evidence in court would constitute a live preseotat
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There are many tools that can be used in this wayather information about a live
system’s configuration and they are often groupmgkther into toolkits. They can
also be scripted and written to CD so that the s&mks are run in the same order for
each investigation, e.girstOnScene.vb@onday, 2004). Mandiat al (2003, p.97,
p.127) describes the live investigation tools fothbWindowsand Unix that should
form the basis of any incident response toolkitbl€al shows the tools that are

described as being essential faMadowsincident response toolkit.

Tool Description Source

cmd.exe A trusted copy of the command prompt. Thil§ mBuilt in

change for different versions @findows

PsLoggedOn A utility that shows all users connedtelly and| www.foundstone.com

remotely.

Rasusers A command that shows which users haveteemNT Resource Kit (NTRK)

access privileges on the target system.

Netstat A system tool that enumerates all listerpogs and| Built in

all current connections to those ports.

Fport A utility that enumerates all processes tned any www.foundstone.com
TCP/IP ports on &indows NT/2008ystem.

PsList A utility that enumerates all running proesssn the www.foundstone.com

target system.

ListDLLs A utility that lists all running processesheir | www.foundstone.com
command line arguments, and the dynamically linked

libraries (DLLs) on which each process depends.

Nbtstat A utility that lists the recent NetBIOS oections for| Built in

approximately the last 10 minutes.

Arp A system tool that shows the MAC addresseq Biiilt in
systems that the target system has Hheen

communicating with, within the last minute.

Kill A command that terminates a process. NTRK
Md5sum A utility that creates MD5 hashes for a gifite. WWw.cygwin.com
rmtshare A command that displays the shares abtessin a| NTRK

remote machine.

Table 1: Live tools necessary to investigawiadowssystem (Mandia et al. 2003, p.97)
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One of the most popular collections of incidenpresse tools is thelelix Live CD(e-
fense, 2008). This contains the tools describetieeand also specific toolkits that
package together the toolklelix 1.9a contains the following toolkitsWindows
Forensic Toolches{WFT), First Responder’s Utilities(FRU), Incident Response
Collection ReportAgile Risk Management’s Nigilant3ghich run the tools listed in

Table 2.1 and various others.
Live Acquisition: Disk

The tools described above report specific infororatabout a system, whereas disk
acquisitions are traditionally bit stream copies tbé entire drive of a system.
However, Turner (2006) discusses alternativetiliodisk acquisitionand describes
that there are multiple selective acquisition téghes: manual selective acquisition
(the investigator chooses individual files for aisgion), semi-automatic selective
imaging (investigator decides file types to acquiraytomatic selective imaging
(investigator selects only source and destinatiod avidence is automatically
acquired according to pre-configured parameteread|to the investigation). These
will be discussed further in Section 4.2.

There are a number of tools that can be used taracdata from the disk of a
live system. For example, on thelix Live CD(e-fense, 2008)Jd andFTK Imager
are supplieddd is a command line tool that can be used to acquiimgsical and
logical drives. The version ddelix is part of George Garner’s Forensic Acquisition
Utilities (FAU) (Garner, 2007)dd can be invoked using commands such as those
shown below, which acquire the entire physical erivand the C:\ partition

respectively.

dd if=\\.\PhysicalDrive0 of=E:\physical.dd
dd if=C:\ of=E:\logical.dd
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FTK Imageris a tool from Access Data (Access Data, 2007 ghavides a Graphical
User Interface for acquiring physical drives, l@idrives and the contents of folders,

as shown in Figure 1.

RIREE]

Name size | Type | Date Modified

Select Source ﬂ

Flease Select the Seurce Evidence Type
& Physical Drive
€ Logical Diive
¢ Imags Fils

" Cortents of a folder
{ogical filedevel analysis only; excludes deleted, unallocated, eic.)

Next > Cancel Help

Properties =l

For Help, press F1 NUM

Figure 1: Screenshot &TK Imager

There are also other versionsdd with purposes specifically described as forensic
acquisition, for examplecfldd (US Department of Defence Computer Forensic Lab
Version) (Harbour, 2006). However, no tool currgmthplements the Semi-automatic
or Automatic Selective imaging techniques discussedurner (2006). These tools
can also be used to image virtual file systemspnbtimounted network drives (unless
they are copied as ‘contents of a folder’ udiigk Imagej.

It is also possible to use these live disk actjaisitools to obtain decrypted
copies of data that would otherwise be encryptede Do the nature of a live
investigation (‘uses the operating system of thetesy under investigation’), if
encrypted data is available to the operating syshem it will also be available to live

investigation tools and can be copied to exterredim
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Live Acquisition: Memory

In addition to live acquisition of disks, it is alpossible to acquire the live memory of

a system. There are a number of techniques foewicly this:

\\.\PhysicalMemory (user modepBimilar to \devimemory inLinux, this object
provides access to the physical memory\dhdows XRVidstrom, 2006a). This can
be accessed and copied using user-mode programsasug modified version afd
(Carvey, 2007b). This has the advantage that navacé needs to be installed on the
system under investigation (Schuster, 2005). Howethee= main practical problem
with this approach is that it requires administrapoivileges on the live suspect
machine (Schuster, 2005). User mode access td.\RbysicalMemory object is also
not possible unavailable und&Windows Server 2003 SPdnwards, including
WindowsVista (Schuster, 2005).

\\.\PhysicalMemory (kernel modeRecently a number of options have become
available that overcome the problem of lack of useode access to the
\\.\PhysicalMemory object. These allow imaging lo¢ tmemory of aVindows Vista
machine using a kernel mode driver to access thEBhysicalMemory object
(Schuster, 2008b). There are a number of implertientaof this (Schuster, 2008b):

WinEn: This is included witlEnCaseversions 6.11 onward. It is also included
on the latest version (2.0) of thielix Live CD(e-fense, 2008).

mdd (Stotts, 2008): ThéMemory DDtool from ManTech is open source and
available on SourceForge (ManTech, 2008).

win32dd(Suiche, 2008b)This tool is also open source but uses more kernel
mode functions, including writing the output filgther thamrmdd in which
“the [kernel] driver is only used to get \DeviceyBltalMemory handle
(Suiche, 2008a).

41



Chapter 2

Firewire (IEEE 1394) Firewire devices use Direct Memory Access (DMAganing

they can access the memory of a system withoutgusia CPU (Carvey, 2007b).
Bolieau (undated) describes a way to use this ptppe obtain an image of a
machine’s physical memory. This approach allowsgimg of memory, even if a
machine is locked. However, the technique is mdfewlt to configure and use than
the \\.\PhysicalMemory tools and the target systaost have a working Firewire
port. There are also documented problems in Vidst(@006b), e.g. dumping the
Upper Memory Area (UMA) and it can cause a fatabeand blue screen if non-

existent memory addresses are accessed (Schuixi8g)2

Process Memory Acquisition ToolB1 addition to the acquisition of full memory
dumps there are also software tools that can dimaprtemory used by a specific
process. Examples of such tools inclygtedump(Vidstrom, 2002) andiserdump
(Microsoft, 2007c).

Cooling + RebootThis approach is described in Halderngdral (2008) and explains
that even though data in RAM does decay when tiveepds removed, “retention
times can be increased by cooling” (Halderreaial, 2008). By cooling RAM chips
to -50°C using an inverted can of compressed airuamg a warm or cold reboot, the
bit deterioration may be reduced sufficiently sattby rebooting the system to a
custom operating system with a minimal memory fdatp(network based or on
USB) the contents of RAM can still be imaged, allvdgth some bit errors. This has
the advantage of providing a trusted operatingesysn which to perform imaging.
At time of writing the tool from Haldermaet al (2008) (ram2usb) was not available
but an alternative that uses the same principlesvalable from McGrew (2008).
There are also additional problems to the bit erribris possible that the machine has
been configured not to boot to network or USB, preging an operating system from
being loaded that can perform the memory imagings lalso possible that the

machine may perform a destructive memory test whstarting. As a result, there are
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a number of variables that affect whether data froemory can be recovered using

this technique and at present this remains an erpetal approach.

Cooling + Physical Removal of RAM Chip$his approach is also described in
Haldermanet al (2008) and uses the same cooling approach. AYC-Sfata is

described to persist for several minutes, allowimg RAM chips to be physically
removed from the system and placed in a secondinm&chhis second system would
be booted to an operating system with a minimal orgrfootprint which may allow

previous memory contents to be acquired. This sothe problem of the suspect
machine not booting to network or USB and a systam be used that does not
perform a destructive memory test. However, it wla@quire a compatible system in

which to place the RAM chips.

Crash DumpsA system can be configured in advance throughNtirelowsRegistry
or Start-up and Recovery settings to create adfuthp of its memory to disk on a key
press (on PS\2 keyboatfJs(Microsoft, 2007e). This has the significant acheae
that the entire system is halted when the con@n&AM are being written (Carvey,
2007Db), this means that this is a true ‘image’ emry rather than a ‘smear’, since
the data is not constantly changing as it is bemgjed. However, it is necessary to
reboot the system for the Registry change to tdexte(Microsoft, 2007e) and as a
result is unlikely to be practically of use singstems are unlikely to be found in this
configuration. There is also a further limitatioesdribed in Huebneat al. (2007) that
“the key sequence used to generate the crash dsmipsécure and could be

intercepted by an application program”.

Hibernation File: When aWindowssystem is put into hibernate mode, the system’s
state is stored in hiberfil.sys file. Using tBandman Frameworthe hibernation file

can be converted to a flatld style image (Suiche and Ruff, 2008). Using the

41t can also work with USB keyboards but only onidéws Server 2003 and it is necessary to install
a hotfix for Kbdhid.sys driver
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hibernation file to obtain an image offers the figant advantage that the system is
completely stopped, so the acquired memory imagenspletely coherent and does
not suffer the same ‘smearing’ as other techniq@&sce the hibernation file is
examined offline, it is not possible for malwarehiole from an analysis. It is also
counterproductive for malware to prevent itselinfrbeing written to the hibernation
file as the malware would then not resume runnihgmthe system restarts from the
hibernation file

However, if the system’s power is disconnected tedhibernation file later
imaged, the hibernation file may be significantlyt oof date; alternatively, the
investigator intentionally putting the system teepd will overwrite data in the current
hibernation file on the disk. Ruff and Suiche (2D@Fso states that there is “no
guarantee that 100% of physical memory has beeedsailso, as will be seen in
Chapter 4, the hibernation file is not availableewhcertain types of encryption

product are in use.

Hardware DevicesCarrier and Grand (2004) describes a PCI carddda be fitted

to a PC which can dump memory to an external seodayice. Since this approach is
hardware based it does not rely on potentiallyustéd code. However, the hardware
needs to be installed before an incident occursvE&ya 2007b) and as a result this is

unlikely to be an option.
Memory Image Analysis: Introduction to Memory and Memory Structures

While live investigation tools described earliemcbe used on a live machine to

acquire, analyse and present information abousystem, more recent approaches to
live investigations separate out the acquisitiondafa from live systems and the

analysis and presentation of the information (Waltend Petroni, 2007). The state of
the art of memory analysis techniques is discusséte next section and this section
provides the necessary background. This sectiogrides the nature of Random

Access Memory (RAM) in physical terms and alsoemts of how data is organised

logically by theWindowsoperating system.

44



Chapter 2

Physical:

Random Access Memory (RAM) has two main typesjcstd dynamic. Dynamic
RAM, which is used in modern computers as the rteximporary storage consists of a
collection of ‘cells’, where each cell containsransistor and capacitor (Tanenbaum,
1999 p.152). These capacitors charge and dischagesenting the binary values of
one and zero. The capacitors will discharge ndjueadd in order to maintain a state
of one, each must be refreshed every few millisdsqitanenbaum, 1999 p.152). It is
for this reason that when the power is disconneftted a system the data in memory

is lost.

Logical Organisation:

Computers are “electronic devices capable of sjoand processing information in
accordance with a predetermined set of instructiof@xford, 2008). These
predetermined set of instructions are referredstpeograms’ and when they are run
on a computer they are organised in memory as psesg Russinovich and Solomon,
2005 p.6). Each process is a “container for a sesmurces used when executing the
instance of the program” (Russinovich and Solon&f@5 p.6) and each is assigned
memory in which to execute and store data.

Processes do not generally access addresses sicgdhynemory directly.
Instead, each process is assigned its own ‘vimehory’ space. This provides each
process with “the illusion of having its own largeivate address space” (Russinovich
and Solomon, 2005 p.14) and allows the operatirgiegy to control and protect
memory locations, ensuring that processes do netwoite the operating system or
each other's data. When accessed, these virtuakssls are converted into the
physical addresses of the computer’'s memory bysylséeem’s memory manager. The

virtual address space is divided into blocks thatraferred to as ‘pages’ (default size

!5 Processes do not actually run, since only threadsrun (Florio 2005). Processes contain one or
more threads which are scheduled and executedebgytstem. However, processes are discussed in
this section on memory structures since all threzfda process shares the process’s virtual address
space (Russinovich and Solomon, 2005 p.13).
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4k) and the references used to map virtual addse¢egghysical memory addresses are
stored in Page Tables (Russinovich and Solomorg potR5).

These virtual addresses may map not only to phlysieanory, but can also
reference data stored on disk in ‘page files’. Eh@sge files exist since “most
systems have much less physical memory than théwotual memory in use by the
running processes” (Russinovich and Solomon, 200Eb)p To overcome this
problem, pages from memory that are not currentlyse can be written to page files
stored on disk which frees up pages in memory focgsses currently executing.
Stored data in page files can be paged back intoanewhen needed.

Each process is represented in memory by an Execufirocess or
EPROCESS block (Russinovich and Solomon, 2005 p.289 EPROCESS block
contains a number of pieces of information and alsiaters to other data structures;
full details are provided in Maclean (2006) and $wsvich and Solomon (2005
p.291-293). A summary of important offsets in theREOCESS block that are

referenced in this section is shown in Figure 2.

/ EPROCESS \

0x000 Process Control Block \ KPROCESS (108 bytes)

‘ 0x018 Directory Table Base (4bytes)

0x06b

‘ 0x084 Unique Process ID (4 bytes)

Process

Previous - -
Process 4——' 0x08C Active Process List (BLINK) (4 bytes)

\ 0x11C  VAD Root (4 bytes)

‘ 0x174 Image Filename (16 bytes)

|
‘ 0x088 Active Process List (FLINK) (4 bytes) ’——p Next
|
|
|
|

‘ 0x1B0 Process Environment Block (4 bytes)

- %

Figure 2: Simplified structure of an EPROCESS bldekcribing locations of important informationWindowsxP SP2

As shown in Figure 2, the EPROCESS block contaarsous pieces of information
about the process, including the Process ID akd lio the previous and next process
(a double linked list (Florio, 2005)). The firstrpaf the EPROCESS block contains a
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sub-structure, a Kernel Process (KPROCESS) blodkrocess Control Block (PCB).
This also contains information about the procesduding a pointer to the start of the
process’s Page Directory (Russinovich and Solord0@5 p.428).

Each process has a single Page Directory, whichskeack of all Page Tables
for that process. The Page Directory contains Ragectory Entries (PDEs) which
point to the locations of Page Tables for the pged®ussinovich and Solomon, 2005
p.428). Page Tables then contain Page Table EQRTESS) which point to the correct
page in physical memory. A 32-bit virtual memorydezbs therefore has three
separate components:

1) The Page Directory Index (10 bits) which finde tPage Directory Entry that
points to the correct Page Table.

2) The Page Table Index (10 bits), which locatesdbrrect Page Table Entry which
points to the desired page in physical memory.

3) The Byte Index (12 bits), which points to thesided byte in the selected page in
physical memory.

This is shown diagrammatically in Russinovich armloBion (2005 p.427) and a

simplified version is shown in Figure 3.
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PDB
Virtual Address
e.g. FLINK

Virtual Address
0000000000 | 0000000000 | 000000000000
I

| |
F‘Jge PJge
Directory Table Byte

Index
Index Ingex de

Page Directory

B

Page Table Page of Memory

—
Desired Physical
Bytes

—
Physical Address
Space

Figure 3: The relationship between Page Directeage Tables, and Pages of physical memory.

In addition to the Page Tables that keep track pifogess’s virtual memory, there is
also another data structure that has a similartimmcThe EPROCESS block also
contains references to a set of Virtual Addressche®rs (VADS) which keep track
of “which virtual addresses have been reservechénprocess’s address space and
which have not” (Russinovich and Solomon, 2005 @)4#hese are used to improve
performance of the system by avoiding constructifege Tables for allocated
memory until the pages are accessed and a pagetaurs. Then the VADs are used

to look up the accessed address range and to er@atge Table Entry.
Memory Image Analysis: Techniques

Recent approaches to live investigations sepahseatquisition of data from live
systems from the analysis of that data (Walters Retloni, 2007). This involves a
memory acquisition of the live system, followeddy offline analysis of the memory
dump to recover information from it. This sectioasdribes some of the memory

analysis techniques that are currently available.
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String searches:

Early analyses of memory dumps consisted of siregtyacting text strings (Carvey,
2007b p.88). This is achieved using tools suclstarsgs (Russinovich, 2007)grep
(on Linux) or bintext(Foundstone, 2000) and enables searches for patsswB and
e-mail addresses and other text strings. The dlifficwvith evidence obtained in this

way is that it is difficult to attribute to a sp&ciprocess (Carvey, 2007b p.89).

Process Enumeration:

As described in the previous section, processe$irdeed to each other by a double
linked list. Therefore if one EPROCESS block carfdaend in memory, the Forward
Link (FLINK) and Backwards Link (BLINK) pointers cabe used to enumerate all
processes in the memory dump.

This approach relies on locating an EPROCESS blbbkre are a number of
methods described for achieving this. Burdach (2@plains how to find process
blocks by searching for two processes that linkdoh other. Burdach (2005) states
that two processes that link to each othersanessandcsrss®. These are found using
a simple string search, checking for one whichaask to the other. However, when
this was tested, more than 100 references to thteisgs were found making cross-
checking difficult. Maclean (2006) describes aremlative approach, where the
‘system’ process’s Page Directory Base is condistemeneverWindows boots,
pointing to 0x00039000. However, in experimentsdraited as part of this research

and as shown in Figure 4, this was not always #ise

16 smss — session manager subsystem, csrss — eieat suntime server subsystem

" The test was conducted on a Windows XP, SP2 sysging VMware. The PDB at offset 0x18
points to 0x00319000
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Off=et o1 2 32 4 5 8 7 g 9 &4 B T D E F

01BCCE30 |03 00 1B 00 00 OO0 00 0O 38 C8 9C 81 38 C8 9C 81 SEN18EN
D1BCCE40 |40 C8 9C 81 40 C3 9C 81 00 90 31 00 00 00 00 00 @Epp@Epn 1l
01BCC850 | 00 00 00 00 00 o0 00 00 00 00 00 00 00 00 00 ao

01BCC8e0 | AC 20 00 00 00 00 OO 0O 51 02 00 00 0o OO0 00 Qo - Q
D1BCCE70 |70 C8 9C 81 70 C§ 9C 81 00 00 00 OO0 00 00 OO0 00| pEpipEnl
01BCCEE0 | 68 C7 9C 81 58 EF 66 81 00 00 00 00 01 00 00 00| hoppXify
01BCCE50 | 36 00 08 06 00 OO OO 0O 0O OO0 0O OO0 O0 00 00 00| 6

01BCCBA0 | 00 00 OO0 0O OO OO0 0O 0O OO0 00 00 00 OO0 00 00 ao

01BCCBBO | 00 00 00 0O 04 OO0 00 00 28 FE 7D 81 58 92 55 &0 =22 Fami |
01BCCECO | 00 00 00 00 00 o0 00 00 00 00 00 00 00 00 00 ao

01pCCeD0O | 00 00 00 00 0O OO0 00 00 07 00 00 00 00 70 29 00 =]
01BCCBE0 | 00 50 1D 00 0O OO0 OO0 00 00 00 00 00 o0 00 00 ao| P

01BCCBFO | 00 00 00 00 CO OC 00 E1  ED 17 00 E1 01 00 00 Qo 4 &1 A&

01BCC900 |54 Be DF F9 00 00 00 00 01 00 04 00 00 00 00 OO0 | THRE0
01BCCI10 |10 €9 92 81 10 C9 9C 81 00 00 00 00 00 00 00 00| Enp Enn

01BCCS20 |01 00 00 00 58 Be DF F9 00 00 00O 0O 01 0O 04 Qo0 Hena
01BCC930 | 00 00 00 00 34 C9 9C 81 34 C9 9C 81 00 00 00 Qo 4EI14E1
01BCcs40 | 00 00 00 00 0O o0 00 00 00 00 00 00 Co C2 9C &1 Adn

01BCC950 | CO C2 9C 81 00 00 00 00 03 00 00 00 00 00 00 00 | A&n
01BCC9e0 | 00 00 00 00 00 o0 00 00 00 00 00 00 00 00 00 ao
01BCCS70 | 00 93 55 80 00 OO0 OO 0O OO0 00 OO0 0O OO0 00 00 ao 1171

01BCCSB80 | 00 00 00 00 0O o0 00 00 00 00 00 00 &% 10 00 E1 Toa
D1BCCY990 |90 C9 9C 81 90 €9 9C 81 00 00 00 OO0 00 00 OO 00| RERNIENLR
01BCC9A0 | 00 00 00 00 53 79 ¥3 74 65 &D 00 00 00 0O 00 Qo0 Sy=sten

01BCCSBO | 00 00 00 0O 0O o0 00 00 00 00 00 00 00 00 00 ao

Figure 4: PDB at offset 0x18 of the system prockzess not point to 0x00039000 but to 00319000

An alternative approach exploits that gystenprocess usually has a Process ID of 4
(at offset 0x84 of the EPROCESS block). Using apsrRerl script a memory dump
can be scanned for this pattern and the ‘SysteR@&PESS block located, as shown

in Figure 5.

o C\WINDOWS\system32\cmd.exe

I think the ’'System’ EPROCESS is at offset 29149648 (Bxlbhcc?c8>, PDB: 88274008

"My Documents™DevelopmentsMemory Find System Process?perl FindSystemProcess.pl “example 1\memory.di
"

%My Documents™Development*Memory Find System Processr_

AX04[\x00-\xFF]f\x53\x79\x73\x74\x65\x6d\x00\x00/ gsm

Figure 5: Regular expression usedPirl script to locate ‘System’ process with commane lutput showing found system

process.

Once a process is identified, all others can bememated from the EPROCESS
FLINKs and BLINKs. However, these are virtual adsdes, and as described in the
previous section, need to be translated to theplegdical addresses. There are also
further complications in that data may have beeyegdaout to disk. In this case the
virtual memory address will point to an addressomme of the pagefiles. This is
described in detail in Kornblum (2007).
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However, there are limitations to this enumeratmproach. Processes that
have ended will be unlinked from the list and whiléormation in the EPROCESS
blocks may still be available in memory, it willtlwe recoverable using this approach
(Schuster, 2006). Also, processes could be detdlgranlinked from this list and
would not appear in a list of enumerated proceféiems, 2007). This is an approach
known as Direct Kernel Object Manipulation (DKOMjat can be used for hiding

malware.

Process Carving:

Schuster (2006) provides an alternative to the gg®@Enumeration approach that is
similar to file carving in disk images. This appchascans through a memory image
testing for valid process and thread structuresiqus 20 rule criteria. This is
implemented irPTFinder.pl There is also another implementation of this apph in
Carvey (2007b p.104)sproc.pl which is limited to identifying processes rattiean

threads.

VAD Tree Based Process Recovery:

Another useful memory analysis technique is thevery of memory that belongs to
a specific process. As discussed earlier, the VAd® rovides access to areas of
memory assigned to a process. The root of the VB ts stored in the process’s
EPROCESS block at offset 0x11C. From this poirfter YAD tree can be traversed
and the areas of memory assigned to the procesbeaxtracted (Dolan-Gauvitt,
2007).

Like the process enumeration approach describelikrea? AD nodes can be
unlinked from the tree, since “memory reads appeause the page directory to
access memory first, and the VAD is only consulfeal page fault occurs” (Dolan-
Gavitt, 2007), which will hide the nodes from arabmsis such as this. The VAD tree
is also only available in processes that are stiihing and the pointers to the VAD
root are zeroed when the process exits (Dolan-Ga&WM07). Also, the VAD root
offset has changed Windows Server 2008hdWindows VistdSchuster, 2007).
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Memory Image Analysis: Toolkits

Offline memory analysis is an extremely fast moviiedd and there are additional
techniques that are available that have not besmussed in previous sections. These
include identifying open ports, open files, recangrparts of an executable that has
been run etc. These memory analysis techniques fmmea variety of authors but
are being combined into toolkits, meaning thatrexestigator does not need to rely on
a collection of different tools in order to analysemory dumps.

Respondeiis a commercial product that is “the industryistfiive memory
and runtime analysis platform févindowsoperating systems”, (HBGary, 2008b) and
allows an investigator to view the physical anduat memory structures in a memory
dump in a graphical environment.

The leading open source toolkit for memory analys@ the Volatility
Frameworkwhich is “a completely open collection of toolsyglemented irPython
under the GNU General Public License, for the etiwa of digital artefacts from
volatile memory (RAM) samples” (Volatile SystemsQ08). Volatility allows a
number of different analyses to be performed oreanory image fronWindows XP
SP2 and SP3 systems. These different analysefi@angnsn Table 2 (fronVolatility
1.3 Beta help file).

Volatility command Information Obtained

connections Print list of open connections.
connscan Scan for connection objects.

datetime Get date/time information for gea

dlllist Print list of loaded DLLs for ea@hnocess.
dmp2raw Convert a crash dump to a rawmum
dmpchk Dump crash dump information.

files Print list of open files for eaptocess.
hibinfo Convert hibernation file to limeaw image.
ident Identify image properties.

memdmp Dump the addressable memory fwocess.
memmap Print the memory map.
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modscan Scan for modules.

modules Print list of loaded modules.

procdump Dump a process to an executainhpke.
pslist Print list of running processes.

psscan Scan for EPROCESS objects.
raw2dmp Convert a raw dump to a crashmgum
regobjkeys Print list of open Registry kéyseach process.
sockets Print list of open sockets.

sockscan Scan for socket objects.

strings Match physical offsets to virtaddresses.
thrdscan Scan for ETHREAD objects.

vaddump Dump the VAD sections to files.
vadinfo Dump the VAD info.

vadwalk Walk the VAD tree.

Table 2: Analysis techniques that can be perforosdg theVolatility framework .

As can be seen in Table 2, tWelatility Frameworkallows much of the information
obtained using live investigation tools suchpa#istto be obtained from an acquired
memory image. Separating acquisition from analysis this way simplifies
overcoming some of the challenges to live invesitiga described in the next section

and in detail in Chapter 3.

2.4.4 Challenges to Live Digital Investigations

As previous sections have shown, there are liroitatito the traditional approach to
digital investigations. It has also been discussed live investigations tools can
preserve digital evidence that would otherwisedse. IHowever there are a number of

challenges to using live digital investigations @fhare discussed in this section.
Trusting Results

One of the biggest difficulties in performing liwevestigations is the ability to trust
results. Mohayet al (2003) states that “any system being examinegl divould be

considered to be hostile until proven otherwiserifastunately some part of the

53



Chapter 2

system will need to be trusted; at the very leth&t,software used to mount a CD of
trusted binaries (Burdach 2004). Carrier (2006)sgag far as saying that “the only
difference between live and dead analysis is thahibty of results.” While this is
not the case based on the definition of live anslysed in this research, it certainly is
one of the most difficult issues to address, paldity in Windowsenvironments
where such extensive use is mad®wphamic Link LibrariegCarvey 2004).

There are two main concerns regarding trust. Tist & that the operating
system could be modified in some way to providedahformation (Kenneally and
Brown 2005, Carrier 2006). This presents two polss#is: 1) a malicious root kit
could be responsible for the creation of incrimimatevidence and hide all traces of
itself, thus implicating an innocent user. 2) atrkib could be installed intentionally
with the purpose of hiding parts of the disk from iavestigator performing a live
analysis. The second concern is that logic bomsoly traps” (Mohayet al. 2003,
p.135) or “electronic mines” (Farmer and Venema4£Qf5) could be placed on a

system and used to destroy or corrupt evidenceddred.
Intrusiveness of Techniques

A common concern with live investigations is thaimpared to a traditional
investigation they are highly intrusive. Due to thwherent volatility of digital
evidence it is very easy for it to become contameidgdAdelstein 2006) and the write
blocking approach used in traditional forensics riet possible during live
investigations (Nikkel 2005). As a result termstsas “modifying as little as possible
on the system” (Carvey 2004) and “minimally invasiyHargreave®t al 2006) are
used when discussing live investigations.

Ultimately there is “no way to avoid making chasgeince in order to
conduct a live examination it is necessary to depbols on the live system to capture
data, and such tools will make changes to the ngnsiystem” (Sutherlandt al,
2008). The amount of change caused will vary, depgnon hardware and software
configurations (Vidas, 2007), but even when attemgpbne of the simplest of live
responses, capturing a memory image, “no softwawki$ capable of capturing the
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image of memory without, by the very act of its oecution, changing the content

of memory” (Huebneet al, 2007).
Verification of results

One of the fundamental principles of digital inwgation described by Pollitt (1995)
is that examination results should be verifiabld egpeatable. Compared to the ease
at which results can be verified in traditional éosics by repeating the same
procedure on a duplicate image of the original ena, verifying certain results from
a live investigation is difficult.

As mentioned in earlier sections, recent approacheslive digital
investigations separate acquisition from analy®sce evidence has been acquired
from a live system, the extracted data has the gameerties as evidence obtained
from a traditional investigation and can be exactipied and any analysis techniques
used can be repeated on duplicate copies by indepem®xaminers. Therefore, the
problem lies in the repeatability and verifiabiliof the acquisition stage of a live
investigation since “the evidence gathered reptesgisnapshot of a dynamic system
that cannot be reproduced at a later date” (Adel2806). As a result the acquired
image can be verified only against itself ratheantlihe original media (Casey and
Stanley 2004) which prevents the correctness @t ftatn the acquisition stage being
easily demonstrated. This could result in the eimglés to the integrity of the acquired
evidence, potentially affecting its weight in coort even preventing it from being
admissible (Kenneally and Brown 2005).

Ensuring a Complete Set of Evidence

Another concern with live investigations is that#@n involve selective file copying
rather than creating a full image (Kenneally andvidar 2005). This could result in
challenges claiming that a piece of digital evidenicat proved innocence was not
captured. Certainly putting first responders inogifion where they need to identify
relevant digital evidence is significantly diffetdrom their current role of identifying

and preserving physical evidence upon which digit@dlence may reside.
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2.4.5 Summary

This section has defined a live digital investigatiasa digital investigation which
uses the operating system of the system beingtigetesi to acquire, analyse or
present digital evidencdt has reviewed a number of live investigatiooht@ques,
including the live acquisition of disks and memad®pecifically, it has discussed that
if a system is encountered that contains encrygpétd, then it is possible to use live
acquisition techniques to acquire that data in@essible form prior to the machine
being powered down. In addition to disk acquisitiechniques it has been shown that
memory analysis techniques can be used in an effiifdead’ environment to obtain
information from memory images acquired from liystems. This means that it is
possible to separate out the acquisition and aisabtages of a live investigation,
where previously ‘incident response’ tools had ¢oused to perform both acquisition
and analysis using the operating system of theesystinder investigation. The
importance of this will be discussed later in Cleaf. Finally, the challenges to live
investigations were described which show that wiieacquisition of encrypted data
seems a simple solution there are a number of @mabhwith results obtained using
live techniques: the difficulty in trusting the wis, its inherent intrusiveness, the

difficulty in verifying results and ensuring thad evidence is missed.

2.5CHAPTER SUMMARY

In summary, this chapter has covered a broad rarig®pics. The first section
discussed how digital investigations are differieain forensic digital investigations,
which is an important distinction due to the adudtigl requirements imposed by the
latter, i.e. that evidence must be admissible dowat of law, which will be subject to
localisation.

It has also been discussed that both digital thy&sons and their forensic
counterpart are centred on the recovery of dig@dlence which has been defined as
a set of reliable digital objects that support cefute a hypothesisThe specific

constraint of ‘reliable’ has been shown to be intgatr since if digital data is used to
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support or refute a hypothesis and is not reliahlen this could result in an incorrect
hypothesis being supported and ultimately, an e@brconclusion being drawn.

The traditional ‘pull the plug’ approach to diditavestigations has also been
discussed. This involves the power being removexh frunning systems at the scene,
which preserves the contents of the disk, but @tetipense of volatile memory. This
section has also presented the challenges thaaldigvestigations currently face and
specifically discussed situations where the ‘pudl plug’ approach is inadequate. One
situation in particular, the use of encryption, bagn discussed in detail. It has been
shown that the use of encryption is increasing ade there are a number of
approaches for attempting to gain access to eremtygigital evidence, there are
countermeasures for each of the approaches.

Live digital investigations were introduced as aternative approach and
were discussed in detail, including being definedaadigital investigation which uses
the operating system of the system in questionctpuiee, analyse or present digital
evidence’. While discussing a number of live inigaion techniques, including the
live acquisition of disks and memory, it was shothat if a system is encountered
that contains encrypted data then it is possiblerbéhe machine is powered down to
use live investigation techniques to acquire data form that can later be analysed.
Live investigation tools were also discussed an@vas shown that much of this
functionality can now be achieved using an offlaralysis of live acquired memory
images, meaning that the acquisition and analyages of a live investigation can be
separated.

Finally in this chapter, while it has been desedithow acquiring encrypted
data from live systems seems a simple solutidmstalso been shown that there are a
number of problems with results obtained using teehniques: the difficulty trusting
results, their inherent intrusiveness, the diffiguh verifying results and ensuring that
no evidence is missed. The significance of thesdlariges will be discussed in the

next chapter where the reliability of digital ewe is considered.
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CHAPTER 3: ASSESSING THERELIABILITY OF

DIGITAL EVIDENCE

3.1INTRODUCTION

The previous chapter proposed definitions for diginvestigations, live digital
investigations and digital evidence. A digital istigation was defined as process
that formulates and tests hypotheses using digialence It is also possible that a
digital forensicinvestigation may be performed where there is tileadditional need
for the results to be admissible in court.

Both digital investigations and more specific faiendigital investigations are
performed by examining digital evidence, which &ided asa set of reliable digital
objects that support or refute a hypothedike limitation of this definition of digital
evidence was explained in Chapter 2 to be thaabiilly is not defined. Due to the
difficulty in defining and therefore assessing abllity of digital evidence directly,
this chapter describes how reliability can be asstbsising a set of proposed general
requirements. These proposed requirements areatedicdoy showing how they are
either compatible with existing requirements ott #émdsting requirements are specific
means of satisfying those proposed.

The chapter is structured as follows: Section é@lains why requirements
are necessary in order to assess the reliabilitdigital evidence and Section 3.3
proposes general requirements that can be usedswssa this reliability. These
proposed requirements are then validated in Se@idnby comparing them to
existing requirements. It is shown that while thélsaet already exist are valid in a
particular context, they cannot be considered tgdreeral requirements, but they are
specific ways of satisfying the proposed generglirements. Section 3.5 explains
the proposed requirements further and discusses thew are satisfied by the

technical and procedural measures used in traditidigital investigations. It also
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revisits the challenges that live digital investigas face (described in the previous

chapter) and determines how these relate to tmdifigel requirements.

3.2ASSESSING THERELIABILITY OF DIGITAL EVIDENCE

Digital evidence was defined in Chapter 2aaset of reliable digital objects that
support or refute a hypothesi§herefore, digital objects should only be used as
evidence if they are reliable. Defining reliability extremely difficult as dictionary
definitions describe ‘rely’ as being “depend onhwfll trust”, where ‘trust’ is a “firm
belief in someone or something” (Oxford, 2008).c@ibelief is subjective, this makes
independent, objective judgements of trust ancefoee reliability difficult.

In other literature, Casey (2002a) describes theliability refers to the
consistency of a measuring or recording procespedectly reliable process will
record the same value when repeated measuremetite sbime entity are taken.”
This definition of reliability makes no reference the process producing correct
results, only that they are consistent. If a digitaject is used to support or refute a
hypothesis, more is needed than consistency. $nrésiearch reliability is not used as
a measure of consistency, but as a measure ofyquali

Rather than attempting to explicitly define religp in the context of digital
investigations, an alternative approach can bentakehere reliability cannot be
assessed directly, there must be some indirectafiassessing reliability” (Miller,
1992). An approach to achieve this is describeddhitt (1995) which describes the
purpose of developing standards for forensic comgus being “to ensure quality”,
to “describe that which is the minimum acceptaldeel of performance” and to
“serve as a guarantee to those not involved, oébig results”. Therefore, it is
assumed that the reliability of digital evidence t& assessed indirectly, by meeting
certain standards or requirements, and is effdgtigdefined in terms of those

requirements.
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3.3PROPOSEDREQUIREMENTS FORDIGITAL EVIDENCE

3.3.1 Introduction

The previous section showed that the reliabilitydafital evidence can be assessed
indirectly by assessing it against certain starslawd requirements. There are a
number of existing standards and requirements fgitatl evidence and they are
discussed in Section 3.4. However, as will be shiater, none are suitable as general
requirements for digital evidence. However, theunsgments found in Miller (1992)
for assessing the reliability of machine generatedlence e.g. a breathalyser or
speedometer, are considered to have the potem@gily to digital evidence, and it is
hypothesised that these principles can be adaptedyeneral requirements to assess

the reliability of digital evidence.

3.3.2 Requirements in Miller (1992)

Miller (1992) states that in cases where reliabibf evidence cannot be assessed
directly, the reliability of the source of the imfoation is assessed instead. It also
states that “in assessing the reliability of therse of information, several factors
apply”, which are: “the source must be authentied dit must be possible to assess:
a) the accuracy with which the source has recotbdednformation, b) whether the
source accurately reproduces the information, gnldows complete the information
iIs” (Miller, 1992). These are summarised below aghenticity, accuracy and

completeness.

Authenticity: Miller (1992) does not define authenticity; howevtre assessment of
authenticity is divided into a number of questiomnkjch are:

1. “How is it possible to verify the authenticity afgut to a machine”?
2. “How is it possible to verify the authenticity dfe output of a machine”?
3. “How can the question of deliberate tampering witformation stored in a

system be dealt with™?
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According to Miller (1992), the authenticity of t@tput of a machine can be verified
if a human being is “able to confirm that the outjgufrom the machine in question”
and “that the output is the result of one particydeocess if several processes are
performed by the system”, i.e. it needs to be shtvah the output was produced by
running a particular process. Verifying the autietyt of the input to a machine is
described as being more complex since informati@y fme provided from other
machines, large volumes of data may be involvedthadsources may be human or
machine. Miller (1992) gives the example of an actimg system which generates an
auditing trail that records transactions carriedauthe system. It is designed so that
it is possible for a human to verify the authemyiaf the information recorded by the
system. However, there is no example that can laereto digital investigations.
Also, tampering with evidence is not discussed etad, only that “deliberate
tampering with information stored in a system oe ttieliberate entry of false

information into a system” needs to be considered.

Accuracy:Miller (1992) also divides this into two parts:

1. It must be possible to assess the accuracy ofnfleemation supplied to the
machine
2. It must be possible to assess the accuracy oihfbemation produced by the

machine

In Miller (1992) ‘accuracy’ is not defined, but i$ described that in accounting
systems, manual procedures can be used to verdyatturacy of information
supplied to a machine. However, the difficulty assvhen more complicated systems

are considered where the input to one machine redlidoutput from another.

CompletenessMiller (1992) states that “if a decision is to beashe on the basis of
incomplete information, the decision may prove ¢oiticorrect. The completeness of

the information depends, in part, upon what denis®oto be made”, e.g. in some
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cases a bank statement showing current balanceffisient, but for accounting
purposes more details may be needed. One difficdétgcribed is that machine
generated evidence “may be unfamiliar in formatpoesentation [so] it may be
difficult for a non-expert to form an opinion abaubether it is complete information

for the purposes of adjudicating a dispute.”

3.3.3 Application of the Requirements to Digitalidence

One difficulty in applying the requirements in Mitl (1992) directly to digital
evidence is that it is unclear what would congtitat ‘machine’. In Miller (1992)
‘machines’ are not explicitly defined, but they aescribed as being used to “process
data” and “are not limited to computers or caldagtequipment” and when
describing the requirements of accuracy and autignof information, machines are
described in terms of their input and output. ltalso stated that they can obtain
information from various sources, including infotina supplied by a human being;
and information supplied by or obtained from anotdevice. Examples include
automatic video cameras and digital watches. Dnetip definitions of ‘machine’ also
do not help in explaining what they may be, e.qq &pparatus using mechanical
power and having several parts for performing dq@adar task” (Oxford, 2008), since
this excludes non-mechanical devices, i.e. digitalices. It is therefore necessary to
consider how the machines in Miller (1992) relateligital investigations.

As described in Chapter 2, a digital investigai®a process that formulates
and tests hypotheses using digital evideritean also be considered as a series of
smaller processes, for example, the acquisitioalyais and presentation of digital
evidence. In this research, the machines in Mi(E992) are considered to be
equivalent to the processes that make up a digiaktigation, since the machines in
Miller (1992) process data and have inputs anduisi@ms do the processes that make
up a digital investigation. The remainder of thisectton discusses how the

requirements in Miller (1992) can be applied tatdigevidence.
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Authenticity

The dictionary definition of ‘authentic’ means “afndisputed origin; genuine”
(Oxford, 2008) and therefore this requirement iscewned with being able to prove
where a particular piece of digital evidence camenf Authenticity in Miller (1992)
is broken into three parts and is first concernétl Whe authenticity, or origin, of the
input to a process. The input to the first staga digital investigation (acquisition) is
digital data which, as described in Chapter 2 nimbstraction of something physical
e.g. data from a hard disk is actually an integireh of changes in magnetisation on
its surface (Sammes and Jenkinson, 2000 p.93-A82).result, the ultimate origin of
a piece of digital evidence is something physical therefore digital evidence should
be traceable back to an original physical piecevidence.

The second part of the authenticity requirememdlilter (1992) is that it must
also be possible to assess the authenticity ofthput from a process. Since the
origin of the output of a process is the processlfit this means that it should be
possible to demonstrate that the output data wasetbult of performing a particular
process, i.e. to demonstrate what process wastagawduce a specific output. This
IS equivalent to the example given in Miller (199#)a person being able to verify
that the output is from the machine (process) istjan.

Miller (1992) also states that “there is also alsvélye question of how to deal
with deliberate tampering with information storeda system or the deliberate entry
of false information into a system”. Therefore, asations of tampering, i.e.
“interfering without authority” (Oxford, 2008) with piece of digital evidence should
be refutable.

In this research the requirement of authenticitydigital evidence is therefore
a combination of the three aspects of authenticityMiller (1992) and can be
summarised ast should be possible to demonstrate the origirdigital evidence,
both in terms of coming from a particular piecepbiysical evidence and also being
produced by running particular processes. In adudiiti accusations of tampering

should be easily refutable.
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Accuracy

‘Accurate’ means “correct in all details” (Oxfor2Q08), where ‘correct’ is defined as
“free from error; true; right” (Oxford, 2008). Thigquirement has two parts in Miller
(1992), where both the accuracy of the input antputuof a process should be
assessed. The requirement in Miller (1992) is hat the information supplied to or
produced by a process needs to be accurate,ae ofrerror, but that the accuracy
must be capable of being assessed. This is impgogigan that proving absolute
correctness is not possible since “all digital evice has some degree of uncertainty”
Casey (2002a), which is also supported in Palm@dZRwhich describes that “there
is error in every analytical method” and that “errates in analysis are a fact. They
should not be feared, but they must be measured”.

Given that digital evidence is an abstractionarhe physical evidence that is
translated through a number of layers of abstractnd that error can be introduced
at each abstraction layer (Carrier, 2003), it ipontant that at each abstraction layer
the possible error is measured and understoodiditian, since this is a requirement
that will be used to determine if digital evidenc@n be considered to be reliable,
assessment on its own is insufficient; there misst lbe a measure of error that can be
used to decide if a piece of digital evidence carcdnsidered accurate, and therefore
reliable. However, due to the different uses oftdigevidence, the measure of error
that is acceptable will depend on the context inctviit is used and the decision to be
made. Therefore, it is not possible to fix a measaf error that is acceptable.
Therefore the requirement must be that the errastrbe acceptably small for the
current investigation. Error in digital investigats is discussed in more detail in
Chapter 6. In this research the requirement of racgumeans thatit should be
possible to assess the amount of error associatddal techniques used to obtain
and process digital evidence, and that amount adreshould be acceptable in the

context of the current investigation.
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Completeness

Rynearson (1989) cited in Carrier (2006a) pointstbat “everything is evidence of
some event. The key is to identify and then captwidence related to the incident in
question”. A consequence of this is that due todilerse range of investigations and
types of digital evidence, the person performing tfivestigation is best placed to
decide what to include to ensure that evidenceamplete’ and only they can justify
this decision. This means that the ‘completenegzrederved evidence’ is ultimately
subjective. However, using their previous expemeaad knowledge of the current
case, the investigator should be well positioneddétermine and to justify what
evidence needed to be preserved for this particcdéee. Once the evidence is
presented, it is then up to those making a decelibmut the evidence to determine if it
is sufficient. Therefore, similarly to accuracygeticompleteness requirement is:

should be possible to assess which digital evidenpesserved and which is lost, and
the maximum amount of digital evidence relevanth® investigation should be

preserved.

3.3.4. Summary

This section has proposed general requirementdifyital evidence. These were
based on those described in Miller (1992) for ‘maelgenerated evidence’ but have
been adapted by considering the processes thaadref a digital investigation to be
equivalent to machines in Miller (1992). The threquirements in Miller (1992) have
been discussed and it was explained how they agpljigital investigations. The

proposed requirements are:

Authenticity: it should be possible to demonstréte origin of digital evidence, both
in terms of coming from a particular piece of plogsi evidence and also being
produced by running particular processes. In adiufiti accusations of tampering
should be easily refutable,
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Accuracy:it should be possible to assess the amount of eassociated with all
techniques used to obtain and process digital exigeand that amount of error

should be acceptable in the context of the cunrergstigation.

Completenesst should be possible to assess which digital ewidas preserved and
which is lost, and the maximum amount of digitaidence relevant to the

investigation should be preserved.

3.4EXISTING REQUIREMENTS FORDIGITAL EVIDENCE

3.4.1 Introduction

This section examines current requirements thato#ien used for digital evidence

and digital investigations. It first shows that iheare existing requirements that
specifically agree with those proposed; howeveg, ékplanations of the principles
differ. It also shows how some other existing regents cannot be satisfied for live
investigations, but that this is due to them assgnthe use of traditional digital

investigation approaches. It also shows that mdnyese current requirements are
actually specific means of satisfying the genemduirements proposed in the
previous section. In order to show this, a numbiesets of existing requirements are
discussed. Subsection 3.4.2 discusses a set ofesunts that specifically agree with
those proposed. The remaining subsections themstisa number of other sets of
requirements, but since many present similar requeénts they are divided here into
the following subsections: evidence should not lbered, results should be accurate,
processes should be repeatable, records of precesiseuld be maintained,

information should be authentic, and only whatugharised should be seized.

3.4.2 Requirements that Agree with those Proposed

One set of requirements that need to be mentiaméididually are those in Sommer
(1998) since they are also adapted and developed Ntiller (1992). Sommer (1998)

describes three general principles for evaluatimglesce that state that evidence
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should be authentic, accurate and complete. Thiamaions of these principles are

as follows:

Authentic: It should be possible to show that emnmieis “specifically linked to the
circumstances and persons alleged — and producesbimgone who can answer

questions about such links.”

Accurate:It should be possible to show that evidence ise'fi@m any reasonable
doubt about the quality of procedures used to cbtlee material, analyse the material
if that is appropriate and necessary and finallyirttvoduce it into court — and

produced by someone who can explain what has ba®n’d

Complete: It should be possible to show that ewdetells within its own terms a

complete story of particular set of circumstancesvents.”

These are significantly different to the explanasioproposed for using these as
general requirements for digital evidence; howetre,sentiments in each are similar.
Linking evidence to the alleged persons is achidwedonnecting digital evidence to
some physical evidence, which is then connecteal person. Also, in the proposed
requirements it is explicitly stated that accusaiof tampering should be refutable,
which is necessary since without it, it would b#iclilt to link digital evidence to the
persons alleged. Sommer (1998) states that theemsedshould be free from any
reasonable doubt about the quality of procedure=d u® collect, analyse and
introduce the material to court. This expressioithef requirement demonstrates that
these were written for forensic digital investigats, since ‘introduce it into court’ is
used rather than ‘present’. Also, the measure cotptable error used in Sommer
(1998) is ‘free from any reasonable doubt’. Foruisgments to be truly general they
must take into account the variety of uses of digavidence, and as a result
specifying that the ‘amount of error should be atakle in the context of the current
investigation’ is considered more appropriate. Tdmmpleteness requirement in
Sommer (1998) specifies that evidence should hhelldomplete story of a particular
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set of circumstances or events. The proposed egeint states that it should be
possible to assess what has been preserved ana/tash allows an assessment to be
made about whether the evidence does tell a coenglety.

Therefore, despite the different explanations efgame three requirements of
authentic, accurate and complete, those proposezk ag principle with those in
Sommer (1998). However, for the purposes of assgssliability of digital evidence
from live investigations, the proposed requirememtsvide more explicit criteria
describing what is necessary for digital evidemcbd considered reliable. In addition
to this set of requirements, there are also otbguirements that are found in various

pieces of literature.

3.4.2 Evidence should not be altered

This requirement is found in various forms in Rb(1995), ACPO (2007) and Mocas
(2004). This is a relatively simple requirement gatisfy for systems that are
encountered in an offline state, since the hardedof the machine to be examined
can be connected to the imaging/analysis machireudih a physical write blocker
which allows access to the contents of the drivélempreventing any writes being
made to the disk (Lyle, 2006). However, for machirieat are encountered in a
running state, it is possible to satisfy this reeuoient if only the hard drive of the
machine is considered to be capable of containghgvant digital evidence. If the
memory of the system is considered to be a potesdiarce of digital evidence then
this requirement is impossible to satisfy for alimachine regardless of whether a
live investigation is performed since ‘pulling thkig’ on a live machine will change
and in most cases rapidly clear the contents of R¥Mas, 2007, Haldermagt al,
2008).

Chapter 2 discussed the necessity of live invesbige and showed that in
some cases digital evidence in memory can formsaargial part of the investigation.
As stated in Walters and Petroni (2007), “volatiiemory is a critical component of
the digital crime scene and as such, should alsatbgrated into every phase of the

digital investigation process used to analyze tnahe scene”. Once we accept that
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the RAM of a machine is part of the digital crimrese and can contain potentially
relevant digital evidence, performing any sort @fel investigation makes it
impossible to satisfy this requirement. This is caese “there is no way to avoid
making changes, since in order to conduct a lihareration it is necessary to deploy
tools on the live system to capture data, and gaols will make changes to the
running system” (Sutherlaret al, 2008). The requirement to ‘change nothing’ soal
heavily criticised in Casey (2007), which stateat thconforming to such a standard
may be impossible in some circumstances and, trergbostulating this standard as
the ‘best practice’ only opens digital evidencectibicisms that have no bearing on
the issues under investigation”. Casey (2007) disovs comparisons with physical
world forensics, citing an example of destructivdAMdtesting that is still considered
to be forensically sound, and therefore the requer of “change nothing is ...
inconsistent with other forensic disciplines”. Hoxee, it does go on to accept that
“the acquisition process should change the origavadence as little as possible and
any changes should be documented and assesserldarttext of the final analytical
results”.

The difficulty in satisfying this requirement igkaowledged in both ACPO
(2007) Principle 2 (“where a person finds it neeeg$o access original data held on a
computer or on storage media, that person musbbpetent to do so and be able to
give evidence explaining the relevance and theigapbns of their actions”) and in
Mocas (2004) which states “changing some data ef tHrget machine may be
unavoidable”. Mocas (2004) goes on to describesygfeinterference with evidence
as ‘non-interference’ and ‘identifiable interferehovhere the former does not change
the original data set and in the latter, the oaguata set is changed but the changes
are identifiable.

Not altering evidence therefore should not be use@ general requirement
for all digital investigations. However, by reviai the requirements proposed in the
previous section, the requirement to not alter @vag can be considered to be a
specific means of satisfying two of the proposedegal requirements. First, by not

changing any evidence and being able to demondtnegeit is simple to show the
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authenticity of the digital evidence since it candmmpared to the data on the original
physical device and shown to be the same, thus nlgmading the origin of the digital

evidence. Also, if evidence is not changed anddhis be shown to be the case, then
it is simple to make arguments about the complstemé the preserved evidence,
since if nothing has been changed or overwritten the evidence is as it was when it
was first encountered and the maximum amount afexge possible was preserved.
Not altering any evidence is therefore consideredaaspecific mechanism to

demonstrate authenticity and completeness.

3.4.3 Results should be accurate

Pollitt (1995) states that “examination results tddobe accurate”, but does not
expand on this requirement. This could be integatets meaning that results need to
be completely free from error. This is discussedCasey (2002a) where accuracy
relates to how closely data represents actual svamd concludes that “all digital
evidence has some degree of uncertainty and anrtespeuld be capable of
describing and estimating the level of certain@gtttan be placed in a given piece of
evidence.” Accuracy is therefore accepted as bamignportant requirement, but only
as described in the proposed requirements, whereadhuracy must be capable of
being assessed, thus allowing a human judgemedrd tnade on whether the error is
acceptably low, depending on the context in whioh digital evidence is used. In
Pollitt (1995) or any other requirements where dnumdred percent accuracy is
implied, it is a specific instance of an accuraeguirement, that is likely to be

unachievable.

3.4.4 Processes should be repeatable

This requirement is described in various forms oilif? (1995), Sommer (1999),
Mocas (2004) and ACPO (2007). This requirementablematic to satisfy for many
aspects of live digital investigation, particulathe acquisition stage. As discussed in
Walters and Petroni (2007), for live investigatipofvee can never reproduce the exact

same inputs to the exact same tools, thereby makingjfficult to prove the
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correctness of any results that have been gatherBal”determine if this is a
requirement it is necessary to consider what reypday achieves; if a technique is
repeatable, multiple parties can perform the sactierss on the same data and show
the results are consistent. This actually doesanbieve or test accuracy but assesses
the precision of the technigtfesince it makes the assumption that the process
produces correct results. Accurate results carebedstrated by performing different
processes on the same data and showing the results to beatime, thus increasing
confidence that the results are correct. The requent for the use of repeatable
processes is therefore considered as a meansesfsagsg the accuracy of the results

and satisfying the accuracy requirement proposditea

3.4.5 Records of processes should be maintained

ACPO (2007) states that “An audit trail or othecaw of all processes applied to
computer-based electronic evidence should be deatd preserved”. This allows
applied processes to be repeated by others whitlorgrates accuracy of results, as
discussed in the previous section. It also alldvesrequirement of authenticity to be
addressed since it records the processes that beee used to recover digital
evidence from some physical piece of evidence.

A similar requirement stating that “there shouaclear chain of custody or
continuity of evidence” is described in Sommer @99999), and can involve
recording the physical items recovered from theginal scene. This again
demonstrates authenticity in terms of the origiragfiece of digital evidence since it
demonstrates where the physical evidence from wdhigital evidence was recovered

was obtained. It also involves recording persons Wdive had access to the evidence

18 Oxford (2008) describes the difference betweemigien and accuracy: “Strictly speakingrecise
does not mean the sameaasurate Accurate means ‘correct in all details’, whilegise contains a
notion of trying to specify details exactly: if yaay ‘It's 4.04 and 12 seconds’ you are being gesci

but not necessarily accurate (your watch mightioe)s

1% using a different tool or manually examining thiggimal data (Carrier 2003)
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which can be used to demonstrate authenticity rojtifig those who have access to
evidence and therefore reducing the risk of acausabf tampering.

Audit trails of processes applied and continuityegidence can be used with
digital evidence obtained from live investigatiargd are important for addressing the
requirement of authenticity. However, since thegvpie evidence of authenticity

they are not independent requirements.

3.4.6 Information should be authentic

This is a requirement in Mocas (2004), which exathat “it is often important to
connect a person to a piece of information”. Thednhéor digital evidence to be
traceable back to an original piece of physicademce was discussed earlier and
shown to be part of the authenticity requirement.

3.4.7 Only that which is Authorised Should be Seize

Mocas (2004) describes the ‘minimisation’ requiramghere in some cases “the law
does not authorize the government to seize itemghwto not have evidentiary
value”. This requirement is specific to forensi@ithl investigations and is also
specific to particular regions’ legal systems. Hiere, this should not form part of
general requirements for digital evidence. This ngxa of a region specific
requirement further demonstrates why it is necgstardevelop requirements for
digital investigations in general rather than foreinsic digital investigations, since
involving specific legal requirements for a partaauregion would make the reliability
of digital evidence region specific. If necessaityjs easier to impose additional
requirements on general ones in order to addresdtticulars of local legislation,

rather than to write exceptions.

3.4.8 Summary

There are a number of different proposed requirésnien digital evidence and digital
investigations. However, they can be shown to bmpaiible with, or be specific

mechanisms to satisfy the requirements proposefleiction 3.3.3 of authenticity,
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accuracy and completeness. This supports the dlamthe proposed requirements
can be used as general requirements to indiresthgss the reliability of digital

evidence.

3.5SATISFYING THESEREQUIREMENTS

3.5.1 Introduction

This section discusses the requirements for digitalence proposed in Section 3.3.3
and how traditional digital investigation technigusatisfy them. It also explains why
these traditional approaches to satisfying thegeimements cannot be used during
live investigations. Digital investigations are alissed here as they are described in
Chapter 2; where the stages of a digital investgattan be summarised as
acquisition, analysis and presentation. In condgnfem, a traditional digital
investigation involves seizing a piece of physieaidence e.g. a computer, at some
location, which is taken from the scene and staitea secure location. At some point
a disk image is created of the hard drive of thelme and verified against the actual
disk contents using a cryptographic hash e.g. MDSHAL. The disk image is then
examined using forensic software eemCaseFTK etc. and the results presented in a
report. The following subsection describes how flreposed requirements are
satisfied by this traditional digital investigatipnocess.

3.5.2 Authenticity

The requirement for authenticity described in SecB8.3.3 wast should be possible
to demonstratethe origin of digital evidence, both in terms ofming from a
particular piece of physical evidence and also bgamoduced by running particular
processes. In addition, accusations of tamperingukh be easily refutablein a
traditional digital investigation it is possible d@monstrate that digital evidence came
from a particular piece of physical evidence sigemerally a full disk image of a
drive is obtained and examined. The cryptographghh(e.g. MD5) of the disk image

can be compared to that of the contents of theigdlydrive from which it came and

73



Chapter 3

shown to be identical, thus demonstrating thatdis& image and therefore digital
evidence extracted from it originated from the sdiphysical evidence. This physical
evidence can be traced back to a physical locétyoexamining documentation of the
original seizure. Accusations of tampering can beimised though the principle of
‘continuity of evidence’, where it is documentedavhas had access to the physical
evidence and at what stage. Also, any tampering thi¢ evidence can be detected
from the point at which a hash of the evidencérss fecorded.

In a live digital investigation, continuity of elence is still possible after the
initial seizure. However, the proof that digitaligence came from a particular
physical piece of evidence may not be possibl&éénsame way. This is because data
may have been volatile, and after acquisition at sbene from a live machine, no
longer exists, e.g. it was wiped when the power weamoved. Therefore,
demonstrating authenticity of live acquired eviderarrently relies on documenting

the process and trusting those performing the seizureport the origin correctly.

3.5.3 Accuracy

The requirement for accuracy described in Secti@33wvasit should be possible to
assess the amount of error associated with allneghes used to obtain and process
digital evidence, and that amount of error shouldzceptable in the context of the
current investigationln a traditional digital investigation the accuyaaf the results
can easily be assessed since the original physwidénce is accessible. This allows
the accuracy of the acquisition stage of a digitaéstigation to be assessed by any
number of people who can re-acquire the disk imauk compare the cryptographic
hash of the new image to that of existing disk iesag

The accuracy of the analysis stage is more coatplitand relies on multiple
examiners (e.g. prosecution and defence) beingtaljerform the same analysis on
the same raw data. They are able to use the samt®e do the same raw data and
check the results are the same, which ensureghbdbols were used correctly and
were operating normally. Also, accuracy can berdateed for each interpretation of

raw data though manual verification or using mugtifwols (Carrier, 2003). From the
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abstractions of the raw data, multiple examinens parform their own high level
analyses and come to their own conclusions abauetidence. These conclusions
may or may not agree

In a live digital investigation, in many casese tacquisition stage can be
performed only once, meaning the assessment ofamcusing repeated acquisitions
is not possible. Also, running tools that acquinealyse and present results all on the
live system means that no assessment of accuraapyoktage is possible through
repeatability. This is because the output fromabguisition stage (i.e. the input to the
analysis stage), is not preserved and thereforaatvwedata is not preserved to be
inspected by multiple parties. As described in Gaa®, this problem can be
addressed by separating out the acquisition antysamastages of a live digital
investigation. For example, a memory image can depiised from a live machine,
followed by an analysis of that memory image whigkes place ‘offline’ in a trusted
environment. Here the accuracy of the results afyais can be determined using the
same repeatability method as a traditional digiteéstigation. However, the problem

of determining the accuracy of the acquisition stegmains.

3.5.4 Completeness

The requirement for completeness described in @edti3.3 wadt should be possible
to assess which digital evidence is preserved ahdhwis lost, and the maximum
amount of digital evidence relevant to the invedi@n should be preservedror
traditional digital investigations, this is satedi by adhering to guidelines that
predetermine the scope of what potentially relevdigfital evidence should be
preserved, e.g. preserving and acquiring the ehard drive but discarding data in
memory: “it is accepted that the action of switchoff the computer may mean that a
small amount of evidence may be unrecoverablehag not been saved to a storage
medium but the integrity of the evidence alreadgspnt will be retained” (ACPO,
2003).

In a live digital investigation the preservatioh pmtentially relevant digital

evidence is more complicated. Since any toolsadhatused will make changes to the
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system under investigation (Sutherlagtdal, 2008) and it is difficult to determine
what has been altered, it is therefore difficultatsess what has been preserved and
lost, and therefore if the maximum amount of refgvdigital evidence has been
preserved. This requirement is therefore diffi¢altsatisfy and there is presently no
way of addressing this problem.

3.6 Challenges to Live Investigations

The challenges to live investigations identified @apter 2 were: the difficulty
trusting results, inherent intrusiveness, diffigut verifying results and ensuring no
evidence is missed.

In Chapter 2, the concerns regarding trusting tesuére that the operating
system could be modified to provide false informatieither hiding malware that
was responsible for incriminating material on tlygstem, or an anti-forensic rootkit
deliberately installed to hide data from a live @stigation) or that ‘logic bombs’
could be placed on the system which could destrogeace if triggered. Relating
these to the proposed requirements, it can bethaethe former (OS modification) is
concerned with the accuracy requirement for digitatlence, since both malware and
anti-forensic rootkits could mean that the acquidada contains error. The latter
(logic bombs) is concerned with the completenegb®fpreserved evidence since the
use of a logic bomb would make it difficult to assevhat evidence has been lost and
could result in evidence being erased which wouldviausly decrease the
completeness of the preserved evidence.

The inherent intrusiveness of live techniques $® @& completeness problem,
since as tools and techniques make changes taersyis becomes more difficult to
assess what data is preserved and what is losthencbuld result in a decrease in the
amount of preserved relevant digital evidence.

Verification of results is challenging in live instigations since it is difficult
to supply the exact same inputs to tools (Waltes Retroni, 2007), particularly at
the acquisition stage. When related to the propasedirements, the difficulty in
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verifying results means that it is a problem asegsthe accuracy of results of live
investigations.

Ensuring that no evidence is missed could be pnoslie for live
investigations if partial acquisitions are perfobm&ince the entire hard disk would
not be preserved, it is possible that challengedddoe raised about the completeness
of the preserved digital evidence and that somgthimat was relevant was not
collected. However, this is only a challenge whestall data on a system is collected

and partial acquisitions and live investigations iaot Synonymous.

3.7 Chapter Summary

This chapter has discussed the 'reliability’ aspédligital evidence; including the
difficulty in defining reliability and also that rasuring it directly may not be
possible. It has also shown that the reliabilitydafital evidence can be measured
indirectly by evaluating it against a number of uigments. This chapter has
examined the requirements in Miller (1992) for maehgenerated evidence and
shown how they can be applied to digital evideddee proposed requirements and

their explanations are:

Authenticity: it should be possible to demonstréte origin of digital evidence, both
in terms of coming from a particular piece of plegsievidence and also being
produced by running particular processes. In aduditi accusations of tampering

should be easily refutable.

Accuracy:it should be possible to assess the amount of eassociated with all
techniques used to obtain and process digital exideand that amount of error

should be acceptable in the context of the curirergstigation.

Completenesst should be possible to assess which digital evsdds preserved and
which is lost, and the maximum amount of digitaidence relevant to the

investigation should be preserved.
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These are proposed as general requirements foraldigvidence and have been
validated by comparing them against a number ddtieng requirements which were
shown either to be compatible with, or to be specifechanisms of satisfying those
proposed. This chapter has also explained howrttigoped requirements are satisfied
in traditional digital investigations and how ligggital investigations cannot satisfy
them in exactly the same way.

The remainder of this thesis considers the extentwhich these three
requirements can be satisfied by live investigatitmt involve encrypted evidence,
and therefore determines to what extent digitaldente obtained from live

investigations can be considered to be reliable.
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CHAPTER 4: COMPLETENESS AND ENCRYPTION

4.1INTRODUCTION

The previous section described the necessity fdrdmtails of the requirements used
to assess the reliability of digital evidence. Téggtion examines the ‘completeness’
requirement in the context of digital investigasomvolving encrypted evidence.
Completeness was explained iashould be possible to assess which evidence is
preserved and which is lost, and the maximum amoldigital evidence relevant to
the investigation should be preservebhis chapter examines how the type of
encryption on a system can affect the completenésvidence recovered from an
offline or ‘dead’ investigation. It considers iivé investigations could increase the
amount of evidence preserved and therefore incrd@seompleteness and offer a

more reliable set of digital evidence than tradiibdigital investigations.

4.2BACKGROUND

This chapter examines the latter part of the cotapkss requirement described above
and in Chapter 3 and therefore considers how themusn amount of relevant digital
evidence could be preserved. The difficulty witls trequirement is identifying which
digital evidence is potentially relevant to theestigation. There have been attempts
to define the types and location of digital evideticat are specific to different types
of investigations. For example, guidelines from Naional Institute of Justice (2001)
identify fourteen ‘crime categories’, a selectiohwehich are shown in Table ®
illustrate the types of digital evidence that carelzamined.
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Crime Category Common findings

Child Exploitation Chat logs, data time stamps, itdlg camera software, €
mail/notes/letters, games, graphic editing and wigwsoftware,
images, Internet activity logs, movie files, useeated directory

and file names that classify images.

Computer Intrusion | Address books, configuration files, e-mail/notds#ies, executable
programs, Internet activity logs, Internet proto@#) address and

usernames, Internet Relay Chat (IRC) logs, sourde,dext files.

E-mail Threats/ Address books, diaries, e-mail/notes/letters, fifasset records,
Harassment/Stalking | images, Internet activity logs, legal documentiepigone records,

victim background research.

Table 3: A selection of ‘common findings’ from tleref the fourteen different crime categories in (21001).

While these are useful broad starting points, simckvidual cases have specific
requirements, these ‘crime categories’ can be @seduidelines only, and cannot
contain exhaustive lists that define the scopeoarmeteness of digital investigations.
The question of ‘completeness of evidence’ is ipaldrly relevant when
discussing the investigation of large volumes akpaarticularly when the idea of
‘partial’ or ‘selective’ acquisition is suggestedl.selective acquisition occurs when
the decision is made “not to acquire all the pdssibformation during the capture
process” (Turner, 2006). In the case of selectogussition, completeness is an issue
since it is difficult to know “that you have captgr everything relevant to the case
under investigation or have not missed evidencetlodr offences” (Turner, 2006). It
is also possible that evidence that proves theestisgpnnocence was missed.
Kenneally and Brown (2005) examines in more deteel potential problems
of selective acquisition, e.g. data that is notextéd is inaccessible to the defence
and could be relevant. Kenneally and Brown (20@g\vily focuses on case law from
the United States to argue in favour of what iscdbed as ‘risk sensitive digital
evidence collection’, i.e. a selective acquisitiand also uses examples from physical
forensic science. It is suggested that ‘reasonabkrshould be used to determine the
scope of an investigation; “just as it would be aasmonable to expect that

investigators cordon-off an entire building, mexctulminate hundreds of offices for
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latent fingerprints and seize every file cabinetirty the course of a robbery scene
investigation”, “the reasonableness standard takesaccount cost and capabilities,
and does not require perfection.” This exampleeidiag entire buildings in physical
forensic science examples is often used, “comflitby-bit captures of huge targets
may be completely impractical, in the same senakedhpturing the state of an entire
building is impractical in a (non-digital) forensiinvestigation involving a murder”
(Richard Ill and Roussev, 2006).

While the issue of the completeness of selectiviiations is interesting and
is likely to be highly relevant for the future afydal investigations, it is considered to
be outside the scope of this research. This woskiraes that access to encrypted
evidence is desired to ensure completeness. Whdeds not go as far as Forster
(2005), where it is assumed that data that has leeenypted is likely to be of
evidential value since “it is usually incriminatirg unlawful material that suspects
seek to hide in this way”, it is assumed that epiag data is potentially relevant and
it is necessary to gain access in order to deterniiit is, or is not relevant to the
investigation. Therefore, if encrypted data fromyatem is preserved in a form that
can be analysed rather than being lost or rendesetessible then completeness is

taken to be increased.

4.3METHODOLOGY

This section describes the methodology that is wseskamine encryption software
and determine how a traditional digital investigatiwould be affected if such
software was in use. The general methodology sed#&scribes the way in which the
different products are categorised, which allowsegalisations to be made about the
locations on disk in which evidence is rendereddeasible by encryption software.
This is followed by the experimental methodologgtem which describes how the

amount of evidence that is left in an accessibimfis quantified.

4.3.1 General Methodology

To determine whether the completeness of presetigithl evidence (that would
otherwise be in encrypted form) will increase e investigation is performed, it is
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necessary to know whether the encrypted evidenkkely to be accessible if a live
investigation were not performed and offline orddeapproaches were used instead
(described in Chapter 2). Since there are a lawgaber of different encryption
products available, in order to generalise aboaitsiiccess of offline approaches and
therefore the need for a live investigation, itnscessary to categorise encryption
products in some way.

An existing method of categorisation is descrilreVinMagic (2005), which
separates encryption software into four categofirese categories are:

Manual File EncryptionA user selects a single file for encryption;

Folder Encryption:all files contained within a particular folder aaeitomatically
encrypted;

Virtual Drive Encryption A virtual drive is created which is stored asrayke file on
the user’s file system. All data stored on thatudl drive is automatically encrypted.
Data is decrypted on a block basis rather thanléy f

Disk Encryption:This encrypts all data on the disk including tlpemiting system

itself.

These categories can be considered to define thygesaf the encryption, since the
category distinctions are made based on how muth ideencrypted, a single file,

folder, virtual drive or the entire disk. As moré the disk is encrypted, a live

investigation will allow the preservation of moratd that would otherwise be lost.
However, there are techniques that can be useitieimat to gain access to encrypted
data offline without performing a live investigatiowhich were described in Section
2.3.3. The success of some of these approachedepandant on what data on disk
remained in unencrypted form. Since products aregoaised based on this property,
depending on which locations remain unencryptethesproduct categories may not
require a live investigation to be performed. Tabl2 that follows discusses whether
the success of each of the offline approachedéstaefl by the category of product in

use.
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Approach Discussion Success can be
generalised depending
on category

Obtain keys from | This is dependent on the co-operation of the suispdtch is too case specific tp n

suspect generalise with regard to encryption product catiego

Locate Since plaintext can be found on disk, the amourthefdisk that is accessible to an y

unencrypted data | offline investigation is relevant and the succesthis approach may be able to be

generalised based on the product category.

Locate copies of | Locating copies of the key is dependant on the kagkup mechanism of thp y

the key/password

specific product in use, for exampkifLockerkeys can be printed or stored on U$B

key or any other folder (Microsoft, 2007dJrueCrypt full volume encryption
requires that a&rueCryptrecovery CD is created (TrueCrypt, 2008e). Howgessr

described in Chapter 2, the disk can be scannedtriogs which may include an

saved copies of the typed password, whether stacedlentally or on purpose.

Therefore, the amount of disk available affects #mount strings that can he

extracted and tried as possible passwords.

Intelligent

password attacks

The success of this approach depends on the coitypéed length of the password y

used and the technical capability of the suspexgsWord attacks can be speeded

using rainbow tables, where information is pre-gklted for specific sets of

passwords. However, for longer passwords this ideasible and it is necessary

be selective about the passwords tested. Intetligaasword attacks are therefgre

dependent on the availability of information upohiet to select likely passwords.

Therefore the amount of the disk that is accesdiblne investigator will have a

effect on the success of this approach.

Exhaustive keys

search

As described in Chapter 2, brute force attacksiatdeasible on modern algorithms.

Therefore the success of this approach dependsspedific implementation usin

an insecure algorithm.

W
=

Vulnerabilities in | This is, by definition, implementation specific. n
implementations
Cryptanalysis As described in Chapter 2, in thi®aech, the algorithms used are considered not to n
be vulnerable to cryptanalysis. The success ofapoach would be dependant pn
a specific implementation using an insecure algorit
Surveillance This is case specific; however, thpetygf encryption may have an effect on the type n

of surveillance that can be used. For example pog-bneryption such aBitlocker
prevent the use of software based key loggers ardware versions can still by

used. However, this is not considered in this netea

Table 4: Descriptions of whether the success dihefapproaches to gaining access to encryptetatigfidence depends on the

Therefore, the success of three of the approadmsibed is affected by the locations

on disk that are accessible to an offline invesitga and therefore the type of

product category.

encryption product in use.
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As can be seen in Table 4, the first approachdbald be affected by product
category is ‘locating unencrypted data’. For tlisre are two situations to consider.
The first is whether the encryption software itdedives plaintext data on the disk.
This can either be as a result of failing to etthgeoriginal plaintext or by the creation
of temporary files when data is decrypted. The sdtuation to consider is whether
other applications that use the encrypted dataewihiis in decrypted form create
copies of plaintexts that will be later accesstiolean offline investigation. Metadata
about files may also be left, even if the conterts not. This will be specific to the
application that opens the encrypted data, motepad Microsoft Wordetc. Despite
this, it is possible to identify particular locat® on disk that could contain evidence
that could be useful when using the described ames, which are shown in Table
5.

For the second approach, ‘locating copies of pas$stahere are a number of
likely candidate locations that may provide othasswords used by the suspect.
These include the pagefile and also saved passwords Internet browsers etc.
These are also described in Table 5.

The third and final approach ‘intelligent passwatthcks’ relies on collecting
personal details about the suspect, from whichylikasswords can be constructed.
For this approach, a number of locations may basef for example browsing history
and personal files. This is discussed in Table 5.

To determine whether the offline approaches &edylito be successful, it is
investigated whether particular locations on dskain accessible after the power is
removed. Table 5 that follows describes differedations and content on disk that
may be use in gaining access to the encrypted mmlter the disk. These locations
are based on those in WinMagic (2005); however,esawhditional locations have
been added that are specific to the encrypted r@atavery techniques discussed in

this chapter.
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Location

Description

Temporary Files

A temporary file is “a file createither in memory or on disk
by the operating system or some other program,etoused
during a session and then discarded” (Microsof@220If a file
that is encrypted is opened by some piece of soétfa editing
or viewing then it is possible that a temporarg fih decrypted

form could be created which is not erased at thé @nthe

session. Therefore, access to temporary files manraecess to

copies of the plaintext.

Pagefiles

Pagefiles exist because RAM is a limitesburce and when th
total memory needed on a system exceeds what iialalea data
that is not immediately needed is ‘paged out’ ofrmoey and
stored on the disk (Microsoft, 2004). When the dataeeded it
is paged back into memory.

Pagefiles may contain a number of different typés
useful information; they may contain temporary gpted
copies of encrypted data, passwords from memory libae
been paged to disk, or data from memory from cdipplications

that may help with intelligent password attacks.

Slack space

There are two types of slack spacei¢Ga005 p.187).

1. Between the exact end of the file and the entth@fsector in
which the file ends, which can contain data frommmoey (buffer
slack or RAM slack).

2. Between the last sector that contains part effile and the
last sector of the cluster, which can contain daien previous
files that resided on that part of the disk (clustack).

This is shown below diagrammatically (Sammes andidsan,
2007).
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Sector 1 Sector 2
File 1 T Free
450 517
buffer slack
Cluster

A

S.1 S2 S3 S.4 S5 S6 S7| S.8

cluster slack

Slack space is important since it may provide actesdeleted
data which could be deleted plaintext or data tioatid be used

to construct passwords.

The Recycle Bin

When files are deleted, they am fitoved to the Recycle Bin.

The file is renamed using the conventi
<DRIVELETTER><#>.<ORIGINALEXTENSION> eg
‘dl.txt’. Its original name and path is stored mI&AIFO2 file in
a folder named ‘recycled’ (Microsoft, 2007a). Thé#es may
be deleted plaintext or contain information thatlddbe used tg

construct passwords.

Deleted Files

When the Recycle Bin is emptied, dhign are files actually
deleted. Even then, files are not actually era3ée. space tha
the file occupied is marked as free and can bevavtéen by
new data stored to disk. The files are therefoite a&tcessible

after deletion for an undetermined but non-zerowmof time.

—

TheWindowsRegistry

TheWindowsRegistry is “a central hierarchical database u
... to store information that is necessary to configilhe systen
for one or more users, applications and hardwardaces’
(Microsoft, 2002). The Registry is stored as a nemtif ‘hive’
files, which are “files that contain a Registry sube”
(Russinovich and Solomon, 2005 p.263).

The Registry could contain a number of useful Heafe
information, including hashes of some passwordgl uge the
suspect, programs run and recently accessed filel{ may

point to encrypted files).

sed

Users Folders, e.g.

This is where the majority adrudata is likely to be store
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C:\Documents and
Settings\User

Also applications should write their configuratiatata (e.g.
browser caches) to these folders (Gajic, 2008).nHxion
software may therefore use this location to steneporary files.
Also, user data can be used to obtain informatjgenuvhich to
base intelligent password attacks. Alternativelgrudata may
contain passwords intentionally stored by usersassist in

remembering them.

Hibernation file

The hibernation file contains themplete state of the system|at

a specific point in time, including the memory (Rahd Suiche
2007). Therefore, it could contain passwords ornpéait that
was stored in memory at the time of the hibernation

Hidden partitions

This is a “portion of the hardkdikat an operating system, such

as Windows does not recognize or display a file system for

(WinMagic, 2005) and therefore could be used toceah data
since it is not accessible through normal use eftfstem.

Free space between

partitions

Between partitions and at the end of the diskéae Bpace, sinc

@D

partitions can be created with gaps in betweeis.dtso possible

to conceal data in these locations.

Table 5: Locations on disk that may assist in plimg access to encrypted data.

WinMagic (2005) makes specific predictions abow &vailability of some of these

locations for the different encryption scope categgp The diagrams used in

WinMagic (2005) are shown in Figure 6, and are sansed in Table 6.
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O File
B Ssensitive Data File Encryption on Disk
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for Drive C
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Figure 6: Graphics from WinMagic (2005) showing &wailability of locations on disk
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Location Expected Availability of Location

Single File Folder Virtual Drive | Full Disk
Temporary Files available possible possible encodypte
Paging Files available available available encrypte
Slack Space available available encrypted encrypted
The Recycle Bin available encrypted encrypted ened/p
Deleted Files available available encrypted eneypt
User folder§ unspecified unspecified unspecified unspecified
The Registry available available available encrypted
Hibernation and Sleep Files available unspecified nspecified encrypted
Hidden Partitions available unspecified unspecified encrypted
Free Space between Partitions  available available | nspecified encrypted

Table 6: Predictions of availability of unencrypt@ata to an offline analysis (WinMagic, 2005).
‘Possible’ is entered if data in these locatiorss/mar may not be encrypted e.g. for temporary fitedepends in where they are

generated. Also, ‘unspecified’ is entered whereetheere no claims made about the availability dada a particular location.

In order to determine the correctness of theseigireds of availability of particular
locations, experiments are set up to examine thassions on disk images from
systems that have been running a variety of diffeemcryption software from the

different categories.

4.3.2 Experimental Methodology

For most categories examined, three products aed, usith the exception being
‘folder encryption’ where only one product could foeind to belong to the category.
The selection of products is based on the extettiedf use or if they are particularly
of interest. Random sampling from a sample framéddcbe used but since statistical
techniques are not being applied and only induatimeclusions are drawn, random
sampling is not considered necessary. Furtherntbig,testing provides additional

information that may be of use to the commufligther than just for the purpose of

% This location was not discussed in WinMagic (2008 has been added here since it may be useful
for intelligent password attacks.

21 E.g. the location of temporary files generatedHsyencryption software
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this research. If products were chosen for testihgandom and they were not in

popular use, then this additional information woldof little further use.

The tests are carried out on copies of a baselirteal’ machine running

Windows XP SP2The use of virtual machines was discussed in &hap The

baseline virtual machine used in this case haftlmving disk map:

0 63 613683 7148925 7164990 7261380
Partition 1 Partition 2 Partition 3
FAT32 FAT32 Unformatted
2.9GB 494 MB 47.1 MB
3 I A
62 6136829 7148924 7164989 7261379 8388607

Figure 7: Disk map of the test drive used, shoveitagt and end sectors of the different partitions.

Each product under test is examined in its ownuairtmachine. The general

procedure used for each product examination islddtbelow.

1. The baseline virtual machine is cloned to a neddbhnd booted.

2. The encryption product on test is installed on miechine (in the full disk

encryption cases this also involves encrypting disk and in the case of

virtual disks, the creation, formatting and mougtof a virtual disk).

3. A new folder named ‘test’ is created on the virtsiggtem (on the desktop for

most but on the virtual drive in the appropriatees).

4. The programgentest’ andgentemp® are also copied to the test folder.

5. A command prompt is opened on the virtual systeohgantestis run from

the test folder with the parametegsntest 600 b 1 , Which produces a

22 The prograngentesiwas written in C and produced a number of plaitstext a specified size. The
parameters passed agentest [size] [unit (m/k/b)] [number of files]
produces files containing the text “This is the plekt” preceded by a unique line number. This was

inspired by (Farmer and Venema 2004 p.172)

. The program

8 The prograngentempis also written in C and represents the worst aaserms of temporary file
generation. This program simply creates an exgalichie of the file it opens and places it in thiér
from which the program was called. It then failsitdete the generated temporary file. The parameter

passed argentemp [path + name of file to open]
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single 600 byte file, which is just larger thanester (512 bytes) and has both
buffer and cluster slack.

The virtual machine is paused (after a short timevrider for writes to the
virtual disk to take place).

The file representing the hard disk of the virtsipdtem is examined -Ways
Forensicsand the disk examined for evidence of the plainféa. If it is
found then its location is documented.

Each of the techniques listed below are appliedest for the presence of
plaintext data in each of the locations specifiadlier. The design of this
procedure allows all locations to be examined setgiey in the order
described in Table 7 without needing to reverthte virtual machine to the

baseline snapshot.

Location Method Used

Temporary Files To test if temporary files are adtdssthe developed softwar

D

gentesis used. This simply creates a duplicate of thaegdile in
the directory from which it is called. This repretsethe most
extreme form of temporary file generation, where émtire file is
duplicated. Temporary files are generated in thatlon of the tes

file and also in the root of the C:\ drive.

Paging Files The file on disk representing the wirtmachine’s hard disk i

)

loaded intoX-Ways Forensicand the PageFile examined. If the
contents are accessible (which is obvious sinceé iexusually
visible somewhere) then the Pagefile is consideted be
‘accessible’. Also, where possible, attempts arelento use the

encryption product under test to deliberately epttiyge pagefile.

Slack Space As mentioned earlier, files are geedrtdtat are not multiples ¢

=

the sector size. In these caggstest 600 b 1 is used to
generate a 600 byte file that just stretches adwsssectors. The
buffer and cluster slack of the original (where gible) and the
encrypted file are examined before and after eritmypAlso the
general accessibility of slack space on other fdasthe disk is

determined.

The Recycle Bin Where possible the plaintext filseént to the Recycle Bin and is

accessed offline through-Ways Forensicdf the contents of thg

\1%4
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file can be read then the Recycle Bin is considévdak accessiblg.
Encrypted files are also sent to the Recycle Bin #iedcontents

examined.

Deleted Files

The Recycle Bin is emptied and théosgdn which the plaintext
file previously existed examined and the ‘this le tplaintext’
string searched for. Also, in cases where the f@ziris erased by
the encryption software, the sectors are examimedifanon-text

strings are encountered then EMNT program (Walker, 2008) use

o

to test for statistical randomness (to check péaintlata was not
simply permutated or substituted). Other files loa tlisk are alsg

deleted to infer about the general accessibilitgaéted files.

The Registry

The hive files that make up thé&ndows Registry (SYSTEM,
SAM, SOFTWARE, DEFAULT, NTUSER) are openedXrAWays
Forensics If the hives can be mounted and explored they #ne
considered to be accessible.

User folders

The folder C:\Documents and Settings$Gs examined and if th

folder can be browsed then it is considered to teessible. A

D

deliberate attempt is made to encrypt a file frdmis tocation. A
sample file C:\Documents and Settings\Chris\Codkidex.dat is
used as a test case to determine whether it camdrgpted (this

file is known to be reported as ‘in use’ Windows.

Hibernation Files

The defawVindowshibernation file is stored in C:\hiberfil.sys. |If
this file can be accessed in the disk image therhibernation file

is considered to be accessible.

Hidden Partitions

As described earlier, the diskhef virtual test system is set up |so
that there are several partitions. Partition 3nfotmatted and is
therefore not visible t¥Vindowsbut is manually filled with the test
string “Hidden partition”.X-Ways Forensicss used to attempt tp
view the partition and if this is successful thefsiconsidered tg
be accessible.

Free Space between Partition

S

As described eatthier, disk is set up with space between
partitions. This is edited manually in the baselmage to contair
the text “space between partitions”. If after emtign this text is
visible using X-Ways Forensicghen this area of the disk |s

considered to be accessible.

Table 7: Techniques used to test for the presehgkintext data in various locations.
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4.4RESULTS

4.4.1 Single File Encryption Results

AxCrypt

This is an open source, single file encryption pridhat uses AES encryption with
128 bit keys (Axantum Software, 2008). It integsateith Windows Explorerand

encryption is performed by right clicking a file caselecting encrypt, as shown in
Figure 8. An encrypted file is opened by doublekaiig which then decrypts the file

and opens it with the default program.

Encrypt
Encrypt a copy

i »
Oren With Encrypt copy to (EXE
Send T 4
end fo Clear Passphrase Memory
Cut Make Key-File

Copy Shred and Delete

Create Shorkout
reate shortcd Report a problem

Product Activation
About

-

Delete
Rename

Propertizs

Figure 8:AxCryptandWindows Exploreright click integration providing the option foneryption and decryption.

The results for the offline examination of ARCryptsystem are described in
Table 8.

Location Results

Temporary Files Temporary files were produced by lo¢hdecryption process and
by the softwarggentemp‘Pulling the plug’ while the plaintext file
was open revealed a temporary copy of the plairfiextin the
C:\Documents and Settings\Chris\Local Settings\Teamgypt\...
Also, temporary files produced using tentempprogram were
accessible.
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Paging Files An examination of the disk image shbwreat the pagefile wal

(2]

accessible to the offline analysis. Attempts torgpicthe pagefile
with AxCryptfailed.

Slack Space When encryption was applied to thefitest the buffer slack of
the original plaintext was filled with zeros bugtbluster slack was
found to contain data from the files previouslyretb in that
location. However, other than the manually encrydikes, other

files’ buffer slack and cluster slack was accessibl

The Recycle Bin An examination of the disk imageveta that the contents of the
Recycle Bin were accessible to the offline analysigempts to
encrypt the Recycle Bin were not successful. Howesecrypted

files that were sent to the Recycle Bin remainedhygted.

Deleted Files AxCryptencrypts to a new file and by default erases tiginal
plaintext. The original sectors containing the miakt were
examined and found to contain random data. Howeteer files
on the disk that were not encrypted and were dtletere

accessible.

The Registry An examination of the disk image showet the Registry hive
files were accessible to the offline analysis. Alpés to encrypt the

hive files were not successful.

User folders Individual files in user folders colie encrypted but this had to be
done manually. However, attempting to encrypt CdiDuents ang
Settings\Chris\Cookies\index.dat failed.

Hibernation Files The hibernate file, hiberfil.syasvavailable to an offline analys

n

Attempts to encrypt this file were not successful.

Hidden Partitions Other partitions were availabl¢hte offline analysis and could npt

be encrypted.

Free Space between Partitions  Free space betwdé#iopa was available to an offline analysis|

Table 8: Results from AxCrypt.
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GNU Privacy Guard (GNUPG) (for Windowg

This is a free, open source implementation of @enPGPstandard (Koch, 2007)
which includes a full replacement fB\GP that can be used on messages or on files.
The software also provides right click integratiaith Windows Explorerfor file
encryption, as shown in Figure 9. The results & dffline encryption ofGNU

Privacy Guardare shown in Table 9.

&, GPaes 3 55 Sign & Encrypt
Qpen With b [E3Sign
Encrypk (Pk
Send Ta 4 =) /Pt IPK)

pEEncrypk (Symmekrich

Cuk

‘Zonfigure
Copy @ Config

Creake Shorbouk
Delete
Rename

Propetties

Figure 9:Windows Exploremtegration oflGNU Privacy Guard

Location Results

Temporary Files When the encrypted file was accesaedecrypted copy was
created in the same directory as the encrypted\ifleen access tp
the file is no longer required, it needs to be ezitte-encrypted of
manually erased. Temporary files were thereforeesgible to ar
offline analysis. The same is true for any tempoféeg produced

by software used to view the decrypted files.

Paging Files The pagefile was accessible to ameffiinalysis and could not be
encrypted.
Slack Space The buffer slack of the encrypted filesisted of zeros and the

cluster slack contained data from files that weevipusly stored
in that location.
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The Recycle Bin The Recycle Bin was accessible toffine analysis.

Deleted Files GNUPG encrypted the files to a new location and leftahiginals
in place. GNUPG does not provide file erasing capabilities.
Therefore, if plaintext files are deleted, they dilely to be
available to an offline analysis unless manuallased using

separate software.

The Registry The Registry hive files were availablan offline analysis.

User folders Individual files in user folders colie encrypted but this had to be
done manually. Attempting to encrypt C:\Documentad a
Settings\Chris\Cookies\index.dat failed.

Hibernation Files Hiberfil.sys was available toddfline analysis.

Hidden Partitions Additional partitions were avhlato an offline analysis.

Free Space between Partitions  This was accessibleaéfline analysis.

Table 9: Results fror®NU Privacy Guard.

‘Encrypt Files’

The mechanism by which this software operates ightty different but it still
involves manual single file encryption. InsteadVdindows Exploretintegration, it
uses a separate program that accesses the fildeeodisk. Through this single
interface, file encryption is performed, as shownFigure 10. The results of the

offline examination oEncrypt Filesare shown in Table 10.
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Y e —— L

Back
Encription

A7 Encrypt

7 Decrypt

Tools

2 Delete Files
3 shred Files
=+ Launch File
& Objert Properties

Settings
|8 Ercryption Settings

Help

€ Online Help

& Check for updates
*% Learn mare. .,

@ About

v encryptfiles. net

Encryption Tools Settings Help

2] =y @ L]
Refresh Explorer  Online Help  Update  About
el S Alaorithm
MName Type Total Size Fiee Space
# [ AllUsers File Folder aitzizon ] Blowfish {448)  |v
) Chris Fils Folder 9f12{z00
3 Application Data File Folder 9124200
- ) Cookies File Folder 912200 Source File Action
= ) Deskkop File Falder 9124200 Oleave
b EncryptFi.. 1KB Shartcut 512008 = Codeto
[ qenksmp....  83KE Application 5/1/2008 =
[ gentest.exe 84KE application stz || Gshred
2) N 1.025k8 Text Docume... 5/6/200_|||%
- Lf Favaries File Folder 912200 i
[ Local Settings File Folder 912§200 |
®- (3 My Documents File Folder itz ||
& (% My RecentD... File Folder 9124200 ‘i
-3 NetHood File Foldsr 9f1zjzo0 -
(53 PrintHood File Folder 9124200
& ) SendTo File Folder 9/12§200
[ (2 Start Menu File Folder i1zizo0
- [) Templates File Folder 9#1zjzuu.j
<] = w I v

Message

Figure 10: Theéencrypt Filessoftware providing access to files on disk anddpton to encrypt or decrypt those files..

Location

Results

Temporary Files

TheEncrypt Files software was used to convert files between

encrypted and decrypted states. The availabilitythaf plaintext
depends on the ‘Source File Action’ option, useddencrypt the

file each time, which is either ‘leave’, ‘delete’ ‘shred’. From insideg

the software, once a file was decrypted it couldpened with othef

software. Any temporary files generated by othdtwsre were in
unencrypted form and were accessible unless tradigamal copies|

were manually encrypted or erased.

Paging Files

The pagefile was accessible to anneffiinalysis and could not be

encrypted usingncrypt Files

Slack Space

The buffer slack was zeroed and theeclstack contained dat
previously stored at that location. In generalfiteeslack of files on

the disk was still accessible.

The Recycle Bin

The Recycle Bin was accessible tmfflime analysis. However|
using the interface oEncrypt Files files that had been previous

sent to the Recycle Bin could be manually encrypted

Deleted Files

Several options were provided forinpdt: ‘leave’, ‘delete’ or
‘shred’. The default option is ‘shred’ which overtes the origina
plaintext. However, when the ‘delete’ option wagdsit was found

that deleted files could be accessed.
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The Registry

The hive files that make up the Registeye available to an offlin

D

analysis and could not be encrypted ugtmgrypt Files

User folders

Files in user folders could be manuafticrypted but need manual
decryption before they could be used. Index.datldcawot be

encrypted.

Hibernation Files

The hibernate file was availaldleanh offline analysis and could npt
be encrypted using the software.

Hidden Partitions

Additional partitions were avhllato an offline analysis and could
not be encrypted usirigncrypt Files

Free Space between Partitior

1S This was accessibie ¢dfline analysis and could not be encrypted
usingEncrypt Files

Summary of Single File En

Table 10: Results from Encrypt Files.

cryption

For all the single file encryption products, the jondy of locations remained

accessible to an offline analysis. Files had tartasually encrypted and decrypted

and existed fully on disk in

one of these states.AxCryptandGNU Privacy Guard

files were decrypted to temporary files in orderbi® accessed, and whincrypt

Files did use temporary files, the actual file’'s statbermged between encrypted and

decrypted and the availab

ility of the previous estist dependent on the ‘source file

action’ selected (shred, leave or delete). Any temagy files produced by other

software were also accessible. The temporary fdesduced by the encryption

software may or may not be erased after use, dapgod the implementation. If the

temporary files were not

unallocated space but are

erased but deleted, thery twould be accessible in
susceptible to beingvoitean by new data. Also, only the

logical file was encrypted and the cluster slackamed accessible.

AxCrypt erases the

plaintext file after encrypting dhmtrypt Filesprovides

the option to ‘shred’ the plaintext file. Howev&NU Privacy Guarchad neither and

the plaintext file needs to

be either manually tkeleor erased with other software.

The availability of the original plaintext is théoee implementation specific.

Due to the manual

encryption process, these pmgy@ould not be used to

encrypt the pagefile, hibernation file or RegistAlso, since the encryption is

98



Chapter 4

designed for single files, both hidden partitiomgl &ree space between partitions
could not be encrypted with this type of encryptgmitware. Some files in the user
folders could be encrypted, but any files in useWindowse.g. \Cookies\index.dat
could not be encrypted because the manual fileyggon does not allow the
operating system transparent access to the file.

Regarding the approaches for attempting to accessymed evidence
discussed earlier, in terms of locating unencrygigoies of encrypted data, for these
manual file encryption packages the availability thfe original plaintext is
implementation specific, depending on whether thgimal is deleted or wiped.

Encrypted files are decrypted in their entiretyfites on disk while in use
(either taking the form of temporary fileAXCrypt GNUPQ or the file is changed to
its decrypted form permanentl¥ricryptFileg). The temporary files then are either
deleted or erased after use. Temporary files gasebtay other applications are likely
to be deleted only, since other applications ateam@re of the sensitive nature of the
files they have opened, and as a result may ufafabtaining unencrypted copies of
encrypted data.

In terms of locating passwords, due to limitatiaighe scope of the manual
file encryption software, any files that have nateb manually encrypted are
accessible, and text from them can be used ashp@gsisswords. The inability of this
type of encryption software to encrypt locationslsas the Registry hives means that
these locations can be used to obtain possiblevpads or personal data from which

passwords can be derived.

99



Chapter 4

4.4.2 Folder Based Encryption Results
Encrypting File System (EFS)

The Encrypting File SysterfEFS provides the ability to encrypt files on NTFSefil
systems. When files in NTFS are flagged as encdy@s shown in Figure 11, they
are transparently encrypted without the need terempassword or provide keys since
this information is recovered from the Registryngsithe user'swindowslogon

password (Microsoft, 2006c¢).

Advanced Attributes

-
| E& Choose the options you want For this File,

Archive and Index attributes

[¥IFile is ready for archiving
[#]For Fast searching, allow Indsxing Service to indes this fils

Compress or Encrypt attributes

[l compress contents to save disk space

Encrypt contents to secure data

[ [8]8 H Cancel ]

Attributes: [|read-only [ Hidden

[ [e]4 ][ Cancel ]

Figure 11: Advanced attributes allowing the endoypbf files usingeFS

It is also possible to flag an entire folder asrgpted, meaning that files stored within
that folder will also be automatically encrypted.h® a file is encrypted, both
symmetric and asymmetric encryption is used andnwthe file is stored with the

structure shown in Figure 12 (Microsoft, 2006d).
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Logged Utility
Stream Attribute
00 01 00 00

Data Attribute
80 00 00 00 <

\

File Encryption Key (FEK)

. ) > Data Decryption Field
(encrypted with the owner’s public key)

(encrypted with Recovery Agent 1's public key)

3
J
File Encryption Key (FEK) t

File Encryption Key (FEK) (optional)

(encrypted with Recovery Agent 2's public key) Data Recovery Field

Data

(encrypted with the File Encryption Key
(FEK))

Figure 12: The structure of &FSfile (Microsoft, 2006d).

The results for the offline examination BFSsystems are described below in

Table 11.

Location

Results

Temporary Files

Temporary files generated inside eherypted folder were also
automatically encrypted. However, if the temporditlgs were
generated in a folder that did not have the ‘enteypattribute,
then they were accessible to an offline analysisddition, there is
a related implementation problem; when a singk il encrypted
a temporary copy is made of the plaintext named ER@B.
When encryption is completed the file is deleted ibot erased
(Carrier, 2005 p.290). This can result in additiotemporary

copies of the plaintext being available on the disk

Paging Files

The encrypted attribute could not bplieg to the pagefile in
Windows XP However, ¥Windows Vistaalso supports encryption
of items previously either impossible or not easiégomplished in
Windows XP (Morello, 2007). This includes the pagefile, anged
to this significant difference between operatingtegns, another
experiment was performed. It was eventually posstbl encrypt]

the pagefile undewindows VistaisingeEFS

Slack Space

The buffer slack of encrypted files isbed of random data, which
is assumed to be encrypted. However, the clustéek sias not

The cluster slack was unchanged after encryptiorcanthined the
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contents of previously deleted files.

The Recycle Bin

Contents of the Recycle Bin wereegaly accessible. When
encrypted files were deleted they were moved toRbeycle Bin
and the existence of the files and their metadada available
However, the contents of the files remained eneqpfThis is
because the files were not actually moved and tioeypted data
remained in the same location on disk, but the rRdi@ of the
entries in the Master File Table (MFT) were updateceflect that

they were now in the Recycle Bin.

Deleted Files

Once the Recycle Bin was emptied,etierypted data from the
deleted files was still present on the disk untiérovritten by new
data. However, recovery of delet&tS files from unallocated
space is difficult since carving is ineffective dtee the conten
consisting of random data. Recovery therefore gadie finding the|
MFT entry for the deleted files.

The Registry

The Registry hive files could not bergpied withEFS

User folders

The encryption attributes were appieethe folder C:\Documents
and Settings\Chris, but there were a number o$ fiad folders
that could not be encrypted because they were€entlyr in use’,
including NTUSER.DAT, and index.dat in the cookiekléw.

Hibernation Files

The hibernation file could notdrerypted with EFS.

Hidden Partitions

Any partitions that were not bisi to Windows could not be

encrypted witrEFS

Free Space between Partition

S

Free space betwettiops could not be encrypted with ERS
since is not a file or folder arfeFSencryption attributes could not

be applied.

Table 11: Results from EFS.

Summary of Folder Based Encryption

Only one product was found to belong to this catggathout examining file system

level encryption from other operating systems, Brgzate Foldersin Ubuntu 8.10or

FileVaultin Mac OS XIn terms of recovering unencrypted copies of yoted data,

the encryption mechanism may or may not producepéeany copies in decrypted

form, depending on whether the ‘encrypted’ attrbist applied to a single file or the
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folder in which a file is stored. Temporary unemted copies of the encrypted data
that are generated by other applications may ormoaye available depending on the
location in which they are produced.

Due to limitations in the scope ®&FS a number of locations that could
contain information for password attacks are aw#laincluding pagefile, deleted

files, the Registry and certain files in user fokle

4.4.3 Virtual Disk Based Encryption Results

Pretty Good Privacy (PGP)

PGP Corporation (2008) provides a range of produtiat offer different
combinations of features. One of the featurd3G# Virtual Diskwhich allows files
and folders to be stored in a single encryptedvittech can be mounted as a regular
drive letter. This feature was examinedAGP Desktop 9.5.3A container file was
created and mounted as G:\, as shown in FiguréHgplaintext file was generated in
the root of the virtual drive. The results of theamination of PGP Desktop are
described in Table 12.
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# PGP Desktop - New Virtual Disk
File Edit Wiew Tools Disk Help

(
Loy o
Eie PGP Keys

¥ test.pad

'.3_1 pagefilz.pad

= &, £ ) £ : i
T New PGP Zip e Verify PGP Zip M Shred Files o~ Search far Keys < ~p Sync Keys Find: _‘

Enter Disk Properties

[ e

Name |MNew PGP Diskl |

Disk File Location |E'\Dﬂcuments and Settings\ChristMy Documents | [ Browse. ]

Mount as |G: JJ\

[ Mount 2t startup

‘ ol Unmount when mactive far ES_—; ming:
[ Encrypt Whole Disk Capacity | Dynamic resizable] v[we [12 [jep w|E837MB o3,
= Format |FAT32 v|
Lf]J PGP NetShare =——
Encryption |AES [256 bits) V!
User Access
Eniter the username or email address of a key
. ‘ o Add User Key..
s Mew Passphirase User..,
-&.
o
Figure 13:PGP interface for creating a new virtual disk.
Location Results

Temporary Files

When temporary files were generated G:\ they were not

accessible to an offline analysis uskgVays ForensicdHowever,
gentempwas also run from the Desktop and the tempordey
produced there was accessible. Temporary files wleeesfore
accessible if they were produced outside of therygbed
container.

Paging Files The pagefile could not be successtdhfigured to reside on the
virtual encrypted disk. Therefore, the pagefile \mbgays outside
the virtual disk and therefore accessible to offlamalyses.

Slack Space An examination with-Ways Forensicsevealed that both the

buffer and cluster slack on the virtual disk wererpyted, but

slack space on C:\ was still accessible.

The Recycle Bin

The Recycle Bin on the live system @@mbination of the hidden

‘Recycled’ folders from all available hard disks ifbsoft,
2007a). Files deleted from the virtual drive appdan the Recycle
Bin on the live system. However, to an offline aiséd, contents o

the ‘Recycled’ folder on C:\ were accessible but from the
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virtual drive.

Deleted Files

Files that were deleted on the \irtrave were in unallocated
space on that drive. However, to an offline analysihe
unallocated space in the container was also erenhgotd therefore
deleted files from G:\ were inaccessible. Howedeteted files on

C:\ were accessible until they were overwritten.

The Registry

The hive files that make up YWendowsRegistry were accessible
to an offline analysis and could not be encrypted.

User folders

The path for ‘My Documents’ could berged to the mounted
encrypted drive. However, only the Pictures and iMdslders
were moved and application data and other settiagsmined on
C\

Hibernation Files

The hibernation file was accessiblan offline analysis.

Hidden Partitions

Hidden partitions were available.

Free Space between Partition

Free space wascaisssible.

BestCrypt 7.20.2

Table 12: Results from PGP.

Like PGP, BestCrypt‘creates and supports encrypted virtual disksctvlaire visible
as regular disks with corresponding drive lette¢3&tico, 2008). TheBestCrypt

interface is shown in Figure 14 and the resultsxfexperiments shown in Table 13.

Sl FileName: :' T Cieate
= 55 My Cor - r 1 algo... | ke
b [ B |
= (C
#e8 D) Size: 50 $|OKb @Mb OBb Help
Description: Fillin container
by random data
Algorithr: |BLEI\-'\-"FISH v Dirive. C4
I S Space avalable:
Kew generatar: | 5HA-256 v 11GB
Mount and format now
rount drive: E: |
Ready LIt

Figure 14:BestCryptinterface for creating a new encrypted container.
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Location

Results

Temporary Files

Temporary files generated insidevitieal disk were not availabl

D

to an offline analysis. However, plaintext was fduhtemporary
files were generated on drive C:\.

Paging Files It was not possible to successfullyfigore the pagefile to reside
on the encrypted virtual drives. As a result, thgefile was stored
on C:\ and was therefore was accessible to ameféinalysis.

Slack Space The slack space of data stored on thmlvdisk was encrypte

o

and inaccessible but slack space on the remairfdbediard disk|

was available to an offline analysis.

The Recycle Bin

Deleted files went to the Recycla Bn the live system. To a

=)

offline analysis the recycled folder on C:\ wasessible, but the

recycled folder of the virtual drive was not acdelss

Deleted Files

Deleted files on the container weoté accessible to an offling
analysis.

The Registry

The hive files that make up YWedowsRegistry were accessible
and could not be encrypted.

User folders

The path for ‘My Documents’ could bearged to the mounted
encrypted drive. However, only the Pictures and iMdslders
were moved and application data and other settiagmined on
C\

Hibernation Files

The hibernation files were acdassi

Hidden Partitions

Hidden partitions were accessible

Free Space between Partitions  Free space betweéimpa was accessible.

Cryptainer

Table 13: Results froBestCrypt.

This is a free encryption product that allows theation of 25 MB container files,

with a non-free option available that allows largamtainers (Cypherix, 2008).

Cryptainercan be run in ‘portable’ mode from a USB stick,ami@g that it does not

need installationCryptainer Virtual Drives are mounted as removable drivebeat

than fixed. TheCryptainer interface is shown in Figure 15 and the experimlent

results shown in Table 14.
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A Cryptainer LE

File Edit View Tools ‘Window Languages Help
g @ @ &
ey in Explorer Lo Unlozd Secure Email Shutdowen & Exit Hawe More Power
25 mb not enough? ... ‘ @ Recommend to a friend. .. ‘

e Hame Size | Tupe | D ate Modific
[ﬂ gehtemp 83KB  Application BA342008
[ gentest 84 KB  Application 541342008
r;] testfile 1KB  Text Document 51372008
(124 My Pictures File: Falder 1042372008
-,i. My Music File Folder 1042342008
a3 2

Figure 15: TheCryptainerinterface.

Location

Results

Temporary Files

Temporary files generated on theuairdrive were not found
during an offline analysis. However, files genetlata the rest o

the hard disk were accessible.

Paging Files

The pagefile could not be set up emewvable drive.

Slack Space

The slack space of the container wagmad but any slack spac

on the rest of the hard disk was accessible.

The Recycle Bin

The Recycle Bin of the hard disk weasessible but files deletg
on the virtual removable drive did not go to thecyRde Bin

(removable media do not have recycled folders ¢ked] 2005)).

Deleted Files

Deleted files could not be found gian offline analysis.

The Registry

The Registry was available during ttiknefanalysis.

User folders

The path for ‘My Documents’ could beamged to the mounte
encrypted drive, however, only the Pictures andiMigdders were

moved and application data and other settings regdadn C:\.

Hibernation Files

The hibernation file was accessthiring an offline analysis.

Hidden Partitions

The hidden partitions were avédaturing an offline analysis.

Free Space between Partition

S

The free space bepattions was available during an offline

analysis.

Table 14: Results froi@ryptainer
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Summary of Virtual Disk Encryption

All plaintext data created on the virtual disks vearypted and no original plaintext
was available. Also, when temporary files were piztl on the encrypted virtual
disk they were not accessible. However, any plaintdata duplicated outside of the
encrypted virtual disk was accessible to an offanalysis.

Regarding the availability of data that could Ised for password attacks, the
pagefile could not be configured successfully tside on the encrypted virtual disk.
While the option could be set for it to be on auat drive, the pagefile was never
actually generated since it was generated befoeevittual disk was mounted.
Therefore, data from the pagefile could be usedofmsword attacks. Th&indows
Registry was also available, allowing attacks tertmeinted to determine tW¥indows
password which may help with determining the pasdvad the virtual disk. It could
also be used to identify the names and other metaudiles stored in an encrypted
container from lists of recently accessed filesoAlwhile some paths in user folders,
e.g. My Pictures, My Music could be moved to pdimtthe virtual drive, Internet
browser caches and other application data coultd@otoved to the virtual drive.

So while encrypted containers protect more locatiand are less likely to
leave plaintext on the disk, it is still possibte this to occur. Also many locations are
accessible that could assist in identifying passido the encrypted virtual disk or

metadata about the files on them.

4.4.4 Full Disk Encryption Results

CompuSec

CompuSeds a free Full Disk Encryption product faWindowsand Linux. After
installation and running through a wizard, the hdisk is encrypted. It also has pre-
boot authentication where a username and passweedsnto supplied before the
system will boot, shown in Figure 16. The resulsnf examiningCompuSeare

shown in Table 15.
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PC Security Suite

- All rights reserved

Please input your user ID or press F1 for Help.

User ID:

Licensed to: FREE CompuSec uw5.1 by CE-Infosys

Figure 16:CompuSe®re-boot authentication.

Location Results

Temporary Files All temporary files generated werd available to an offline
analysis.

Paging Files The pagefile was not accessible.

Slack Space Slack space (RAM or cluster) was nessible.

The Recycle Bin The recycled folder was not accessibl

Deleted Files Deleted files were not accessible.

The Registry The Registry was not accessible.

User folders User folders were not accessible

Hibernation Files The hibernation files were notemsible.

Hidden Partitions The partition structure was visibut random data was found (in
all partitions.

Free Space between Partitions  Free space wasralspted.

Table 15: Results fro@ompuSec.

BitLocker

BitLocker is the Full Volume Encryption feature built in &pecific versions of
Windows Vistalt uses the Advanced Encryption Standard (AESknarypt the
system partition using the Full Volume Encryptiorey\K(FVEK). The FVEK is
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encrypted with AES using the Full Volume Master KEWVMK). This key is then
protected in a variety of means, depending on tbderin whichBitLockeris used

(Microsoft, 2006b)BitLockeroperates in one of five modes, as shown in Table 1

TPM only This is the simplest scenario and the Volume Maseyr
is encrypted by a key protected by the Trustedfdéthat
Module (TPM). The system will boot with no user
intervention, but the disk is encrypted and will |be
inaccessible if moved to another system or viewithe
using another operating system (Microsoft, 200at)is
means that any disk image produced using standard
technigues will produce an encrypted image.
TPM & PIN Keys are protected by the TPM and a 4-20 digit PLiétn

also be entered with the function keys for evergtbar

-

when resuming from hibernation (Microsoft, 2006b).
TPM & USB Keys are protected by the TPM and a USB storag&eev
that contains a start-up key that must also beigealvfor
each boot (Microsoft, 2006b).

TPM & PIN & USB | This mode is only available aft&/indows VistaService

Pack 1 and offers “an additional multi-factar

authentication method” (Microsoft, 2008b).

USB only This can be used if a TPM is not enabled or not ptese
Startup keys are stored on a USB stick and must be
provided in order for the system to boot. In thise the
keys take the form of a 124 byte, hidden, read-dihdy
which by default has a file name of the format
XXXXXXXK-XXXX-XXXX-
XXXXXXXXXXXXXXXX.BEK, where X is a
hexadecimal digit (Microsoft, 2006c).

Table 16: Modes of BitLocker.

The following results in Table 17 are from runnidgndows Vista Ultimatevith
BitLockeron a virtual machine. Since the virtual machinedoot have a TPM the

system is configured in USB only mode. Howevertudl machines also do not
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recognise USB devices on start-up, and as a réseltrecovery key needs to be

supplied to boot the machine. However, this dogsffect the results.

Location

Results

Temporary Files

Temporary files generated on C:\ wereaccessible. Howevefr

since only the C:\ partition was encrypted, if temgpy files were
generated on F:\ they were accessible to an offliredysis.

4

Paging Files The pagefile on C:\ was not accesdibdevever, if a pagefile wa
generated on F:\ then it was accessible.
Slack Space Slack space on C:\ was not accesdiiblednld be accessed on

unencrypted partitions.

The Recycle Bin

The Recycle Bin of the encrypted ednivas not accessible b

could be accessed on the unencrypted partitions.

ut

Deleted Files

After files were emptied from the jRde Bin, if they were
originally on an encrypted partition then they wémaccessible
but it may be possible to access files deleted fannunencryptec

partition if the data was not overwritten.

The Registry

The Registry was not accessible.

User folders

The user folders were not accessible.

Hibernation Files

The hibernation file was not asdas.

Hidden Partitions

The hidden partition could not drecrypted and was therefo
accessibl#.

re

Free Space between Partition

S

The free space bepagtitions could not be encrypted and w
therefore accessible.

as

TrueCrypt V6.0a

Table 17: Results fromBitLocker.

TrueCryptis a “software system for establishing and mantg an on-the-fly-

encrypted volume” meaning that “data are autombyiescrypted or decrypted right

before they are loaded or saved, without any usgervention” (TrueCrypt, 2008d).

TrueCryptoffers a number of advanced features, includimiglém volumes, whereby

%% This has changed as Windows Vista Service Packahd other partitions can also be encrypted

(Hynes 2008)
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two passwords can be use to decrypt the volumedengypts prearranged innocent
content, the other the real contefftueCrypt has become a popular tool for
encrypting data with over 8 million downloads (Dexeer 2008) (TrueCrypt, 2008a).
At the time of writing TrueCryptis at Version 6.1a, having last been updated in
December 2008 (TrueCrypt, 2008f). From Version dn®ards,TrueCryptprovided
the option to encrypt the system partition/drivethwipre-boot authentication
(TrueCrypt, 2008f). The results from examining @@uypt 6.0a are shown in Table
18.

Location Results

Temporary Files All temporary files were not avaitato an offline analysis.

Paging Files The pagefile was not accessible.

Slack Space Slack space was not accessible.

The Recycle Bin The Recycle Bin was not accessible.

Deleted Files Deleted files were not accessible.

The Registry The Registry was not accessible.

User folders User folders were not accessible.

Hibernation Files Hibernation files were not acdess

Hidden Partitions The partition structure was visilidut all partitions contained
random data.

Free Space between Partitions  Space between @astitontained random data.

Table 18: Results from TrueCrypt.

Summary of Full Disk Encryption

These tests revealed a subtle difference betwekisk Encryption (FDE) and Full
Volume Encryption (FVE), where in the case RifLocker (a FVE product), only
volumes/partitions are encrypted, meaning that spla@text could be accessible to
an offline analysis on other partitions and betwegmamtitions. Use of Full Disk
Encryption meant that all partitions and the spasmveen were encrypted. However,
even the use of Full Disk Encryption did not meha entire disk was encrypted,
since code needed to decrypt the drive was acéessitherefore, Full Disk

Encryption encrypts all partitions and the spacéeétween, whereas Full Volume
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Encryption encrypts only the partitions. If thistinction is made between Full Disk
and Full Volume Encryption then there are actudile categories of encryption
product rather than four.

For all the Full Disk Encryption products examinea, plaintext data was
found to be accessible to an offline analysis. Also locations were available that
could have produced data that could be used tcchapassword attacks. However,
with Full Volume Encryption products it is possilifeat plaintext could be located on

the unencrypted partitions.

4.5EVALUATION

This chapter has categorised encryption produttsfive types based on the scope of
the encryption. It has considered how three ofelilgat approaches for gaining access
to encrypted evidence that were discussed in Ch&péee affected by the scope of
the encryption and therefore the category of prbduaise. The limited number of
approaches considered is due to four of the fivemareing approaches being
dependent on specific product implementations a thdividual investigation.
Research into these could therefore not be gesedalind in order to keep track of
whether particular approaches would be successfgiaming access to encrypted
information, it would be necessary to create a lwga of individual encryption
products. This would need to include informatiogtsias whether a product uses an
insecure algorithm, and could therefore be usedei@rmine if offline access to
encrypted data would be later possible. Producimg) maintaining such a database
has many potential problems including keeping thirimation up to date and
controlling access. This is considered to be oat$id scope of this research. There
are also difficulties in generalising for approasihieat are investigation specific e.g.
persuade the suspect to provide decryption keysomme cases this may be possible,
but in others a suspect may be uncooperative. @meglithis is difficult and error
prone and therefore is not useful in determining lifve investigation preserves more

digital evidence in accessible form than relyingofitine approaches.
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The remaining approach of surveillance is likaybe generalisable based on
the scope of the encryption in use, e.g. it mayb®possible to install surveillance
software when Full Disk Encryption is in use. Howewhis is not considered in this
research since there is limited public informatnsoftware surveillance techniques
in use, and in all cases hardware techniques aslipe.

This chapter has also assumed that if encryptédkeese is preserved in a
form that is accessible then completeness has ineezased. However, this has the
limitation of failing to consider loss of evidendee to live techniques applied, which
is considered in Chapter 5.

4.6 CONCLUSIONS

This chapter has shown that there are differerdgeaites of encryption software that
can be found on a system. Broadly speaking, eaegag leaves different locations
available to an offline examination. It has exardirtee four categories in literature
and found a subtle distinction that means Full Cisicryption should be separated
into Full Disk Encryption and Full Volume Encryptiowhich encrypt the entire disk
#or entire partition respectively. Therefore, fivaegories of encryption product have
been identified.

Section 4.4.1 showed that the use of manual filerygrion means that any
data that has not been manually encrypted can beniegd by an investigator.
Furthermore, the manual decryption process preveats/ files from being encrypted
in this way. If manual encryption is found on atseys then a significant amount of
information is available in order to attempt torgaiccess to the encrypted material.
Furthermore, for the three products examined, ifadaas available to a live
investigation, if the power was removed insteagp@fforming a live acquisition, the
unencrypted data would still be available. This wasause the temporary copies of

the encrypted data were stored as files on the disthe system. However, it is

% With the caveats discussed earlier about the softwieeded to decrypt the drive remaining
unencrypted.
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possible that other single file encryption produsisild store data in memory instead
of on disk. Therefore, it may be possible thatva investigation is not necessary for
this category, but this is likely to be productafie.

Section 4.4.2 showed that folder based encry@lmws a folder to be given
the ‘encrypted’ attribute, meaning that all filesa&ted or moved to that folder are
automatically encrypted. While there are limitatido the files and locations that can
be encrypted in this way, the limitations are fawér than for manual file encryption.
Due to the folder encryption implementation thatswexamined EFS the keys
needed to decrypt files are stored on the systateninvestigatioff, albeit encrypted
using the user’s logon password as a key. Theréfi@reecurity oEFSprotected files
is dependant on the password used by the suspmexgwBrd cracking software such
as OphCrack (Objectif Sécurité, 2008) an@ain (Oxid.it, 2008) can be used to
perform dictionary, brute force and rainbow taliaeks on the password hash from
the Registry in an attempt to recover it. Once ghesword is obtained, this can be
used in conjunction with the encrypted versionhaf tiser’s private keys stored in the
Registry to gain access to the encrypted files.r8foee, attacks oiEFS encrypted
files (the only folder based encryption examine) possible, but are dependent on
the strength of the password used and the spesdfitngs of how the password
hashes are storéd

Virtual disk based encryption prevents acceshémtaintext of files stored on
the virtual disk and the original copies of filee2 anot accessible since files are
automatically encrypted when they are created $&mtion 4.4.3). Also no temporary
files were generated by the decryption processesifata is decrypted in blocks into
memory as it is needed. However, temporary filegipced by other applications, if
generated outside of the container, may be acdegsilan offline analysis. Since the

pagefile cannot be encrypted in this way, uneneymtata may also be found here

% Only if the machine is not part of a domain, inisthcase there may be cached password hashes
stored in HKLM\SECURITY\CACHE\NL$1 to NL$10 and a tdanary attack can still be used (Pilon
2005, Irongeek 2008)

" See Hargreavest al. (2008) for details of the differences between wasd cracking orwindows
XP andWindows Vista

115



Chapter 4

and in the hibernation file. There are also opputies for password recovery from
the pagefile and hibernation file, along with se¥ereas in the user data folders, e.g.
browser cache, which were not relocated when thg Dbcuments’ folder was
moved to the encrypted virtual disk. It may be gdeso move some application data
to an encrypted location, but this would need tontsnually configured inside the
software in question. The&/indowsRegistry was also available, potentially allowing
names of files created inside the container to b&ined from lists of recently
accessed files or programs run. Therefore, thesomse information available that
could be used to launch attacks on virtual dislebBamncryption products and success
of these attacks is based on the password usethdovirtual disk and on which
applications have been used to open the encryatied d

This research has highlighted a difference betweaéhVolume and Full Disk
Encryption. In Section 4.4.4 it was shown that feull Volume Encryption
information on the partition that is encrypted nad¢cessible. However, if there are
multiple partitions and the other partitions are eocrypted then there may be
temporary files available or information that cam used as the basis for intelligent
password attacks. Volume slack is also availablehvinay contain information from
previously deleted partitions that could be recedeHowever, it is also possible that
Full Volume Encryption could be used with only agde partition which fills the
disk. In this case the situation is the same akFsk Encryption.

Full Disk Encryption is also discussed in Sec#b#.4. Full Disk Encryption
products prevent the offline approaches considéeseé from being used. In some
cases a password attack could be launched, bugkatltht has been fully encrypted
cannot be used to recover information upon whickatmch an intelligent password
attack. The success of offline approaches is therghuch less likely when Full Disk
Encryption products are in use. Even with the thiiciion of legislation requiring the
disclosure of keys (United Kingdom, 2000), somedpais even offer duress
key/hidden operating system functionality allowinoge key to disclose the true
operating system and another to reveal a fals¢ToeCrypt, 2008c). There are other

practical approaches, for example, locating unetedy copies of backup data or
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locating recovery keys on paper or CD that allow thecryption of the drive.
However, these are case dependent, product spetificare not guaranteed solutions.
Therefore, in some cases (particularly Full Voluamel Full Disk Encryption)
offline approaches have been demonstrated to hkelynito succeed and in these
cases the completeness of the preserved evidetideevgignificantly reduced. Even
with other product categories, the success ofn&#fapproaches is dependent on what
applications have been used to access encrypteéent@nd the strength of the user’s
password. Therefore, predicting whether it is guesio access encrypted data offline
involves many variables and is difficult and prdoesrror. As discussed in Chapter 2,
live acquisitions can be used to acquire encrypl&d in a form that is accessible.
Live investigations are therefore an effective rodtbf preserving evidence that may
otherwise not be accessible, and therefore careaser the completeness of the
preserved evidence. However, live investigatiores raot perfect solutions since live
tools and techniques are intrusive, meaning they timake changes to the system
under investigation. Since the requirement statasitt should be possible to assess
which evidence is preserved and which is lost, #®maximum amount of digital
evidence relevant to the investigation should beservedthe need tassess what

evidence is overwritten by performing a live invgation is discussed in Chapter 5.
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CHAPTER 5. COMPLETENESS AND INTRUSIVENESS

5.1INTRODUCTION

The completeness requirement described in Chamtat8s thait should be possible
to assess which evidence is preserved and whidstisalso the maximum amount of
digital evidence relevant to the investigation ddobe preservedThe previous
chapter demonstrated that during digital invesitget involving encrypted evidence,
a live response can preserve significantly morelende than a traditional ‘pull the
plug’ investigation. However, if a live investigati is performed then changes will be
made to the suspect’s system since live techniguesnherently intrusive. This will
result in some data being overwritten and thereliose Since the requirement states
that ‘it must be possible to assess which digitadlence is preserved and which is
lost’ it is therefore necessary to be able to daeitee which data has been overwritten
by using live investigation techniques on a systéhe ability to assess this also has
implications for preserving the maximum amount efevant digital evidence on a
system since different live techniques will mak#éedent changes to the system. As a
result an investigator needs to know the likelynges that will be made to the system
in order to determine the most appropriate techeithat will overwrite the least
relevant data in the current investigation. Thisapter develops a method for
monitoring the changes made to test systems bytdioks and techniques. The results
of such experiments can assist an investigatorsgessing the changes made to a
system post-live investigation, and can also previde knowledge needed for
investigators to determine the most appropriaterswf action during a live

investigation in order to preserve the maximum amad relevant digital evidence.
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5.2BACKGROUND

5.2.1 Introduction

In addition to the explanation of the completenesguirement mentioned in the
introduction, Chapter 3 also discussed that in aitional digital investigation,
completeness can be assessed by adhering to gegléhat predetermine the scope of
the investigation, i.e. by removing the power frartive machine the contents of the
hard disk are exactly preserved, but the contdmseonory and other volatile data are
lost. The previous chapter showed that performirigaditional digital investigation
when encrypted evidence is present may not resulthé maximum amount of
relevant digital evidence being preserved if offlaccess to encrypted evidence is not
possible. It also explained that performing a liweestigation can preserve encrypted
evidence in an accessible form, and can therefureease the completeness of the
preserved digital evidence. However, live invegtass will cause changes to the live
system and as a result some data will be overwritied therefore lost. This is
unavoidable since live digital investigation tecjues are intrusive, meaning that they
change or overwrite potentially relevant digitaldmnce. There is no simple way to
prevent changes to a live machine, since the Wtdeking approach (that physically
preventing writes from being made to the disk) udged traditional digital
investigations cannot be used during live invesiigs. As a result there is “no way
to avoid making changes, since in order to conduote examination it is necessary
to deploy tools on the live system to capture data, such tools will make changes to
the running system” (Sutherlaed al., 2008). The amount of change caused will vary,
depending on hardware and software configurativigag, 2007), but even when just
attempting one of the simplest of live responsesjuasing a memory image, “no
software tool is capable of capturing the imagenefnory without, by the very act of
its own execution, changing the content of memdHgiebneret al, 2007).

The completeness requirement from Chapter 3 specihat it should be
possible to assess what evidence has been losglsmthat the maximum amount of
digital evidence that is relevant should be presgr\fherefore, the changes caused by
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using live tools and techniques should be capalbldeing assessed. Also an
investigator should be able to determine which ligehniques will minimise the
amount of potentially relevant digital evidencettisaoverwritten and therefore lost in

individual investigations.

5.2.2 Existing Solutions

It is suggested in Request For Comments (RFC) 322in order to minimise the
loss of digital evidence, collection should be parfed in ‘order of volatility’
(Network Working Group, 2002), collecting the mesitatile first, working towards
the least volatile. An example order of volatilisyprovided in RFC 3227 for a typical
system:

* Registers and cache

* Routing table, arp cache, process table, kernttita, memory

* Temporary file systems

» Disk

* Remote logging and monitoring data that is relevanthe system in

question
* Physical configuration, network topology

* Archival media

Collection in this way attempts to minimise theslad digital evidence by acquiring

data in a particular sequence. However, it does adiress the need for an
investigator to be able to assess which evidensebkan preserved and which has
been lost due to the techniques used, i.e. expleEnconsequence of their actions
(ACPO, 2007).

The need to assess what has been lost is explain&@PO (2007) as “[an
investigator] must be able to give evidence expiginthe relevance and the
implications of their actions”. It also states thay profiling the forensic footprint of
trusted volatile data forensic tools, an investigatill be in a position to understand

the impact of using such tools and will therefopegider this during the investigation
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and when presenting evidence”. ACPO (2007) doessaggest any specific means
for determining the footprint of tools; howevercdn be achieved by monitoring the
changes made in test environments. If other liteeais consulted, there are a number
of techniques that can be used to monitor a tesésyand to record changes made by
running a tool or performing a particular technigUéese are described in the

following section.

5.2.3 System Monitoring Tools and Techniques

This section describes three current tools andniqoks that can be used for
monitoring changes to a system and that could leel s a test environment to

determine the forensic footprint of live investigattools and techniques. The section
concludes with a summary of the limitations of thdwee techniques.

Live Logging Tools e.gFilemon, Regmon Procmon

The live system monitoring toolilemon and Regmon(Russinovich and Cogswell,

20064, b) can be run on a live system and useddard events relating to the file
system and Registry respectively. The use of thieets has been described for
monitoring changes to a system when dynamicallylyamgy malicious software

(Carvey, 2005). They can also be used during digiteaestigation research to
investigate possible locations of artefacts left pgrticular pieces of software
(Dickson, 2006a, b, ¢, 2007, van Dongen, 2007).s&hmonitoring tools install

drivers to log events, for exampklemon installs flem.sys which attaches to the
device object for the mounted file system and o#pts and records file system
requests (Russinovich and Solomon, 2005 p.706xeStiney all install drivers, they
therefore make their own changes to the systemareynonitoring.

The successor tdrilemon and Regmonis Procmon (Russinovich and
Cogswell, 2008) which works in a similar way buteo$ a number of improvements,
including simultaneously recording both file systamd Registry changeBrocmon
records a massive amount of data in the form adrestve logs containing details such
as the time of the event, process name, operatidormed, path, etc. To illustrate the
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extent of these logs, a run on an idlendows XFsystem for 1 minute generated a log
containing over 14,000 events. To process thege lags, advanced filters which
form part of the software can be used to reduceldhge and monitor individual
events, files or any other detail of interedBtocmonwas used in Evans (2007) and
Sutherlancet al (2008) to document changes made to test systgregrbe live tools,
including: memory acquisition tools, e.dd;, network status tools, e.@port; and,

system status tools, eginfa
Forensic Package and Sort by Modification Date

Another technique that can be used to detect clsamgade to a system by
tools,techniques or malware under examination figr ahe event, to conduct an
examination of the disk of the test system usinrgrisic software and to sort files on
the disk by their attached metadata, i.e. modibeatdate. This can be used to
highlight files created and modified on the systeithin the time period in which the
test was conducted. This technique has the advawatdgeing unintrusive since it can

be run retrospectively on a disk image from theéespsunder examination.
InCtrl5

InCtrl5 is a piece of monitoring software that allows teeording of changes made to
a system during the installation of new softwarailf@king, 2000). ThénCtrl5
program requires installation prior to monitoring@ftware installation, but is then
able to record changes “by running installationgpams from within its tracking
system” (Rubenking, 2000). It can also be used daitar other changes to a system
by creating snapshots before and after a certaionadnCtl5 produces a HTML
report that reports Registry and file changes,uidiclg the stated modification date

and size.
Limitations of these techniques

Both the live logging tools and the snapshot baggaztoach ofnCtrl5 are intrusive,

since they run on the system being monitored. Thesmns that to determine the
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changes caused by the tools being tested, it isssacy to filter out the changes
caused by the monitoring tools themselves. Thisbemaperformed either by the tools
monitoring their own changesPiocmor, or by examining accompanying
documentatiofi (InCtrl5). The other issue with intrusive monitoring to@sthat if
changes to the memory of the test system are &lsterest, e.g. how much data in
memory has changed, the running of live monitotimgjs makes this impossible to
ascertain without running additional tests.

The only un-intrusive technique described is th@t'®y modification date’
technique, which has the separate problem of rglgim Modified Accessed Created
(MAC) times. This is a problem since, as Carried02 p.12) points out, there is
essential and non-essential data on a system, wekeential data must be accurate in
order for the system to function. Dates and timeforunately fall into the non-
essential category and can be easily modified witladfecting the operation of the
system. This is particularly problematic in malwaamalysis since deliberate
alterations of dates and times could take placeavoid detection. ThdnCtrl5
snapshot based monitoring technique also has thiation of failing to record
changes that are made after the first snapshatreutindone before the second, e.g.
the creation and removal of temporary files betwseapshots. Als&®rocmonhas
been found to sometimes miss certain changes teystem being monitored, e.g.
files related to restore points (Hargreaves, 2007).

Since all monitoring methods can miss changes,hangiroblem with these
techniques is that it is difficult to validate tresults from a single monitoring method.
Also, no documented testing of any of the currenhhiques could be found, despite
Procmon being used extensively for system monitoring, eventhe forensic
computing community. This lack of testing may bes da the challenges involved
with attempting to test these monitoring techniquiethe tools are used concurrently
on a system, attempting to compare the resultéfisudt since they produce output in

very different formats that is difficult to croskeck. Also, since two of the

8 The modifications caused by the installationim®rtl5 are listed in the accompanying readme.txt
included with the installation program. HoweverCtr5 does not monitor its own installation changes
(Rubenking, 2000).
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techniques are intrusive, if tools are run conautlye it then becomes necessary to
filter out two sets of changes from the reportsegated by the three techniques.

Nevertheless, validation such as this should béopeed since, as described
in Carrier (2003), it is important to verify thestdts from any digital investigation
tool, which can be done either manually or usingexond tool. While these
monitoring methods are not digital investigatioml$y if they are used to profile
changes made by live investigation tools and tephes, the results could be used to
determine if the techniques overwrite potentialglevant digital evidence and to
determine the best course of action for a live stigation. It is therefore important
that the results are correct and comprehensivetaydshould therefore be verified to
the same extent as results from digital investigaéind forensic tools.

If monitoring methods fail to record changes tha&t made to the system, the
investigator will be unaware of potential digitalidence that will be lost due to the
live techniqgues and may perform an investigatiod amerwrite relevant evidence.
Also, if changes are recorded that are caused dymnbnitoring techniques and are
wrongly attributed to the live investigation tectues, then an investigator may
choose not to perform a live investigation wheeoiild have been used, and therefore
digital evidence that could have been preservetgusie techniques may be lost.

So, while these limitations are not as significemtprevious uses of system
monitoring (e.g. indicating where evidential art#$aof software may reside), for the
purpose of profiling a live technique’s footprinh @ system these limitations are
relevant and it is important to know that the chesgecorded in tests are correct and

comprehensive.

5.2.4 Summary

Live investigation techniques are inherently iniwvasi.e. they will make changes to
the system under investigation. This could affbet tompleteness of the amount of
potentially relevant digital evidence that is presé. To minimise this loss, evidence
can be collected in order of volatility. Howevdrist does not address the need of an

investigator to identify and quantify the evidertbat has been lost due to the live
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techniques used, i.e. to explain the consequenicéisew actions. It also does not
address the subtle differences in the data thaveéswritten by using different live
techniques. In order to do this, monitoring teches can be used on test systems to
determine the changes that investigators are liteelpake to a system due to the use
of live tools and techniques.

Monitoring a system can be performed using a nundfemethods: live
logging tools such aBrocmon sorting files by modification date; or using aapahot
approach such amCtrl5. However, individually these techniques have latans
that could result either in changes failing to beorded or additional changes being
recorded that are due to the monitoring methodf.itéé¢hile these changes are not as
significant for previous uses of system monitorimdien used for determining the
changes made by live investigation tools and pngfitheir footprints, a more robust
methodology is necessary.

5.3METHODOLOGY

5.3.1 Introduction

This section describes the methodology used inctegpter. As shown in the previous
section, it is necessary to determine the changadenmo a system due to live
investigation tools and techniques. This infornmatienables an investigator to
determine what course of action to take (i.e. whmhthods to use) during an
investigation in order to preserve the maximum amad potentially relevant digital
evidence. It also assists an investigator in asspsghat digital evidence has been
lost after the live investigation has been perfatmEhese aims can be achieved by
profiling the footprint of live tools, i.e. determing what changes they make in a test
environment. Existing methods of monitoring changesa system were described in
the previous section, but they were all shown teehbmitations, including their
intrusive nature and the difficulty comparing resurom different methods. In this
section, first the general methodology used to tilerchanges caused by live
investigation tools and techniques is outlined,luding the justification for the

‘footprinting’ approach. Following this, the seleat of live tools and techniques that
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are profiled is explained. The actual developmehtaonew system monitoring

technique is described later in Section 5.4.

5.3.2 General Methodology

This chapter has so far explained the need to mé&terthe changes caused by live
tools and techniques in order to assess what beyitdence has been lost, and also to
allow the most appropriate course of action to desh during a live investigation.
Determining the best course of action in an ingagion is a function best performed
by the investigator, due to the specific requiretaai each individual investigation.
However, it has been shown that it is possible tonitor live tools in a test
environment and document the changes they causeg Uke results of tests
performed, an investigator will be able to combthe information gained from
testing tools with their knowledge of the specifse to more effectively determine
the best course of action in an investigation. Alsonitoring of live tools in a test
environment will allow an investigator, post-livavestigation, to more effectively
determine what changes were made. This is becaos&aring test environments
will provide a greater understanding of changes mleamally occur on a system and
changes that are likely to be attributable to liwels. The research in this chapter
therefore focuses on identifying changes causeektasystems by live tools.

As explained in the previous section, there axeerse existing methods for
monitoring systems which could be used to identif\anges caused by live tools.
However, as explained earlier, they have limitatjomcluding the possibility of
missing changes, the results being difficult torelate, and consequently the results
being difficult to validate. So, while the reseaiichthis chapter is concerned with
identifying changes to test systems, it specificdicuses on developing a new
system monitoring methodology that overcomes tmaitdtions of the existing
techniques. Therefore, while individual resultatirtesting live tools will be obtained
in the course of evaluating the new methodologg,rittain aim is the production of a
methodology that will allow changes to be identlfia a test environment.
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Although building a catalogue of the footprints lafe tools is outside the
scope of this research, a range of tools will betetd in order to evaluate the
effectiveness of the methodology. This testing aiiflo provide a starting point to the
rigorous testing that is necessary for the extenad ever changing range of live
tools and techniques on a number of operating syst® a number of different
configurations. The choice of initial test scenaris described in the following

section.

5.3.3 Testing Live Tools and Techniques

The methodology developed in Section 5.4 is usqudble the footprint of a number
of live tools and techniques in a bas¥iindows XP SP2nvironment. This section
describes the choice of live tools and technigbesdre tested.

Live digital investigation techniques are testedsduh on the overall
methodology for running live investigation toolssdebed in Wait (2006), which
involves:

1) establishing a trusted command prompt;

2) establishing a method for transmitting and stpthe collected information;

3) running various tools and creating hashes obthput.

The first stage is establishing a trusted commandhpt from which to launch tools.
However, live tools may not necessarily be laundhetthis way since some tools are
launched directly, e.g. thenCase Enterprisserviet and=TK Imager Therefore, a
number of different means of launching a progras @nsidered. In this research
three techniques are investigated: double clickimgxecutable; using Start->Run and
typing the path and program to be executed; and fivally opening a trusted
command prompt and launching a program from it. fwomg is performed from the
point at which the prompt is already running, idenrto see the effect of launching
programs from the prompt, not of launching the pgooitself. All of these techniques
are tested by running simple ‘hello world’ programsich are compiled in both 32

and 16 bit environments usiMisual StudicandDJGPPrespectively.
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Secondly, changes are investigated that are cdnyseonnecting to the system
in order to enable the transmission or storagecqti@ed data. Figure 17 shows the
back of a PC and some common interfaces are higklig In this research the
changes caused by connecting with USB and Fire(i#EE 1394) are considered
since USB is a popular interface for storing livegaired data and Firewire is of
interest due to its direct memory access which lbarused for memory imaging.
Connection via USB in this research involves attagta USB thumb drive to the
monitored system. For the Firewire connectiohjraux based laptop is configured as
it would be to perform Firewire memory imaging (dating aniPod, as described in
Chapter 2). In addition to making the Firewire cection, an image of the system’s
memory is also obtained over the connection. Intemidto these connections, since
live investigation tools should be run from a statnedia (Adelstein, 2006) the
changes caused by inserting a CD-ROM into a systeninvestigated. Connection
via Ethernet is not considered in this researcbesonly limited testing is performed
to demonstrate the use of the developed methodptogl since USB and CD-ROMs
are popular tool delivery methods, and Firewir@fisnterest due to its potential for

memory imaging, these interfaces were prioritised.
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uUSB

Serial

Parallel

Firewire

Ethernet

Figure 17: The back of a PC with common ports hégtied.

The final stage in Wait (2006) is running varioasl$ to obtain information from the
live system. Since changes caused by the operatystem when programs are
launched are investigated in an earlier stage, fihisises on changes caused by
specific software that may be run as part of a liweestigation. As described in
Chapter 2, much of the information that can beiabthusing live analysis tools such
aspstoolsandfport etc. can now be obtained from acquired memory duaidive
systems. Therefore, these experiments includenfigenory acquisition tools such as
dd and Fast Dump and also results from monitoring some live analysols which
are taken from thelelix live CD

In addition, before these three live investigatsteges are monitored, systems
are examined in an idle state to determine backgt@hanges that occur normally on
a system. For this, test systems are set up andlleffor 10 minutes, 1 hour and 24
hours. A list of background changes is produced Bndised to exclude these
background changes from the later tests.
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5.4DEVELOPMENT OF ASYSTEM MONITORING METHODOLOGY

5.4.1 Introduction

As mentioned in earlier sections there are a nunobdimitations of the currently
available system monitoring techniques. These delthe intrusiveness of the
monitoring tools, which means it is necessary foas&te out changes caused by the
monitoring tools themselves and those caused biettteiques under test. They also
include the risk of missing changes, either dudiles being created and removed
between snapshots, or relying on non-essential ttasalso difficult to compare the
results between different methods. This sectioncriless the development of a

methodology that overcomes these limitations.

5.4.2 Overall Approach

The overall approach uses virtualisation to exanthanges made by the live
investigation techniques under test (the advantafjestualisation were discussed in
Chapter 1). The technigue combines the approackssrided earlier, with a
significant modification to the snapshot based apph. This modification is that
instead of creating snapshots on the live machimteutest (as withnCtrl5), virtual
machines (in this caséMware) are used so that snapshots can be created ehtine
machine at particular states from outside the enwrent under test. This provides an
unintrusive option for monitoring a test systemeThodified snapshot approach still
suffers from the limitation of missing changes tha¢ made and undone between
shapshots, however, this problem is addressed dwy rahningProcmoninside the
virtual machine between snapshots which will reaftadthanges made, including the
ones missed by the snapshot approach. This pretlentgpproach from being fully
unintrusive, but since only one intrusive techniggiesed, and this can be monitored
in separate tests, it is possible to filter out thanges caused by this single intrusive

method. In addition, the snapsHStscreated in this way are much more

29 The snapshots discussed here should not be confiifethe VMWare ‘Snapshot feature’ which
creates a reference point in a virtual machine&ohy, from which point changes are stored to a
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comprehensive than other approaches since the eligik and memory of the virtual
machine is duplicated before and after the evenhgbenonitored. This full
duplication of the disk allows different techniquies be applied retrospectively to
determine the differences between the two snapsisoise it separates out data
collection and analysis, which are discussed ini@ex5.4.2 and 5.4.3 respectively.

5.4.2 Data Collection

For each tool or technique to be monitored, a dapdi of a baseline virtual machine
is created. The duplicated virtual machine is bod@ad configured to the state just
prior to where changes to the system are to be toredi. The following steps

describe the rest of the process.

1. At the point at which changes needed to be mordt®recmonis launched.
However, it is not yet set to log changes. Theugirtnachine is paused.

A duplicate is created of the virtual hard disk filvmdk).

A duplicate is created of the virtual memory filengem).

The virtual machine is resumed.

TheProcmonlogging is started.

The action/connection under test is performed.

TheProcmonlogging is paused.

The virtual machine is paused.

© © N o 00 s DN

A duplicate is created of the virtual hard disk filvmdk).

10. A duplicate is created of the virtual memory filenjem).

11.The virtual machine is resumed.

12.TheProcmonlog is saved (including all events) aR@cmonMonitoring Log
(PML) file.

separate file rather than the machine’s virtuak.didhe snapshots used here refer to manually cteate
full duplicates of the files representing a virta@chine’s disk and memory (.vmdk and .vmem).
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For simplicity, the copying of the files needed tbe before and after snapshots is

performed by before.bat and after.bat batch filé® latter is shown in Figure 18.

[P after.bat - Notepad

File Edit Format Wew Help

copy "wWindows XP Professional-flat.vmdk"™ after
copy "windows xP Professional.wmdk" after
lccnp}-f "= _ymem" after

Figure 18: after.bat, which is used to simplifyatien of snapshots by copying the .vmdk and .vmites fo the ‘after’

subfolder.

The Procmonlogs are recovered from the virtual machine bynemting a USB

device and saving the .PML file to it, since changaused by connecting the USB
stick are not relevant at this stage since theeranapshot disk image records the
state of the machine before these changes are madeefore, for each test, the

following data is produced.

\before\Windows XP Professional-flat.vmdk The hdigk image before the event took place.
\before\mem.vmem The memory image before thetdwek place.
\after\Windows XP Professional-flat.vmdk The haiskdmage after the event took place.
\after\mem.vmem The memory image after the etgait place.
logfile.pml AProcmonlog file of the live changes that

took place on the system.

5.4.3 Data Analysis

Once the experimental data is collected, it needset processed to produce lists of
changes caused to the systétrmocmonlogs (PML files) already consist of a list of
changes; however, it is still necessary to protess in order to convert them into a
format that can be combined with other methodsclvisimplifies later analyses. The
disk images created before and after the eventruadealso require analysis in order
to extract lists of changed files. The processihthe Procmonlogs and also the two

techniques that are used to extract file and Registanges from the before and after

disk images are discussed in the next three suimssc
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ProcmonLog Processing

Due to theProcmonlogs being saved in their complete form, i.e.udahg all events,

it is necessary to filter them to highlight the allst that are relevant. To do this, the
saved PML logs are loaded into a versionRsbcmonon an analysis machine.
Procmonfilters are applied so that the logs are reducedhow only the relevant
events. Different filter sets are used to separatiebw changes to files and changes to
the Registry. File writes are filtered using thep&dation = WriteFile’ filter, which
records any event where data is written to filesgiBtry changes are also filtered by
the ‘Operation’ field, where events that causeesgrio the Registry, e.g. creating keys
and setting values, are included. The full lisRafgistry operations with descriptions
is available in Microsoft (2008c) and the filtersed to detect changes are:
RegCopyTree, RegCreateKey, RegCreateKeyEX, Reggkent ransacted,
RegDeleteKey, RegDeleteKeyEx, RegDeleteKeyTraesacRegDeleteKeyValue,
RegDeleteTree, RegDeleteValue, RegFlushKey, Red{e&ad RegRestoreKey,
RegReplaceKey, RegSaveKey, RegSaveKeyEx, RegSetieghix, RegSetinfoKey,
RegSetValue, RegSetValueEx and RegUnloadKey. Qtfaer the filters mentioned
here, the defauProcmonfilters, which exclude $MFT, exclude Pagefile antters,
are removed. After application of the filters, thesets of the results are exported to
Comma Separated Value (CSV) files, named filesars¢t reg.csv. Since the logs
record all changes as they occur, writes to arviddal file or Registry entry can
occur multiple times and therefore appear more trare in the logs. While the time
of the event may be useful, for this method, onsummary list of files and Registry
entries that have been changed is necessary. dherghe two CSV files are
processed using Rerl script to remove fields that were not needed e of the
event, sequence number, etc. and also to removeakgpentries so that each file and

Registry modification appears only once in the ltasu
Snapshot comparison technique

This technique identifies changes to the file systgy traversing the file structure,
calculating and outputting an MD5 hash of eachditeountered. By generating these
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lists of hashes it is possible to determine filaatthave changed between the
shapshots. To obtain hashes, the disk images adgnefore and after the event are
mounted on the analysis machine and the todbdeepKornblum, 2008) is used in
recursive mode to output the hashes of the filagr@ are a number of ways to mount
disk images: on &inux system using the built in mount command, orVédmdows
using specialist software such &sount Image Pro(GetData, 2008) or using
VMWarés disk mounting tool (VMWare, 200%) In this research the latter is used.
The use oimd5deepproduces lists containing MD5 hashes followed Hy t
full path of the file. These can be compared udifigdows’fc.exeor Linux’s diff, but
these tools are not specifically designed for otlitpg a list of files that have different
hashes, and in the output of the tools, each chengandwiched between lines that
do not contain changes. Therefore a shetl script was developed and used to
compare the two lists and to report those filest thave changed between the

shapshots. The output faf exeand the developed script is shown in Figure 19.

weww® 11\ \ SYSTEM_CHANGE", \HELIX_SOMETHING'\RESULTS'\BEFORE‘\hashes. txt
2f3cdc1dB98fd25b2547F 5bfeb01fd0d  WINDOWS/winnt256. bmp
Only —» 30f4afca?443fa9899ea3d6d1500391d WINDOWS,/Windowsu date.'log
) 5a5cff37f1bd0f86bobdaad7a9445882 WINDOWS,/Windowsshell.Manifest
WindowsUpdate.log #####% 73:%\SySTEM_CHANGE"\HELIX_SOMETHING'RESULTS AFTER\HASHES. TXT
2f3cdcl1d898fd25b2547 T 5bfeb01fd0d  WINDOWS/ winnt2536. bmp
has changed . ,37ca325fe39a8d4b47be993b0990F2c  WINDOWS/Windowsupdate. log
5a5cff37f1bd0of86bobdaad7a9445882 WINDOWS, Windowsshell.manifest

Documents and Settingsh\Chris‘\NTUSER.DAT

Documents and Settingsh\Chris\ntuser.dat.LOG
PAGEFILE.SYS

WINDOWS\system32'\configisoftware. LOG

WINDOWSY system32' config\AppEvent. EVE
WINDOWS'\system32hconfiglSOFTWARE

WINDOWS' system32'\whem\Logs\wmiprov. Tog

WINDOWS \ WindowsUpdate. Tog

WINDOWS Prefetch\WUALUCLT. EXE-399A8E72. pf
WINDOWS\Prefetch \WMIFRVSE. EXE-28F301A9. pf
WINDOWS'PrefetchPROCMON. EXE-13F2CDD6. pf

WINDOWS SoftwareDistribution'\Datastore\Logs'edb. 1o
WINDOWS' SoftwareDistribution'Datastore'Logs'edb. chE
WINDOWSY SoftwareDistribution\Datastore'\Datastore. edb

Figure 19: Changes made between snapshots displatfeft.exe(top) and the developdrkrl script (bottom), the latter

produces a cleaner, simpler list of changes.

% This requires a workaround where, the .vmdk filet tonfigures the virtual hard disk is duplicated
and manually edited to reference the location efrtew duplicate virtual disk.
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Contents of the Registries from snapshots can tract&d using theeg.pl script from
Carvey (2007b p.134). This script extracts the eotst from Registry hives in the
form shown in Figure 20.

4 $$$PROTO. HIV'\Microsoft\windows \Currentversion

LastWrite time: wed Sep 12 10:33:02 2007
--> DevicePath; REG_EXPAND_5Z; %systemRooti\ inf
--> MediaPathunexpanded; REG_EXPAND_SZ; %5SystemRoot¥ \Media
--> SM_GamesName; REG_SZ; Games
--> sM_configureProgramsName; REG_SZ; Set Program Access and Defaults
--> ProgramfFilesDir;REG_SZ;C:\Program Files
--> CommonFilesDir;REG_SZ;C:\Program Files‘\Common Files
--% ProductlId;REG_SZ;76487-338-5610986-22153
--> wWallPaperDir; REG_EXPAND_SZ; ¥Systemroot®\Web'\wallpaper
--> MediaPath; REG_5Z; C: \WINDOWS \Media
--> ProgramFilesPath; REG_EXPAND_SZ;%ProgramrFiless
--> SM_ACcCessoriesName; REG_SZ; ACCessories
--> PF_AcCcessoriesName; REG_SZ; ACCessories

Figure 20: Registry contents extracted usiegpl.

As can be seen in Figure 20, the data extracted the Registry keys is difficult to
interpret and is considerably different to the fatrof theProcmonlogs, where each
key is listed in full (including the sub-key writte This difference makes comparison
with the Procmonlogs difficult, and as a result another developed script is used
to format the extracted Registry data. This sargiverts the extracted Registry data
into Comma Separated Value form so that it can beeraasily read and manipulated.
The output is of the forméatey, last written time, type, valuand due to its CSV

format it can easily be tabulated as shown in TaBle

Key Last Type Value

Written
HKLM\Software\Microsoft\Windows\CurrentVersion Wed Sep

12 10:33:02

2007
HKLM\Software\Microsoft\Windows\CurrentVersion\De&Path REG_EXP | %SystemRoot%\inf

AND_Sz

HKLM\Software\Microsoft\Windows\CurrentVersion\Me?ath REG_EXP | %SystemRoot%\Media
Unexpanded AND_Sz
HKLM\Software\Microsoft\Windows\CurrentVersion\SM aes REG_SzZ Games
Name
HKLM\Software\Microsoft\Windows\CurrentVersion\SM o@fig REG_SZ Set Program Access apd
ureProgramsName Defaults
HKLM\Software\Microsoft\Windows\CurrentVersion\PnagnFil REG_SzZ C:\Program Files
esDir
HKLM\Software\Microsoft\Windows\CurrentVersion\Conomf=il REG_SZ C:\Program  Files\Commagn
esDir Files
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HKLM\Software\Microsoft\Windows\CurrentVersion\Proctld REG_SZ 76487-338-5610986-22153
HKLM\Software\Microsoft\Windows\CurrentVersion\WBhper REG_EXP | %SystemRoot%\Web\Wallpg
Dir AND_SZ per
HKLM\Software\Microsoft\Windows\CurrentVersion\Mex?ath REG_Sz C:\WINDOWS\Media
HKLM\Software\Microsoft\Windows\CurrentVersion\PnagnFil REG_EXP | %ProgramFiles%

esPath AND_SZz
HKLM\Software\Microsoft\Windows\CurrentVersion\SM céess REG_Sz Accessories

oriesName

Table 19: Registry contents formatted to CSV forashg the developederl script displayed in table form.

Using this simpler CSV format, the differences bedw the Registries extracted from

the before and after disk images can be more edsihified using another script.
‘Sort by modification date’ based technique

As described earlier, it is also possible to ugerisic software to sort files from a
disk image by their modification date and to regbdse which changed during the
period in which the test was performed. To deteertime timeframe from which to
report file changes, the time could be manuallpreed from the system clock at the
point at which event monitoring begins. Howevers tban also be automated since
the virtual machine’s memory is duplicated in aidditto the virtual disk. This is
performed before and after the monitored event asithg the Volatility toolkit
(Walters and Petroni, 2007) it is possible to rezdhe system time from the memory
images automatically (using theatetime function of the Volatility toolkit)*:. A
challenge to using this Modified Accessed CreatddQ) times based approach is
that most forensic tools are used though a grapimtsrface which makes automation
of the process and outputting a specific formabregdifficult. However, The Sleuth
Kit (TSK (Carrier, 2009) (originallyLinux only but also now with aVindows
version) provides a series of command line toofsrézovering information from a

disk image. Using these tools, the ‘after’ disk gmacan be analysed using the

%1 The dates and times could also could be taken fnefrocmonlog.
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commandils -F -u -r -p -0 63 —m 32 which indexes all the files in the disk
image to a text file along with their metadata,aaged by ‘|, including MAC times,
(with Modified time in column 12, and Created tinre column 13). This file is
processed with &erl script to parse the output from fls, retrieve times from the
memory images usingolatility, convert them to the same format as in fls, amd th

filter the results by these times.

5.4.4 Data Correlation: Manual and Automated

As described above, all the outputs from the irilisi monitoring methods are either
generated or formatted usiferl scripts. This means that the format of the outputs
can be controlled so they are all similar and ¢eandfore be compiled and compared
to each other to produce comprehensive and vatidatults.

Since this analysis is repetitive, time consuming arror-prone, and since it
needs to be performed for all the experimental dali@cted, the process is automated
as much as possible. This is achieved by the dpredat of an automated toolkit
written inPerl, the structure of which is shown diagrammaticailyFigure 21.

%2 fls options do the following:
-F: files only
-u: display undeleted only
-I: recursive
-p: display full path
-0: image offset (63 sectors into physical diskdela

-m: display metadata, including MAC times
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‘ Analyse.pl
\hﬂ?ttgf VMSAT Procmon Log MAC Based
Disks Extract files, Formatting Analysis
registry and
memory from
before and after
Compare Files Reg Files
before and after

Files Reg

Generate File and Registry Summaries

HTML Report

Figure 21: Simplified architecture of fully autoradtresults processing and report generation.

The core of the automated analysis is tAmalyse.pl script which reads a
configuration file that contains a list of diredes in which generated experimental
data is stored. For each experiment directory sttrgot mounts the before and after
virtual disks and calls the developadrtual Machine Snapshot Analysis Tool
(VMSAT to extract the Registry and disk changes from tihe snapshots. The
Analyse.pliscript also formats therocmonlogs and identifies changed files based on
their ‘modified time’ metadata from the ‘after’ #ismage. Finally, additional scripts
are used to combine the results from the three edstland summarise them in an
HTML report. This automation allows multiple seté experimental data for file
changes to be automatically processed and repenesrgted. Sample output is shown

in Figure 22 and Figure 23.
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System Monitoring Reports

File Reports

File change report based on mdS5 hashes(custom) [before][after]

File change report based on md5 hashes(fc/diff) [before][after]

File change report from ProcMon (simple)

File change report from MAC times (advanced)
VSMTK Validation Procmon Validation

Summary

Registry Reports

DEFAULT(new) [before][after]

SAM(new) [before][after]

SECURITY (new) [before][after]

SOETWARE(new) [before][after]

SYSTEM(new) [before][after]

Registry change report from ProcMon (simple)
Registry change report (custom

VSMTEK Validation Procmon Validation

Summary
Summary (exp)

Figure 22: Main index page of the generated HTMtoré
| Created Files [MAC [VSMTK [Procmon
[WINDOWS\Prefetch\CMD.EXE-087B4001.pf [y v
| Modified Files IMAC [VSMTK [Procmon
[WINDOWS\systern32\configlsoftware LOG v v v
[WINDOWS\Prefetch\CMD.EXE-087B4001.pf [y n [n
|D0cuments and Settings\Chrisintuser.dat.LOG |],r |].r |],r
[Documents and Settings\Chris\NTUSER DAT [n v |
[PAGEFILE 5YS [n v v
[WINDOWS\system32\canfig\SOF TWARE [n v [n
c b
[WINDOWS\Prefetch\PSLIST EXE-08928D72.pf [n n v
[DOCUME~1\Chris\LOCALS~N\TempiPerflib_Perfdata_11c.dat [n n |

Figure 23: Sample summary of file changes in thelioed HTML report.
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5.4.5 Extending to Real Systems

One limitation of this methodology is that it camybe used on virtual machines. As
described in Chapter 1, one of the limitations otual machines is that not all
hardware can be virtualised, and in the case efrggearch, one relevant example is
the Firewire port. As a result, it is necessanadapt the technique for compatibility
with real systems. The modified procedure requiceds to be run on the system
under test in order to create duplicates of th& disd memory, and as a result this
version of the technique is additionally intrusivdso, since the images of memory
and disk are obtained from a real system, it isposisible to ‘pause’ the machine as
when virtual machines are used. Therefore, dislggmaacquired from real systems
are not snapshots but are ‘smears’, where data chayge between the start of
acquiring an image and the end. Therefore, marthefdvantages of the technique
are lost when used on a real system. However,limiged number of cases, this is

necessary. The modified procedure is describedibelo

1. The test system is configured with two hard driveeg to contain the
operating system and another to store images ks disd memory.

2. A baseline copy ofVindows XRs installed to the system drit’e

w

The system is booted to the point at which chamgesied to be monitored
andProcmonis launched (but is not yet set to log changes).
TheProcmonlogging is started.

The memory of the system is imaged, udtagtDump to the second drive.
The system hard drive is imaged live usilttto the second drive.

The action/connection under test is performed.

© N o g B

The memory of the system is imaged, udfagtDump to the second drive

% For ease of testing, aft#vindowswas installed, the baseline installation was irdaigethe second
drive so it could be easily restored after each tes

% In Procmon the backing file for the log is set to the secdride rather than the pagefile (default).

% This can also be achieved using the Ctrl ScrollkLoethod described in Chapter 2, although the
Procmonlog must be saved first.
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9. The system hard drive is imaged live usifitfo the second drivé

10. TheProcmonlogging is paused.

11.TheProcmonlog is saved (including all events) aR@cmonMonitoring Log
(PML) file to the second drive.

In order for these disk images from real system$doused with the automated
analysis software they need to be mountable. Thiachieved by converting them
using LiveView (CERT, 2007), which converts them to VMware coripatvirtual

disks and allows the same analysis technique wsedrtual disks to be used for disk

images from real systems.

5.4.6 Summary

Due to the limitations of current system monitoriieghniques and the difficulty in
correlating results from multiple tools, in order monitor the ‘footprint' of live
investigation tools, a more advanced system mangomethodology is necessary.
This section has described two ways in which viisaéion can be used to monitor
systems externally in an unintrusive manner. Fitsg virtual machine can be
monitored for changes using a snapshot based agptbat determines whether files
have changed based on their MD5 hashes calculafedeband after an event occurs.
Second, changes to the virtual machine’s disk candétermined externally by
examining the after snapshot for changed filesilsring the results by last modified
date/time in files’ metadata. However, the limdat of these individual approaches
means that changes may be missed either due ® Haéeg created and deleted
between snapshots or due to files being modifietiomt updating the MAC times.
As a result, these techniques have been supplethéytantegrating a third, but
intrusive technique Rrocmor into the monitoring process, which runs inside th

virtual environment and logs changes made betweesrapshots.

% This can also be achieved by powering off the systmoting to a CD such &telix and imaging the
hard drive, although reordering of the steps irsary so this is the final stage. This may be aalsir

if examining malicious software since powering pfbvides a trusted operating system in which to
acquire the second disk image.
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The developed method also allows results from thiesee techniques to be
automatically combined into a report allowing thweay comparison of the results.
Despite the technique using virtual machines, it aso be extended to real systems.
This is necessary for performing tests on hardwhat cannot be virtualised, e.g.
Firewire, or for analysis of malware which may @etéat it is running in a virtual
environment and not run correctly. However, thehtegue for real systems has
additional limitations since it cannot be ‘pausedid therefore, the live acquired
images of disk and memory are ‘smears’ rather thrzepshots. Nevertheless, this
developed methodology provides a more compreherigv®f changes made to a

system than using a single method.

5.5RESULTS RUNNING PROGRAMS

5.5.1 Introduction

Using the developed system monitoring technique dtiterent mechanisms for
running software on a system were examined. Asriest in the methodology
section, programs can be launched by double clickising the Run command on the
Start menu, and also launched from a trusted commasmpt. These situations are

examined in this section and the results described.

5.5.2 Running Programs: Double Click

In the first instance the ‘hello world’ programs reecopied to the desktop and
changes were logged when they were launched bylelalibking. Both 16 and 32 bit
versions of the program were run and this was fawndffect the artefacts created.
For the 32-bit versions of the ‘hello world’ prograprefetch file¥’ for each of the
‘hello world’ programs were created in C:\Window®fetch\. Carvey (2007a)

37 prefetch files are created by the prefetcher whidbs to speed the boot process and application
startup by monitoring the data and code accesseloby and application startups and using that
information at the beginning of a subsequent beapplication startup to read in the code and data”
(Russinovich & Solomon, 2005).
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describes that “XP can maintain up to 128 Prefétek”, and during testing, after the
creation of 128 prefetch files, no new .pf filesrevereated.

For the 16-bit version of the program, prefetchdifor ‘hello world’ were not
created. However, there was a prefetch entry fovDIWl.exe which is the Windows
support image” that allows 16 bit processes tounter 32 bitWindows(Russinovich
& Solomon 2005). This prefetch file contained refeses to the 16 bit programs that
were run. In experiments running hellol.exe — Héllexe only 8 entries were stored,
l.e. running hello9.exe & hello10.exe overwrote thatries for hellol.exe &
hello2.exe. Therefore, if running a 16 bit process live machine the potential exists
to overwrite an entry for a previously run 16 bibgess in the ntvdm.exe prefetch
entry. For all the 16 bit programs, temporary filegere also created in
C:\Windows\Temp of the form scs#.tmp, where # iseaadecimal digit. However,
for both 16 and 32 bit programs, there were twoiftgglocations where artefacts

were left that referred directly to the executeolgpams. These were:

HKCU\Software\Microsoftt\Windows\ShelINoRoam\MUICaah
HKCU\Software\Microsoft\Windows\CurrentVersion\Expto\UserAssist\ ..\

The first contained references for all the versioh&ello[x].exe that were run with
their full path. This is created by the Exploreeeshell when the executable is run
(Carvey 2005). The second location also contaitisesrfor programs that have been
run on the system, but is encoded using ROT13, lwlsdrivial to interpret, since
each character is simply shifted by 13 places. Eadhy also had a binary value
associated with it, the latter half beingindows64 bit hex value date and time
describing the last time that the program was Rarrier, 2007). These have not been
found to be overwritten once a certain number iached. However, further

experimentation is necessary to guarantee this.
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5.5.3 Running Programs: Start -> Run

Programs were also launched using the Run comnrandtheWindowsstart menu.
The artefacts produced were the same as doublkingido execute a program.
However there were some additional artefacts folmdries were created in:

HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\RunMRU\

This key contains references to the full path afceables run and they are stored in
sub keys named a-z, therefore there are 26 possilrlies, after which previous ones

are overwritten. Each new entry assigned a lettadded to
HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo®\RunMRU\MRUL.ist

In addition, if the files are not typed directlytanthe Start -> Run option, but are
browsed using the dialogue box, there are alsoiesntreated in sub-keys a-z

(maximum 26 entries) in:

HKCU\Software\Microsoft\Windows\CurrentVersion\Expbo\ComDIg32\OpenSaveMRU\exe\

5.5.4 Running Programs: Trusted Command Prompt

Applications can also be launched by first operangpmmand prompt then running
programs from there. In this case, first a prefetotry was created for cmd.exe and
the Registry artefacts described in the previous subsections were created for
cmd.exe. When launching programs from the trustednesand prompt, in the case of
32 bit programs (only 32 bit processes were testetlis case), prefetch files were
also created for each of the programs run fromctiramand prompt. However, the
following Registry keys contained references omyctnd.exe, not to the programs

run from the command prompt:

HKCU\Software\Microsoft\Windows\ShellNoRoam\MUICagh
HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\UserAssist\
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5.5.5 Running Programs: Summary

Programs can be run in a number of different wanygsesach causes different disk and
Registry changes to take place. For all programsptrefetch entries were created on
disk. In the case of 32 bit processes, one is etlefir each process run and in the
case of 16 bit processes, they are run through NWN\ADd therefore only this has a
prefetch entry. However, in the latter, files ansoaproduced in théNindows
temporary folder for each program run. Registrynges also occur and record
processes that have been run (e.g. the MUl CactleUserAssist Registry keys).
Running programs using Run from the Start Menu aldded entries to RunMRU
and, if the dialogue box was used to browse tohardbcation, additional changes
were made in the OpenSaveMRU key. When programs vaunched from a
command prompt, the prefetch files were createceémh program run, but Registry
entries were only created for cmd.exe, not thenamog run from it.

There are a number of implications. All methods ltmnching software will
create prefetch entries for the software run. Haxeduring testing, after the creation
of 128 prefetch files, no additional prefetch filesere created, suggesting that
evidence will not be overwritten in this way. Alsbhas been shown that tools should
ideally not be run using Start->Run since this willake additional entries in
RunMRU which only stores a fixed number (26) of programs and therefore may
overwrite a record of a previously run application.

Further implications of these tests are that isihecessary to run multiple
tools and it is necessary or desirable to minimesgries in the Registry (in
MUICache, UserAssist and RunMRU) then it is praigao launch programs from a
trusted command prompt since only one Registryyemili be created.

However, if just launching a single program, deublicking is preferable
since it will make fewer prefetch entries. The pploiesneed for an investigator to be
able to launch a program by double clicking haslitagions for live tool design since
it means that if parameters need to be passedbial,ahis should be achievable using
means other than command line parameters, e.gg usirconfiguration file or

designing programs with interactive shells.
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5.6RESULTS CONNECTING TO ALIVE SYSTEM

5.6.1 Introduction

Using the developed system monitoring technique dtiterent mechanisms for
connecting to a system were examined. As describatie methodology section,
inserting a CDROM, connecting a USB device and ecting via Firewire were

considered. This section describes these results.

5.6.2 Mounting a CD

A CD was mounted containing the ‘hello world’ tgetograms used earlier. The
changes made when the CD was inserted were matitGteanges were made to the

following Registry keys, but no identifiable infoation could be extracted:

HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\MountPoints2
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Teag\Imapi
HKLM\System\CurrentControlSet\Enum\Root\LEGACY _IMAPISEZRE\
HKLM\System\CurrentControlSet\Enum\IDE\CARomHL-DT-2IVD+-RW_GSA-

H31L 1.05 \30313030303030303083B38303030303130\Device

Parameters

Also, in the HKCU\Software\Microsoft\Windows\ShethlRoam\MUICache Registry
key, 8 entries were created, all of which begarhvgishell32.dll, and represent the
tasks added to the user interface for an inseriedHdwever, no maximum amount

of entries stored in this key has yet been found.

@shell32.dll,-8504 REG_SZ Auto&Play

@shell32.dll,-12589 REG_SZ Files Currently on the CD

@shell32.dll,-12590 REG_SZ Files Ready to Be Writtethe CD
@shell32.dll,-31353 REG_SZ CD Writing Tasks

@shell32.dll,-31355 REG_SZ Write these files to CD

@shell32.dll,-31234 REG_SZ These tasks apply toikbe dnd folders you select
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@shell32.dll,-31273 REG_SZ These links open othadeisl and take you quickly to
useful places.
@shell32.dll,-31275 REG_SZ This section displays #iee, file type, and other

information about a selected item.

Locations containing data that specifically refesh the inserted CD are shown
below.

HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\CD Burning\Current Media

HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\CD Burning\Current Media\TotalBytes
HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\CD Burning\Current Media\FreeBytes
HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\CD  Burning\Current Media\Media

Type

HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\CD Burning\Current Media\UDF
HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\CD Burning\Current Media\Disc Label
HKCU\Software\Microsoft\Windows\CurrentVersion\Expdo\CD Burning\Current Media\Set

This information may be important if a CD needsbto ejected in order to load an
investigator’s toolkit on to the machine using d®otCD, since on removal of the CD
the keys are deleted. Deleted Registry keys havéeen investigated as part of this
research but new values are written on insertirdiffarent CD. It is possible that
these may overwrite the details of the previousserted CD. Note that these changes
documented in this sections are for a CD inseriema drive capable of writing CDs;

there are far fewer made for standard CD drives.

5.6.3 Attaching a USB Device

Changes caused by connecting a USB device have fregiously documented in
Carvey and Altheide (2005) which described thateoWindows XPsystem, the

setupapi.log in the system root is changed, atharéollowing Registry keys:

HKLM\System\CurrentControlSet\Enum\USB
HKLM\System\CurrentControlSet\Enum\USBStor
HKLM\System\MountedDevices
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Tests were performed to validate these changabkelfJSB device is the first to be
inserted then the usbstor.sys driver is instalBd9KB) which will overwrite data in
unallocated space. During testing it was found treferences were added to
setupapi.log, including references to the USB de&sid/endor ID, Product ID and
serial number. However, these details were appendedetupapi.log, so an
investigator adding a USB device will not overwidtey of the existing log. However,
the changes added to the log totalled 1401 bytestaf, which may overwrite a small
amount of data in slack and unallocated space., Algarefetch entry is created for
RUNDLL32.EXE which executes DLLs and places themo imemory, although an
inspection of the prefetch entry witlintext (Foundstone, 2000) could not find any
USB specific references. In addition to the Registhanges mentioned above,
references to the attached USB stick were alsodfaun

HKLM\System\CurrentControlSet\Contro\DeviceClasses\
HKLM\System\CurrentControlSet\Enum\STORAGE\Removabldide
HKLM\System\MountedDevices

5.6.4 Connecting a Firewire Device

To examine the changes made by connecting a Feedavice the technique had to
be modified for use on a real system instead ofrmal machine, as discussed in
Section 5.4.5. ALinux based laptop was configured using gy¢honraw1394scripts
from Bolieau (2006), connected to the system amdsiystem’s RAM was imaged
using thel394memimagscript, also from Bolieau (2006).

On connecting via the Firewire port, since it waess first use of the port, Serial
Bus Protocol 2 (SBP2) drivers were installed fa plort:

WINDOWS\system32\dlicache\sbp2port.sys (43136 Bhytes
WINDOWS\SYSTEM32\DRIVERS\SBP2PORT.SYS (43136 bytes)

There were also entries added to sysevent.evtdpgrting an error of the SBP2

driver:
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112 19/11/2008 16:57:08 19/11/2008 16:57:08 4  Etfor sbp2port TEST-PC
113 19/11/2008 16:57:15 19/11/2008 16:57:154  Et€or sbp2port TEST-PC

There were also Registry changes related to tiverdinstallation:

HKLM\System\CurrentControlSet\Contro\Class\{4D36E9%6325-11CE-BFC1-
08002BE1031810006
HKLM\System\CurrentControlSet\Control\Class\{D481 = C20-11D1-B6B8-
00C04FA372A710000

HKLM\System\CurrentControlSet\Control\CriticalDevigatabase\gendisk
HKLM\System\CurrentControlSet\Enum\PCN\VEN_1033&DEWFR2&SUBSYS_00CE1033&REV_
01\

HKLM\System\CurrentControlSet\Services\EventLog\Sysgsbp2port
HKLM\System\CurrentControlSet\Services\sbp2port

Since theLinux machine simulates the connection of an iPod, otha@nges made
when connecting the Firewire cable were similarnserting a USB stick. In the
Windowsfolder, the file setupapi.log had 3232 bytes appento it, describing the
installation of drivers for an iPod, and Registntrees for the installed ‘iPod’ could

be found in:

HKLM\System\CurrentControlSet\Enum\1394\Apple_Computénc.&iPod\80E000024C0000
HKLM\System\CurrentControlSet\Enum\SBP2\Apple_Computéc.&iPod&LUNO0\00004c0200000
e08

5.6.6 Connecting to a Live System: Summary

There are a number of ways of connecting to adisgem. Programs are often run on
a system from an investigator's CD ROM and thadgised in Adelstein (2006) since
it is a read only medium. During the test scentidCDs, a number of changes were
made to the Registry and if the drive is capablemating CDs, among these changes
Is information about the currently inserted CD. Toasequences of this are that if an
investigator ejects a CD already in the machine thgital evidence of that CD being
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in the drive may be lost. While this is only likely be relevant in a small minority of
cases it is still a point worth noting.

Another option for getting programs on to a systamd data from it, is the
USB port. Connecting a USB device makes changékesoon disk (setupapi.log) and
to the Registry. The information added to setupagiand to the Registry is always
appended, as yet with no identified limit. Therefathe risk of overwriting evidence
is limited to data in slack and unallocated spadgch is overwritten as data is added.
Since data is appended, USB devices (preferabti-oaly for tool delivery) could be
considered in situations where the contents oCibedrive may be of interest.

Connection via Firewire produced similar changesconnecting a USB
device, although since Firewire devices are nop@sular as USB it may be more
likely that the Firewire driver needs to be ingdllwhich will overwrite more data in
unallocated space since SBP2PORT.SYS is createe twi the system and changes
are also made to sysevent.evt. There were alsaaeReqgistry keys created and
modified. Specific iPod related changes could benéb in setupapi.log and
HKLM\System\CurrentControlSet\Enum.

There are also other connections that have noh lwemsidered in this
research, for example Ethernet and e-SATA. Alse,gbecifics of connecting a USB
hard drive rather than a thumb drive have not le@mined. However, the developed
methodology can be used in future to examine theteefaces on virtual and real
systems.

5.7RESULTS RUNNING LIVE INVESTIGATION TOOLS

5.7.1 Introduction

Using the developed system monitoring techniqu@umber of live investigation
tools were examined. Acquisition tools for bothkdésxd memory were examined, as

were some analysis tools, epglistandpsinfa
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5.7.2ddfor acquiring disk

dd (from the Forensic Acquisition Utilities (FAU)) wasxecuted from an already
running command prompt and used to image a secficdhe hard disk to another
drive. Runningdd created only a single prefetch entry and singleis¥ggchange:

WINDOWS\Prefetch\DD.EXE-1D9BD197.pf
HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed

5.7.3 FTK Imager for acquiring disk

FTK Imagerwas executed and used to image the system dritheofirtual machine
to a second drive. This created the following pefdile:

WINDOWS\Prefetch\FTKIMAGER.EXE-00778F2F.pf

There were also several Registry changes made, uding
HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed. Alsd’he Registry key
HKCU\Software\Smart Projects\AccessData Corp.\\tersiwas created which
describes the version ®fTK Imagerthat was run. There were also Access Data
specific entries created in HKCU\Software\AccessDahere were also a number of
additional Registry entries created in this keyt thare deleted when the imaging was
complete. These were:

HKCU\Software\AccessData\FTK Imager\ProfUIS240\ResfFTK Imager\ControlBar
HKCU\Software\AccessData\FTK Imagern\ProfUIS240\ResfiFTK Imager\ControlBar\data_size
HKCU\Software\AccessData\FTK ImagernProfUIS240\ResfiFTK Imager\ControlBar\data_integrity
HKCU\Software\AccessData\FTK ImagernProfUIS240\ResfiFTK
Imager\ControlBar\block_0x00000000\data_0x00000000

HKCU\Software\AccessData\FTK ImagernProfUIS240\ResfiFTK
Imager\ControlBar\block_0x00000000\data_0x00000058

Therefore, runningTK Imagermade significantly more changes than using dd.
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5.7.4ddfor acquiring memory

The modified version ofld obtained from theHelix Live CD was run from the
command line and was used to image the memoryeofa$t system. This produced
the same results as the previous usgddbr disk imaging: a prefetch entry fdd and

a change to the ...\Cryptography\RNG\Seed Registyy ke

5.7.5 Fast Dump for acquiring memory

FastDump (FD) (HBGary, 2008a) was run from the command lared used to
acquire a memory image of the test system, andcfienges consisted only of a
prefetch entry: WINDOWS\Prefetch\FD.EXE-062D3D04.phere were no Registry
changes detected.

5.7.6PSList

PSListfrom SyslInternals was run from the command liné lested processes running
on the system. In addition to the prefectch entaysed by launching the tool
(WINDOWS\Prefetch\PSLIST.EXE-08928D72.pfpne Registry entry was modified and
another created. The created entry contained atflagecord that the End User
License Agreement (EULA) for the software had bezad and accepted on the first

run of the program.

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed (ifbed)
HKCU\Software\Sysinternals\PsList (created)
5.7.6PSiInfo

After running psinfo from the command prompt a number of prefetch filee
created, as waspsinfospecific Registry key regarding acceptance oBbeA:

WMIAPSRV.EXE-1E2270A5.pf
WMIPRVSE.EXE-28F301A9.pf
RUNDLL32.EXE-321A7019.pf

RUNDLL32.EXE.451FC2CO0.pf
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HKCU\Software\Sysinternals\PsInfo\EulaAccepted dted)

There were also 59 other Registry key changes, f2@&hich were specifically
attributed to thgsinfoprocess byrocmon

5.7.7WinAuditfrom Helix Live CD

WinAudit produces a HTML report detailing various inforroatiabout the system,
including the system specification, the curreniedatd time, up-time, size of RAM,
size of disk, installed software, open ports, ragrprograms and services. Executing

WinAuditcreated one additional prefetch entry to the en¢hfeWinAuditprogram:

WINDOWS\Prefetch\WMIPRVSE.EXE-28F301A9.pf

During testing there were also 132 Registry changasle, which is particularly
significant when compared to the number of chargmased by disk and memory
imaging. Particularly when much of the informatiobtained usingVinAudit could

be obtained from disk and memory images.

5.7.7 Running Live Investigation Tools: Summary

The changes reported in this sub-section excluedrétgistry changes that are due to
‘running a program' which were discussed in a pre/section. The disk acquisitions
performed withdd and FTK Imager made different numbers of changes, wdith
making fewer changes to the system tlRaiK Imager which is unsurprising since
FTK Imageruses a graphical interface and offers more festure

The memory of the test systems was acquired wkirigpm theHelix Live CD
and alsd~astDump Both made very few changetkd made one file and one Registry
change andrastDumpjust a single file change, which was a prefetcinyefor itself.
Both these tools had to be launched from the cormdntiae, which, as shown in a

previous section, is not ideal due to the extrégbch entry created.
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The results of memory acquisitions are particylarteresting when compared
with the results from running live analysis tooRslist made fewer changes than
expected: a single file change (prefetch) and tvegi®ry changes, one related to
EULA acceptancePsinfowas also run, and created a number of prefetciRagabstry
entries, one Registry key specifically being redat®e EULA acceptance. Also
WinAuditwas run from théHelix Live CDwhich created two prefetch entries and a
considerable number of Registry modifications.

While these live analysis tools were previously taly way to obtain
information from a live system, the additional ches made by these live analysis
tools could now be considered to be unnecessage sinuch of the information
obtained by running these tools can be recoverech fa memory dump of a live
system. This is particularly true if the changesses by 'launching programs' are
considered, since live investigation tools usugllyform a single task and many of
them are run sequentially to obtain a broad amotimiformation from a system. This
is a problem since each piece of software run pritiduce a prefetch entry, and at
least one addition to the Registry. Consideringt ttha many cases these live
investigation tools can be replaced by a memoryiadgpn and an offline (but still at
the scene) analysis of that image, changes touygest system can be minimised by
taking the memory acquisition approach and miningjsithe reduction in the
completeness of preserved digital evidence. Sorf@nmation obtained using live
tools cannot be recovered from memory images agdines information from disk.
However, ifdd was modified to perform selective acquisition andld be configured
to obtain files from which this additional inforn@at could be recovered e.g. Registry
hives, then these files could also be analysedthatstene, but offline. This would
allow reduction in completeness to be minimisedhier. This selective acquisition

approach remains future work.
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5.8 EVALUATION

5.8.1 Methodology Evaluation

This chapter has investigated the extent to whlod ¢ompleteness requirement
explained in Chapter 3 can be satisfied for liweBtigations. The requirement states
thatit should be possible to assess which digital ewxideis preserved and which is
lost, and the maximum amount of digital eviden¢event to the investigation should
be preservedThis means that the changes caused to a systerto dive tools and
techniques should be identifiable so that the ewidelost due to data being
overwritten can be assessed post-live investigatibms also important to know,
before the investigation takes place, what chamgeshormally made by live tools,
since this can assist an investigator in deterrgitie most appropriate live technique
to use in order to preserve the maximum amounkel@vant digital evidence. The
approach to achieve both of these was to developethodology to allow the
monitoring of live tools in a test environment atadrecord changes made. This is
now possible and a number of interesting resule eeen obtained.

However, there are limitations to this methodolodyrst, only a small
selection of live techniques have been examinedizer@ are many other live tools in
use and many other methods of connecting to aslygtem. However, as discussed
earlier in the chapter, the focus of this researels to develop a methodology to
allow changes to be identified, rather than to mleva comprehensive testing of all
available live techniques. This is therefore nonsidered to be a significant
limitation. In addition, a broad range of differdsst situations have been examined,
which demonstrates the versatility of the develogetinique.

Another limitation is that the tests were all peni@d on a single operating
system:Windows XP Service Pack and while this is a popular operating system
choice, the changes made by tools running on difteoperating systems may change
and also need to be examined. However, again, dhis be achieved using the
developed methodology and remains future work. Atke test systems are basic
installs of the test operating system, i.e. freeany other installed software, e.g.
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antivirus. Therefore, they are unlikely to reprdsesal life systems that will be
encountered in the course of live digital invedimas. However, the research carried
out can be considered to be the first stages thtgsvhereas in future, test systems
can be constructed that better represent thosenthgtbe encountered during live
investigations. It is also possible, post-live istigation to build a test system in a
similar configuration to that examined, and usi itdentify changes that were likely
to have been made during the real investigation.

Recording the footprint of live tools on test sysseallows predictions of what
changes will occur on real systems. However, tha tteat was changed on a system
from a real investigation can be better inferrethgisnformation available on the
system after the live investigation takes placeaAssult, after a live investigation, it
is still necessary to examine the system to detexnwhat evidence has been lost.
However, the results obtained from monitoring tegstems also assist with this
process, since an improved understanding is gadhéke changes that are made to
systems. This allows an investigator to draw casiolls about the cause of a
particular artefact being found on the examinedesys(whether they were due to
normal background activity or the live tools). Alsone of the implemented
techniques (MAC times based approach) can be apmi@cquired data from a live
investigation, and changes made after the recotuled of the beginning of the
investigation can be extracted. However, this MA@wets based approach is
insufficient on its own, since not all changeshe system will update MAC times. A
complete methodology for identifying changes maolgt{investigation remains future
work.

Despite these limitations, for a live investigatiahis test system based
approach, and the prediction of likely changesxseeely useful. The approach
provides information that can be used by an ingastir to understand likely changes
that will be caused by the tools used. This alloinesm to make a decision about the
best course of action in order to preserve the mami amount of potentially relevant
digital evidence. The examination of test systeiss assists after the investigation

has taken place, since it increases understandiagtefacts left on the system and

156



Chapter 5

allows some of the detected changes to be attddot@ormal background processes

and the actual changes caused by live tools tddrgified.

5.8.2 Monitoring Technique Evaluation

The system monitoring technique described in thapter was developed to record
changes made to test systems and to overcomenthations of existing monitoring
techniques. The three existing techniques for systenitoring described were: live
logging tools, snapshot based approaches and MAf@stibased analysis. Live
logging tools are intrusive techniques that intpt@ystem events and record them to
logs, and experiments have shown that these tesbsigan fail to record some
events, and this research has not found a conelesiplanation for this. The existing
shapshot based approad¢hGtrl5) is also an intrusive monitoring technique thas ha
the disadvantage of not recording changes thatmade and undone in between
shapshots, e.g. the creation and deletion of teanpdiles. The MAC times based
approach is the only unintrusive technique, b thill also miss changes where the
file metadata has not been updated.

The developed approach significantly modified shapshot approach so that
it was an unintrusive technique based on the us@tofal machines. It also combined
it with the two other approaches into a much mooengrehensive monitoring
methodology, where a broader amount of changesagtired. However, the overall
technique has remained intrusive due to the retiaoe live logging techniques
(Procmor). However, since only one intrusive techniquesed filtering out changes
caused byProcmonis straightforward, as it can be monitored runromgits own, the
changes recorded and filtered out from future tes#lso, in future, the combined
technique could be used to monitor a virtual maehmom a completely external
perspective by removing the live logging tools,the limitations of the snapshot
approach could be overcom@rocmonis currently necessary due to the snapshot
approach missing changes that are made and unétwedn snapshots. The impact
of this limitation could be minimised, if in addn to the live file set, unallocated

space in the two snapshots was also examined &rges, which would capture files
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created and deleted between snapshots. It mayalpossible to run the live logging
tools on the host system and to translate writdbaovirtual machine’s disk file into

changes made in the virtual file system. Alterreltiy open source virtualisation
software could be modified to record changes tovtitaalised system as they occur.
However, these improvements remain future work.

Alternatively, theProcmonmonitoring could still be used, but separated out.
This would mean conducting two experiments for etainique under test. Using
the developed scripts for formatting tool outputlamombining them into a single
report, theProcmonlog from one test could be combined with the \altaystem
monitoring results from another. If the same baseliirtual machine was used, the
results should not be significantly different. Ahatively, by combining results from
systems in slightly different configurations, thebustness of the results could be
increased. This separation of the live logginggaebuld mean that the snapshot and
MAC address experiment was completely unintruswieich would also enable the
analysis of changes to the memory of the virtuathree to take place, since it would
not be affected by monitoring tools. In this reskaionly changes to disk have been
considered, without examining changes to the merobtize system. This is because
it currently cannot be preformed correctly withaulditional experiments, due to the
use of the intrusiv®rocmontool. This is not a problem in this research, lr@snges to
memory are not discussed since current technique®dpreserve memory at all, and
therefore the intricacies of losing a small partn&@mory due to the use of a particular
tool are not considered. However, this will needoo examined in future and the
proposed modifications to the technique discussehis section will allow this.

The developed approach also offers the advantagmrmbining the results
from the three approaches into a single report. gthhpose of this was to validate the
results of each of the monitoring methods. Howetlas, has not been fully achieved
since the different methods often do not agree umr@ach method misses certain
changes. So, while the complete validation of tidividual methods has not been
possible, combining them produces a more compréherst of changes and

highlights the need to correlate multiple monitgriechniques.
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There are also some practical limitations of thevetlgped monitoring
technique to consider. One consequence of theugbress of the monitoring is that
the space requirements are much greater: for eqmriment, two additional copies
of the virtual machine’s hard disk and memory agele) in addition to the log from
the live logging software. There is also a timeugsswhere creating duplicates of
virtual hard drives for the ‘before’ and ‘after’ pshots is more time consuming than
the live logging approach alone. However, due ®Itdw cost of hard disk storage,
the amount of data generated has not been a s@mifproblem, neither has the time
needed to create duplicates of the virtual harklsdssnce the timescale is in minutes
rather than hours.

There are also specific difficulties with the nemapshot based approach.
When the virtual machine is paused immediatelyrgierforming some action or
running a piece of software, the changes are somstnot recorded due to caching of
disk writes. This is not a problem in the overgbpeoach since the live logging
method does record them, and this has been addrasseis research by leaving a
short time after the event to allow changes to b&em. However, a more effective
solution to this problem is still being sought.

Finally, it is still a challenge to efficiently tér out background changes.
While changes that occurred on an idle system weoemented and excluded from
results manually, it is not possible to say witnt@aty that files that normally change
in the background do not also change as a resualttains performed on the system.
This is a weakness of the methodology that careatlyr only be resolved through
manual inspection of all background changes lidtgdthe techniques, which is
repetitive, time consuming and error prone. One wayhich this process could be
made easier is by replacing the HTML based repprihthe current system with a
full interactive user interface, designed specilycéor examining reported files for
changes. However, this also remains future work.

Despite these limitations, the virtual machinepsm@t approach provides a
realistic alternative to live logging tools, padiarly if a method of identifying

changes made and undone between snapshots cavisgedddlso, the automation of
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the report generation, while improvements are néedows the changes made to a
number of test systems to be easily examined dodisla three way comparison of

results that would not be feasible if performed oadly.

5.9CONCLUSIONS

5.9.1 Summary

The completeness requirement meansittsditould be possible to assess which digital
evidence is preserved and which is lost, and theman amount of digital evidence
that is relevant to the investigation should besprged.Evidence lost can be easily
assessed in a traditional digital investigatiortsiit is pre-determined with procedure
(‘pull the plug’) what will be preserved (the hadisk) and lost (memory). The
previous chapter showed that in certain circums&tane.g. Full Disk Encryption, this
approach will not preserve the maximum amount ¢téviant digital evidence and
therefore a live investigation should be performed.

Therefore, it is necessary to be able to assesshwdigital evidence is
preserved and which is lost when a live investayats performed. While in the Full
Disk Encryption example a live investigation is ahle of preserving more than a
traditional investigation, there are subtletieshimtthe live investigation: live tools
are intrusive and therefore overwrite data and e€asdence to be lost, but some
tools or technigues may make fewer changes ancafthver preserve more digital
evidence than others. Also, different tools maKéedint changes and data that is not
relevant in one investigation may be relevant iather. Therefore, a different choice
of tool or technique in different investigations ynallow the maximum amount of
relevant digital evidence to be preserved for di@dar investigation. It is therefore
necessary to identify changes that are caused Wgrpeng different actions on
systems, so that the most appropriate action canchmesen for the current
circumstances.

This chapter has developed a methodology for radng live tools and

techniques in a test environment to establish Hamges that they make. This can be
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achieved using existing methods: live logging tpagrusive snapshots, or sorting
files by their MAC times. However, each of thesgrapaches has limitations that
mean they may miss certain changes that are maaesystem. Therefore, this could
result in live investigations being performed thaterwrite relevant data and
consequently fail to preserve relevant digital evice. The developed methodology
combines the approaches into a single technique utes each of the methods’
strengths to overcome the weaknesses of othengdprg a more comprehensive set
of results.

This developed methodology was used to examingngbar of live tools and
techniques in test environments and to record tla@ges made. The tests carried out
can be grouped into ‘launching programs’, ‘conmegtio a live system’ and ‘running
live investigation tools’. A number of interestingsults were found which are

summarised in the following sub-sections.

5.9.2 Launching Programs

Changes caused by running programs in a varietyays were recorded: launching
by double clicking, using Run from the Start Meamd also by launching from a
trusted command prompt. The least intrusive wdgauach programs depends on how
many programs will be run. If more than one liveltwill be run then a command
prompt is better as it makes fewer changes to ggdRy. However, if a single tool is
to be run, then launching by double clicking isferable since the Registry changes
are the same but with one fewer prefetch file e@athis is also an important point
for developers of live tools since tools are oftsigned so that parameters are
passed to live tools using the command line. I§ tisi not always desirable then

alternatives such as configuration files or intava&cshells should be considered.

5.9.3 Connecting to a Live System

Options for connecting to a live machine were alsosidered. Information about the
currently mounted CD was found in the Registry, Wwas deleted when the CD was

removed e.g. for an investigator to load a toolklbwever, without investigating
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deleted Registry keys it is not possible to knownformation about previously
inserted CDs would have been recoverable if ansinyator's CD had not been
inserted. Therefore, in a small number of casegevtiee currently inserted CD may
be relevant, it is important not to eject the cati@D to load live tools on to a system.
Attaching a USB mass storage device and Firewakeced was also considered
and both made a number of changes to the disk ag®y of the system. However,
from the tests performed, the amount of potentigital evidence that could be lost
due to connecting these devices is minimal sinlceata written is appended and does
not replace existing values. Therefore, the lossewtlence is limited to data in

unallocated space, slack space or deleted keye iRegistry.

5.9.4 Running Live Tools

A number of live acquisition tools were also inwgated. Two disk imaging tools
were tested andld was found to cause fewer changes tiarK Imager Also,
memory was acquired usirgyl (from Helix Live CD andFastDump both of which
produced prefetch files for themselves altbdcaused an additional Registry change.
More significant is the difference between the amoof change caused by these
memory acquisition tools compared to live invedima tools, with the latter
producing many more changes. This is importantesimuch of the information
obtained by running live analysis tools can nowésovered from a memory dump
using tools such a¥olatility (described in Chapter 2). Therefore, by using mgmo
acquisition tools, which have a smaller footprarid then obtaining information from
the acquired image offline (but still at the scerieyer changes to the suspect system
can be made, which minimises the reduction in cetepless of the preserved digital

evidence.

5.9.5 Final Summary

It has been shown that it is possible to assesshheges made by live tools in a test
environment and, with the assumption that similzarnges will be made on systems

during actual investigations, it is therefore pbksto predict the changes that will be
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made to systems during actual live digital investtimns. Further experimentation
using test systems that better represent ‘realrigechines can be performed to make
this assumption more valid, and will allow bettadarstanding of the changes caused
by live tools and techniques. This will allow theidence preserved and lost as a
result of live investigations to be assessed aticalo assist an investigator to decide
the best course of action at the scene that wdkgmve the maximum amount of
relevant digital evidence. An example of this woulé using a live memory
acquisition followed by an offline analysis of thaemory image, rather than using
live investigation tools which obtain the same mifation, but make far more

changes.
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CHAPTER 6: ACCURACY

6.1INTRODUCTION

In Chapter 3 it was explained that in a digitaldstigationit should be possible to
assess the amount of error associated with allriegles used to obtain and process
digital evidence, and that amount of error shouldzceptable in the context of the
current investigationThis chapter considers the nature of error asstiatth digital
evidence and how it can be assessed. It examinegdpeatability can be used as a
means of assessing the accuracy of techniquestasextover and process digital
evidence, and shows that this is not usually ptesdir live digital investigations.
However, this chapter also shows that in the cantéXive digital investigations
involving encrypted evidence, other data can beweed from a live machine that
allows offline decryption of encrypted data. Siraffline decryption is possible, this
means that the acquisition of encrypted digitadermce can also be performed in a

repeatable manner, allowing the accuracy of thege®es used to be assessed.

6.2BACKGROUND

6.2.1 Introduction

A limitation of the explanation provided for assagsthe accuracy of digital evidence
described above and in Chapter 3, is that errdihencontext of digital investigation
techniques (acquisition, analysis and presentahias)not been defined. The technical
definition of error is “a measure of the estimatiifierence between the observed or
calculated value of a quantity and its true val(@kford, 2008). The difficulty in
using this definition of error for digital evidencethat a piece of digital evidence is
generally not a value and the error cannot be esprkas x + y. Also, since digital
evidence is always an abstraction of somethingipaly$see Chapter 2), and it is not
possible to view the actual data directly, this ldomake it impossible to assess the

error in any digital investigation, since the ‘trvalue of the data cannot be known.
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This section explores how error associated witltaligvidence can be assessed in a

meaningful way.

6.2.2 Error in Specific Aspects of Digital Investigpns

There are several papers that discuss error rdiatgigital evidence and each focuses
on error associated with a particular aspect ofgéall investigation. Carrier (2003)
considers the introduction of error due to analysas (which are used to “translate
data through one or more layers of abstractior itrdan be understood”). Two types
of analysis tool error are described. Onéo® implementation errowhich is due to
programming and tool design errors. The otheralstraction error which is
introduced “because of simplification used to gateithe layer of abstraction” and
when “abstraction is not part of the original deSigAn example of this in a
traditional digital investigation would be the skialour based detection feature>6f
Ways Forensics (X-Ways, 2009), where files below a certain thmddhare not
displayed. This separation of files based on sklowr removes files from the view of
the investigator in a way that is not part of thigioal operating system design. Since
this approach for filtering relevant files is imfesat, this could filter out files that are
important to the investigation, and the techniqoeld therefore introduce abstraction
error. However, abstraction layers do not necdgsatroduce error and are described
in Carrier (2003) as “lossless” (zero erfBor “lossy” (error greater than zero).

Carrier (2003) also mentions other types of ernat &ire not due to analysis
tools, including “errors introduced from the attackovering his tracks, from faulty
imaging tools, or from an investigator misinterprgtthe results of a tool”. However,
they are not discussed in detail.

Casey (2002a) also discusses error in digital tiy&tsons, focusing on error
in digital evidence obtained from networks. Simifato Oxford (2008), Casey
(2002a) describes error as “the difference betwélem true value and the

measured/recorded value”.

% ASCII is an example of a lossless abstractionrlaye
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Casey (2002a) discusses ‘temporal uncertainty’, e(@h‘uncertainty’ is
described as the “probable upper bound of the "@rvdrich can be caused by clock
offset (either small drift or deliberate tamperirag)d by also limits in resolution, for
example a record of “connections to/from a suspemtmputer that are totalled every
ten minutes”. This means that from this data “ihad possible to distinguish between
a Web site that the suspect accessed for ten rsirmute a Web site that was only
viewed for a few seconds.”

Casey (2002a) also discusses ‘uncertainty in drigihich could be confused
with the authenticity requirement used in this aesb. However, due to the way in
which ‘uncertainty in origin’ is discussed in Cag@p02a), in this research, this term
relates to the accuracy requirement. In the exasmgiken in Casey (2002a), the term
‘uncertainty in origin’, rather than being conceineith identifying the physical
evidence from which the digital object was obtajnedates to the events that caused
the digital object to have its current value. Foaraple, Casey (2002a) describes that
the ‘from’ header in an e-mail could be falsifieasdehas a high degree of uncertainty,
and also that there is difficulty in using an IPdeebs to determine an individual
machine that is behind a Network Address Transia{iNAT) device. In these
examples, the digital evidence artefacts are tmeai-header and the IP address
respectively. The origin of both, using definitiansthis research, is considered to be
the physical evidence from which it was obtaingkkly a server. Showing that the
digital objects were obtained from a particularveerwould therefore be part of the
authenticity requirement. However, “uncertaintydnigin” as referred to in Casey
(2002a) i.e. determining the uncertainty in whatiacevents caused digital objects to
have their current values, relates to accuracys Thibecause, if there are multiple
events that could cause the same state of digital there is an actual, true event that
caused it, and one or more other events that did@ansidering why these digital
objects have the states that they do, the ‘frontfyeim an e-mail header found on a
server could have its value for a number of regsimetuding that it came from that
sender; or that it came from a different address thie header has been falsified.

Equally, a reference found to the IP address oAd@ Nevice could actually be caused
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by connections from one of several machines bettiatidevice. Discussing error in
terms of a set of alternative reasons for a digibggct having a particular value leads

to a general definition of error for digital inviggtions.

6.2.3 Defining Error in Digital Investigations

In Chapter 2, it was explained how interactionshwiite real world and other digital
devices can cause digital events to occur, whicltuim create digital evidence
artefacts, e.g. a person typing a URL imtbernet Explorer(physical event) will
trigger software code to execute, including an Aggbion Programming Interface
(API) call that creates a Registry entry (digitakmrt) in the TypedURLs Registry key
that contains the text typed into the address digitél evidence artefact). Chapter 2
also described that the aim of a digital investayats to “make valid inferences about
a computer’s history” (Carrier, 2006a), where a pater’s history is defined as “a
sequence of its previous states and events” (Cag@6a). Since digital data on a
system is usually as a result of interaction wittother digital device or the real
world, it is often necessary in an investigationifer about these past external
interactions of the computer being examined. Theegfa computer’'s history is
defined from Carrier (2006a) as “a sequence girévious states and events”, and an
event can be any “occurrence that changes the eofatiee system”. ‘Events’ can
therefore include digital events on the system, ARJ calls or automatic pop-ups,
interactions with other digital devices, e.g. castim to a USB device or the receipt
of an e-mail, and also real world events, e.g.a l@munching a program, clicking an
HTML link, or typing some text.

Since the history of a computer is not fully remmt (Carrier and Spafford,
2006), it is necessary during a digital investigatio infer about previous events in a
computer’s history by formulating and testing hypmses using the currently
available digital evidence. Therefore, modifying @xford (2008) definition of error
and using the main aim of a digital investigatiord dhe idea that a computer has a
history, the error associated with digital evidemas be defined athe difference

between the inferred history and the true histohythe examined digital evidence
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This error cannot be expressed as a definite valge x + y, but can be expressed as
uncertainty (possible error) in the inferred event®. alternative possible
hypothesised events that explain the current sthtihe examined digital evidence
For example, cached images from a prohibited wtb (digital evidence) could be
found in a user’'s cache because the site was iotetlly visited, or because it was
opened automatically in the background by anotier(slternative possible events).
While this explanation of the definition of erroms discussed inferring
incorrect events in a computer’s history, these arers only in high level
hypotheses. In order to form these high level hypses about sequences of events, it
is necessary to first form and test lower leveldijpses to “abstract data into files
and complex data structures” (Carrier, 2006a), deample, the hypothesis that a
particular piece of data embedded in a file reprissthe time it was modified, or that
the typed URLs in the Registry need to be integmteds Unicode characters.
However, these are also included in the proposdiditien of error since it is the
difference between the inferred history and trustany of the examineddigital
evidence. The history of the examined digital enme includes events such as the
acquisition of the digital data from the originahysical evidence and the
interpretation of this raw data to produce the tdigobjects in a form that can be
analysed. Therefore, incorrect interpretationsfabbns of raw data can also be
considered to be alternative hypotheses to thatlwhssumes data structures are
interpreted correctly and deterministically by thels used to translate raw data into a

form that can be understood.

6.2.4 Assessing Error in Analysis in Digital Invgations

Determining and explaining what caused the examutigdal evidence to have its
current state is part of the analysis stage ofgaadiinvestigation, e.g. determining
whether pictures were intentionally downloaded erevpart of an automatic pop up.
Error in analysis is present if incorrect events sduced from the available digital
evidence. Casey (2002a) proposes a means to spdgifaddress the problem of
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quantifying the certainty in digital evidence usiagCertainty Scale’ from CO to C6.
This is shown in Table 20.

Certainty | Description/Indicators Certainty

level

co Evidence contradicts known facts. Erroneousfiecd

C1 Evidence is highly questionable. Highly uncertain

Cc2 Only one source of evidence that is not proteatminst tampering. Somewhat
uncertain

C3 The source(s) of evidence are more difficutatoper with but there i$s Possible

not enough evidence to support a firm conclusiontlere are

unexplained inconsistencies in the available eviden

C4 Evidence is protected against tampering or mpialtiindependent Probable
sources of evidence agree but evidence is not giemteagainst

tampering.

C5 Agreement of evidence from multiple, independemirces that are Almost certain
protected against tampering. However, small uncits exist (e.g.
temporal error, data loss).

C6 The evidence is tamperproof and unquestionable. Certain

Table 20: Certainty scale described in Casey (2002a

A scale such as this is useful in estimating uagelt in analysis and coming to
conclusions; for example, if the Internet history @ machine contains references to
prohibited web sites and a server log (outside dbwtrol of the suspect) records
access to that site from the suspect's machine, hifpothesis of the machine
accessing that site would be given a certaintyeschlC4-C5. However, the subtleties
of this example, i.e. to determine whether the sasmtentionally accessed the site
requires further digital objects to be examined. ¢yped URLS, bookmarks etc.
Therefore, the Certainty Scale can be applied tspecific hypothesis, e.g. the
machine accessed the prohibited site, and can thlso be re-applied to new
hypotheses as they arise, e.g. the suspect dééheexcessed the site. The scale is
therefore best used to assess the certainty oifispsanclusions.

However, this scale alone does not address thelgmobf assessing the

accuracy of lower level hypotheses, since in otderse multiple independent sources
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for low level analyses, it is necessary to be dableun different tools on the same
data, in which case, what is necessary is repdigyatiRepeatability also allows
multiple, independent sources in terms of a difierexaminer running the same
analysis tool to check the results, i.e. that eanm@rer used the tool correctly.

Uncertainty in high and low level hypothesis fotima and testing, can
therefore be addressed in traditional digital itigegions since the data is preserved
at a low level of abstraction. The raw data carek@mined using multiple tools or
manually to translate it into a form that can beenstood. If multiple tools agree or
the manual reconstruction of the information carslbewn, this allows the alternative
hypothesis of incorrect interpretation/abstractiorbe ruled out from the history of
the examined digital objects. Also, the analysi® d@ performed by multiple
examiners who can repeat the low level analysisnigces to determine if they were
performed correctly. They can also repeat the Hegrel analysis, which allows
investigators to form and test their own individimlpotheses about sequences of
events that caused digital objects to have paaicuhlues. The data that supports or
refutes these hypotheses can be evaluated again€Sertinty Scale, either
introspectively or using one such as that in Tdhle and a decision can be made
about which hypothesis is most likely. The Certaitale also assists with making a
decision about what error is acceptable in the eturinvestigation. Therefore,
assessing uncertainty in the analysis stage addititvnal digital investigation relies
on a combination of repeatability and a scale agaiwhich to judge the certainty of
conclusions drawn.

Both repeatability and Certainty Scales can alsodsz to assess accuracy in
the analysis stage of a live digital investigatidout only if the acquisition and
analysis stages are separated. This is becauseaaniceage is acquired from a live
machine, it has the same properties as digitaleexie acquired in a traditional digital
investigation, i.e. the live image can be exactbpied in full and any analysis
performed can be repeated on duplicate copies dgpendent examiners who can
interpret the raw data and form and test differbyppotheses. The difficulty in
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determining the accuracy during live investigatidherefore lies in the acquisition

stage.

6.2.5 Assessing Error in Acquisition in Digital kstigations

A simple acquisition is an exact bit stream copythe source data, i.e. the output
should be the same as the input, and the inputidlemwal the actual digital data. If
any of these are not equal then this is an abnoereit in the history of the acquired
and therefore examined digital object. In a tradidl digital investigation it is not
usually necessary to consider alternative histooéshe acquisition since it is
performed using tested, trusted software. Alsoait be verified at any time that the
output is equal to the actual digital data, siree driginal evidence is still available.
Furthermore, it is performed in a trusted environtnso there is no reason for the
input provided to the acquisition process to diffieem the actual data. It is also
possible to repeat the acquisition many times ardywnewly acquired data against
existing images or the original evidence.

However, this is not the case during a live actjoisisince it is performed on
a machine that is running and the acquired evidénegresents a snapshot of a
dynamic system that cannot be reproduced at a tktts” (Adelstein, 2006). The
acquired image can therefore be verified only agaitself rather than against the
original media (Casey and Stanley, 2004). Not ardy live data change between
consecutive acquisitions, but live acquisitions pegticularly problematic in the
context of this research i.e. when encryption ¥®ived. This is because, as shown in
Chapter 4, when acquiring encrypted evidence, imlithe plug’ on a machine
running file system, virtual disk or full disk eption, means that the decrypted form
of the evidence is no longer accessible and cammae-acquired to validate the live
acquired data.

In a live acquisition, not only could the outputaifquisition tools not equal
the input, which introduces uncertainty, but al$é® toperating system itself is
untrusted (Carrier, 2006b, Kenneally and Brown,3)00his means that the input

data to the acquisition process may not equal¢cheabdata. The normal behaviour of
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an operating system is to provide the acquisitimtgss with input that is equal to the
actual data. However, acquired data can also havaltarnative history where the
data provided by the operating system as inputh® a&cquisition process is
manipulated in some way to add data, or more comymimnhide data. This is a
common technique used by rootkits which can alsspeeifically designed for anti-
forensics (Bilby, 2006) and can modify the opematsystem to hide files, folders,
Registry entries and processes.

Therefore, by performing a live acquisition, ex¢laments of uncertainty are
introduced. This uncertainty takes the form of #araative history of the examined
digital evidence where the output of the acquisitiool has not duplicated the input
data correctly (faulty imaging tools, e.g. missate mr more sectors), and/or the
operating system has supplied data to the acaunsrocess that does not represent
the data on the system (‘faulty’ operating systeft)ese elements of uncertainty
currently cannot be ruled out, making the assessménerror and therefore

assessment of accuracy difficult.

6.2.6 Summary

One of the requirements described in Chapter Basduring a digital investigation it
should be possible to assess the amount of ersociased with all techniques used.
This section has defined the error associated eghal evidence based on its main
purpose in a digital investigation, which is to ‘keavalid inferences about a
computer’s history” (Carrier, 2006a). Thereforesduh on this aim and the definition
in Oxford (2008), error associated with digital damce is defined abe difference
between the inferred history and the true histdrthe examined digital evidencehe
possible error or uncertainty is expressedléernative possible events that explain
the current state of the examined digital evideridas definition and expression of
error has the advantage that it can be used tssasseor in both the analysis and
acquisition stages of a digital investigation. Tisidecause it considers events in the
history of theexamineddigital evidence, which includes both its changestiate on
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the system in question, and its change in state few data on the physical evidence,
to acquired raw data, to data in a form that canrzkerstood.

Error in the analysis stage of a digital invedimahas been discussed and it
was shown that it can be assessed; this is betia@skata that is being analysed can
be exactly duplicated and can be examined by nhaliipvestigators who can form
and test their own hypotheses and reach their omntlasions about the most
probable events that created pieces of digitaleadd. They can also qualify their
conclusions based on the agreement of differentcesuhat support that conclusion
using a Certainty Scale such as that in Table 20.

The analysis stage does not present a particulablgm for live
investigations, since if the acquisition and analystages are separated, then data
acquired from a live system has the same propesesata acquired in a traditional
digital investigation. These properties are tha@adsan be exactly duplicated and
examined multiple times by multiple parties. Howgwencertainty can be introduced
during the acquisition stage of a live digital istigation, since it is difficult to
demonstrate that in the history of the examineditaligevidence, during the
acquisition process, the actual data on the systamnot captured incorrectly. This
could either be due to acquisition tool error @ tperating system supplying data to
the acquisition process that does not representitheal data on the system. The
accuracy of a live investigation is therefore dejsrt on demonstrating the accuracy
of the acquisition stage. As a result, this rede@amines how the accuracy of the

acquisition of digital evidence from live systensing encryption can be assessed.

6.3METHODOLOGY

This chapter examines how encrypted digital evidefiom a live system can be
acquired in a way that allows its accuracy to benalestrated using repeatability,
since this is used successfully in traditional tdiginvestigations. The proposed
approach involves recovering data from the liveeysthat allows the encrypted data
to be decrypted offline in a trusted environmertisTmeans that since the decryption
is done offline, data is static and the inputshe tlecryption process are constant.
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Decryption can be therefore performed in a repdatabanner in a trusted
environment allowing the accuracy to be assesseéakernative hypotheses of faulty
acquisition tools or manipulated operating systémise ruled out. The only data used
where the accuracy cannot be determined througtatapility is that which is used to
allow offline decryption, since that data is acgdirfrom a live system and will no
longer exist after the power is removed. Howeves,dccuracy of this particular piece
of digital evidence can be assessed in another wagan be demonstrated to be
correct if it successfully decrypts the encryptediag since if it were not correct then
the data would not decrypt.

First it is shown how such information can be oi#d from a live machine
that is running an encryption product that alloesavery keys to be exported as part
of the product’s design. It is then shown how thesgs can be used offline to recover
the decrypted contents of an encrypted drive. EBhéeemonstrated usirBjtLockerin
Windows VistaSecondly, since not all products offer such areepvery feature, it is
also shown how decryption keys can be recoverad fflee memory of a live system
which are then used to decrypt encrypted datanefiln a repeatable manner. This is
demonstrated usingrueCrypt

This approach for key recovery from memory diffemam that discussed in
Chapter 2 (locating copies of the key or passphoasthe disk or in the surrounding
area) where keys are searched for on the powensd dsk or on physical media at
the crime scene. The approach described in thiptehas different since a live
investigation is used specifically to recover kgymr to the power being removed,
rather than hoping that they can be subsequentbtdd post-seizure. The following
two sections describe the GUI based key recovenggitLockerand key recovery

from a memory dump usinfrueCrypt
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6.4GU|l BASEDKEY RECOVERY: BITLOCKER

6.4.1 Introduction

This section demonstrates how the recovery keywiodows Vista'8BitLocker can
be obtained by performing a live investigation. 3d&eys can then be used offline to
obtain a disk image of the decrypted data in a atgie manner allowing the

accuracy of the acquisition stage to be assessegl tepeatability.

6.4.2BitLockerBackground

BitLocker is the Full Volume Encryption feature built int@ricular versions of
Windows VistaEnterprise and Ultimate). It offers five diffetemodes which differ
in how the decryption keys are protected: Trustiedfétm Module (TPM) only, TPM
& PIN, TPM & USB, TPM & PIN & USB and USB only. Tlse were explained in
detail earlier in Section 4.4.4. Regardless of ri@de in useWindows Vistawill
always provide the option for a recovery key. Theppse of this is to allow access to
encrypted data if the decryption keys are lost, R is forgotten or the encrypted
volume is moved to another system (Microsoft, 2Q08lerefore, the recovery key
will unlock the volume without the need for the PidNbe supplied or the USB stick
or TPM to be present.

During theBitLocker life-cycle recovery keys are created prior to gpting
the drive and can be stored on USB drives, anyrabeessible folder, or printed
(Microsoft, 2006b). Even though they are createdrpio the encryption, it is also
possible to create additional copies of these regokeys at any point after the
volume has been encrypted. This can be performaglgi using a graphical user
interface inVista which is described in Section 6.4.4.

6.4.3 Identification oBitLocker

Before obtaining recovery keys fditLocker, it first needs to be identified. As
mentioned earlierBitLockeris only available irEnterpriseandUltimate editions of
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Vista (Microsoft, 2006f) so identification of other verss of Vista can rule out the
presence oBitLocker. If Enterpriseor Ultimate versions are installed, due to the
requirement for a 1.5 Gigabyte system partition clvhmust remain unencrypted
(Microsoft, 2006b), drive partitioning such as tmay be the first sign to indicate the
presence oBitLocker There are also scripts that can be run on adpjgtem that
report the status of each volume and will descifibgitLockeris running (HogFly,
2007, Microsoft, 2007b). The output of the builtMicrosoft script is shown in Figure

24 and shows a protected volume.

EX Administrator: C\Windows System32icmd exe ;'Q x|
IC = Windowsssystem32>cescript manage—bde . .usf —status

icrosoft (H> Windows Script Host Uersion 5.7

opyright <G> Microsoft Corporation. All rights reserved.

Dizk volumes that can be protected with
BitLocker Drive Encryption:

olume G: [1

[08 Uolumel

Sdize: 48_64 GB
Conversion Status: Fully Encrypted
Percentage Encrypted: 168:x
Encryption Method: AES 128 with Diffuser
Protection Status: Protection On
Lock Status: Unlocked
Key Protectows:
External HKey
Mumerical Password

IC = MindowsN\system3Z >

Figure 24: Results of running the buittmanage-bde.wsfcript identifying encrypted volumes on a livetsys.

6.4.4 Obtaining Recovery Keys

Once BitLocker has been detected, the recovery keys can be ebitaising the
graphical user interface. This can be accessedighrdhe Control Panel and the
option ‘ManageBitLockerKeys’ in the ‘Security’ sub-section. The interfaseshown
in Figure 25.

% This can be achieved on a live system using thefg$dol or by examining the system properties
through the Control Panel.
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=R [ECE )

o) BitLocker Drive Encryption
Select Keys to Manage

<+ Duplicate the recovery password

<+ Duplicate the startup key

‘ Close ‘

Figure 25: The ‘Manage BitLocker Keys' graphicakirface.

Using this interface, a copy of the recovery kegs be created on an attached USB

device. Sample recovery keys are shown in Figure 26

.\ 7BBECD86-B633-45A7-BB32-70DD076628BB.TXT - Notepad -0 H
File Edit Format ‘Wiew Help
The recovery password is used to recover the data on a BitLocker J

protected drive.
Recovery Password:
521290-665016-278047-031889-6893537-16467-300707-1958935

To werify that this is the correct recovery password compare these tags
with tags presented on the recovery screen.

Crive Lahel: TEST-PC C: 23/04,/2007.

Password ID: {FBBECDEG6-BG33-45AF7-BB32-70DDO7E628BET.

Figure 26: The format dBitLockerRecovery Keys.

6.4.5 Acquisition of a Powered Off System Using ®Rexy Keys

After seizure, in the TPM only scenario, the maehtan be booted normally with no
intervention and in the other scenarios the regokeys can be provided (typed using
the Function keys). After this, the system can betd&d in order to create a logical
disk image. However, this is not a desirable wawlmch to recover evidence since it

boots an already powered off system in order tdoper a live investigation which
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makes unnecessary changes to the original evidemdtevill affect the completeness
of the preserved evidence.

Changes to the original evidence can be avoidedrésting a physical disk
image of the original drive (in encrypted form) aswhverting it to &/Mware virtual
machine disk file usindtiveView (Kaplan, 2007). At this point, the virtual machine
disk image can be booted which caudésta to enter recovery mode since the
hardware has changed. Entering the recovery keysbaovirtual version of the
original system and makes it possible to creatggacél image in unencrypted form.
Note that in this case, even in the TPM only sden#ne recovery keys are necessary
since the TPM is not present in the virtual machised to boot the disk image. A
disadvantage of this approach is that it relieshensuspect’s operating system, which
as described earlier could introduce uncertainher@ is also the problem that even
after booting the virtual copy of the machine ifpsssible that &/indowspassword
will then be necessary in order to log on to th&tesy, which may not be available.

To resolve these problems a second virtual mactamebe creaté Vista
Ultimate edition installed and the converted image fromahginal machine added to
the new system as a second virtual drive. By bgatito this freshly installed virtual
Vista machine and using thBitLocker interface it is possible to unlock the drive
using the recovery keys and produce a logical, cnypted image of the original
drive using a trusted operating systénThis method also has an advantage over
connecting the original physical drive through d@evblocker to a redVistasystem to
perform this drive unlocking, since the initial klisnaging stage remains the same as
any other investigation. This disk image is themrdusor the entire analysis and
recovery of evidence. This may be useful if thosgfgyming the analysis and
attempting to gain access to the encrypted datanatethe same as those who

performed the initial disk imaging.

“Which needs to be done only once.

“Lt is also possible to mount the virtual drive @meal system using software such as Mount Image
Pro. Neither offer particular advantages and itethgls on the software available.

178



Chapter 6

6.4.6 Evaluation

There are a number of limitations to this approactust significantly that few
encryption implementations offer such an easy tesg key recovery system, and as
a result, this technique does not generalise Walkkre are also potential problems to
using this approach faitLockeron Windows Vistaif User Account Control (UAC)

is enabled. The goal of this feature is to enalderaito run standard privilege
accounts, only escalating privileges to administravhen necessary (Microsoft,
2006e). UAC has implications for obtaining the nesny key since running the
BitLocker management tool requires administrator privilegéshe account is an
administrator then the keys can be obtained sinoaing processes as administrator
only requires clicking ‘Allow’ in the UAC prompt. élvever, if the account is a
standard user then a password is required to atttessechanisms to create backups
of BitLockerrecovery keys.

Also, this method may violate the End User Licensgreement from
Microsoft, since even thé/indows Vista Ultimatéicense states th&itLocker may
not be used with Virtualization Technologies (Misoft, 2008a). However, in a
forensic computing situation it is unknown how thidl affect law enforcement.

It is also conceivable that the suspect’'s operagysgem could be modified to
supply a false recovery key that will not decrype tdrive. However, this is

speculation and has not been investigated.

6.4.7 Summary

BitLocker Recovery Keys can be recovered frodindows Vistausing the built in
GUI regardless of the mode used. This allows a idnslge of the encrypted system to
be acquired in decrypted format in a trusted emwvivent. This allows the accuracy of
the acquisition to be demonstrated since the tegclenis repeatable. The live acquired
data can be shown to be the same as the offlingradcdata.

However, there are problems, including the diffigwbtaining keys if UAC is
enabled and the user account does not have admtoisprivileges. Despite this, the

principle of key recovery followed by an offline agption to assess the accuracy of
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live acquired images is sound and if a more flexkey recovery approach (one that
would generalise) could be used then many of thadtions of the approach could be

overcome.

6.5MEMORY IMAGE BASEDKEY RECOVERY. TRUECRYPT

6.5.1 Introduction

The previous section showed how decryption keysdcbe recovered from a system
running BitLocker using the built-in interface. This section desesita technique for

recovering the keys from a memory dump of a systemd, uses them to demonstrate
the accuracy of live acquired disk images. Thislesnonstrated using the popular,

open source produdrueCrypt

6.5.2TrueCryptBackground

Introduction

TrueCryptis a “software system for establishing and maimtginan on-the-fly-
encrypted volume” meaning that “data are automéyiescrypted or decrypted right
before they are loaded or saved, without any ugerniention” (TrueCrypt, 2008b).
TrueCrypt has become a popular tool for encrypting data vater 8 million
downloads (December 2008) (TrueCrypt, 2008a).

Version History

At time of writing TrueCryptis at Version 6.1a, having last been updated in
December 2008 (TrueCrypt, 2008f). Various featuned bug fixes are implemented
between versions. Also the default encryption s@herhanges: Cipher Block
Chaining (CBC) was used prior to V. 4.1, Liskovy&st & Wagner (LRW) for V.4.1

- 4.3a and it currently uses XOR Encrypt XOR baSeseakable Codebook Mode,
Ciphertext Stealing, (XTS) (V.5.0 onwards). Anotlmportant difference is that in
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the most recent versions (V.5.0 onward&)eCryptoffers more advanced options

than just creating an encrypted contaifierhich are discussed below.

Encrypted containerThis is an encrypted file stored on disk thattaors an
entire file system that can be mounted as a dediterlin order to be accessed

(Virtual Disk Encryption in Chapter 4).

Encrypted VolumeHere an entire partition on a drive is encryptddwever,
the partition table is still accessible in the cJesven during a ‘dead’ analysis.
The partition is visible t&Windowsas a drive letter but appears unformatted.
The decrypted partition can then be mounted WitheCryptas a different

drive letter.

Encrypted Drive Here the entire drive is encrypted including tbetition
table. The entire drive from sector 0 onwards app@a random data. The
drive is not accessible ¥indowsas a drive letter but can be seen through the

Control Panel disk management tool.

System Partition or DriveHere either the drive or the partition containthg

operating system is encrypted.
The TrueCryptDecryption Process

This section describes the operationTafieCryptand how containers are decrypted.
This is necessary to understand the details dtelggecovery technique used later.
TrueCryptencrypted containers appear to contain nothingdndom data and
have no file signature. Prior to Version 6 DfueCryptthe first 512 bytes of a
TrueCryptcontainer are actually a heatfebut are encrypted using a Header Key so

still appears to be random dafaueCryptdecrypts the header using a user-supplied

“2 Encrypted containers are referred to as Encryptedal Drives in Chapter 4.

3 The start of containers from Version 6 onwardilsaheader, but data begins at offset 131072 .
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password or keyfile, séftfrom offset 0-64 (bytes) and then the processiaf &nd
error using different encryption and key derivatiatgorithms and modes of
encryption (CBC, LRW, XTS etc.). Successful deciypf the header is when bytes
64-67 decrypt to the ASCII string ‘TRUE’. The eetineader is then decrypted which
in the case of XTS mode, contains the Master Kely@acondary Master Key (Tweak
Key) needed to decrypt the actual contents of th@ainer, from the ‘Data Area’

which begins at offset 512 prior to Version 6.
XTS Encryption Mode

As mentioned in the version history, sin€aieCrypt \érsion 5.0, LRW mode has
been replaced with XTS. This section outlines #nsryption mode’s operation but
full details are available in IEEE (2007). The d&iabe stored is divided intdata
blocksgreater than 128-bits. Each of thetsa blocksis then divided into 128-bit
sub-blocks XTS uses two keys (keyl and key2) and each pbairdub-blockis
encrypted with keyl. However, before and afterabial encryption theub-blockis
XORed with a tweak value calculated using the indethe block, the index of the
sub-block and key2. This tweak value is calculdtg@ncrypting thelata blockindex
with key2. This is then multiplied by 2 to the pows# the sub-blockindex, modulo

the polynomial ¥+ x” + ¢ + x + 1. The overall process is depicted in Fikife

* Salt is used to prevent pre-computation of pass\uashes.
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L e e e

TPaintext i T Ciphertext] 1 |
_ | sub-block ]  sub-block | -~
Xor
Plaintext tweak‘[value tweak|value Ciphertext
| |
1
1
1
i premmmemmeeey o
| block i E ¢ i I/><‘“~\ sub-block index
__________ 1 . —p! — — [
index i neryp | 2
me”T”mﬂJ mod (X +x + X'+ x + 1)
Key 2

Figure 27: XTS encryption of a single sub-block.

6.5.3 Methodology

The technique described in this section demonstréte accuracy of a live acquired
disk image of encrypted data using key recoverynfra memory dump. The
encrypted data is referred to as an encrypted icantthroughout this section, but the
same technigue can be applied to containers, vauane drives, including those
containing the operating system.

The live acquired image of the contents of the yoted container can be analysed
but if it then becomes necessary to demonstratadberacy of the acquisition then an
additional process can be carried out. Decryptieyiskcan be recovered from the
memory dump and used to decrypt the offline enegymontainer. This can then be
compared against the live acquired image and shovire consistent, demonstrating
the accuracy of the live acquired image since #@ayption of the offline container
was performed in a trusted environment and carepeated.

This is illustrated in Figure 28 and the full matlbtogy that allows the recovery
of keys and demonstration of the accuracy of aequirmages of encrypted

containers, from the point of encountering a liystem, is:

1. ldentify the type of encryption software on thetseys, to determine whether

the technique needs to be applied.
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From the live machine, acquire the contents okti@ypted container.
From the live machine, acquire the physical memory.
Offline, recover keys from memory image.

Decrypt the offline encrypted data using the receddeys.

o 0k w0 D

Determine if the decrypted offline copy is consustevith the live acquired

image.

-
- J
Removable
n are equal - Disk ()
Disk (E:) live acquired image 4 &
" ec
Image of mounted, can be verified ccnrtya;i)ner

unencrypted container
(acquired live)

file

= < gy

» T
Image of hard disk Extracted encrypted
(acquired offline) container file
(acquired offline)
B —
Identified decryption

Decryption

kEyS Process

Image of memory
(acquired live)

Figure 28: The overall approach for demonstraticgueacy of live acquired images.

6.5.3 Key Recovery Technique

One of the stages in the above methodology isehevery of decryption keys from
memory. There are a number of options for this,cwlare described in the following
section. However, the specific technique used i$¢ adtical to the overall

methodology.
Existing Key Recovery Techniques

There are a number of existing techniques to racmfermation from memory that
may allow access to encrypted data. While not gty keys, an anonymous work
(anon, 2007) and Bolieau (undated) describe thaedeull Disk Encryption packages
cache plaintext passwords at offset 0x417 in menmages, includingGP Desktop

TrueCryptcan also cache plaintext passwords inTtheeCryptdriver memory if the
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“cache passwords and key files in memory” optiorsegected (TrueCrypt, 2008d).
However, these options are limited to particulardoicts.

TrueCryptkey recovery from dinux memory dump is described in Walters
and Petroni (2007), where the operating systemta dauctures are parsed and the
master keys recovered from a clearly identifiabdgiable. This approach has also
been extended t&/indowsin Kaplan (2008) where thErueCryptdriver is located in
memory and the keys extracted from particular téfse

Also Haldermanet al. (2008) describes a key recovery method that
specifically takes into account bit errors introddcduring cold boot memory
acquisition techniques (See Chapter 2.3.4). Theoagp involves searching for data
other than the key (the key schedule which storescpomputed data for rounds of
encryption for performance reasons) and usingretover the key.

Since the approaches in Kaplan (2008) and Haldeehah (2008) were not
made public until late into this research, the deihg sub-sections describe the

development of an additional key recovery technique
Overview of Developed Key Recovery Approach

The overall developed key recovery approach udagear scan of a memory image,
using each consecutive position in that image,aetitrg possible keys according to
an identified pattern and attempting to decrypt ¢batainer. The correct keys are
identified when the container successfully decrylrtghis sense the overall approach
of the technique can be described as a dictiortéaglaon the key from a limited key
space generated from the memory of the systemoVémll key recovery approach is
shown in Figure 29 and the following subsectionscdbe each of the stages of

developing the key recovery methodology.
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TestDecryption — » Momatch

S——— TestDecryption —— . Momatch
L @ TestDecvption — . momateh
S ———» TestDecryption — » Momatch

Test Decryption — » mWatched!

Figure 29: Depiction of the linear scan approacketprecovery. The keys used to perform test deicnyg actually slide one
byte at a time, rather than 256 as shown here.

Setup of test environment

For the development of this technigi®ware Workstationwvas used to create a
virtual Windows XP Professionahachine.TrueCryptwas installed on the virtual

machine and an encrypted container created witlpéissword set to be ‘password’.
After mounting the container the virtual machinesvghut down and rebooted. The
encrypted container was mounted usihgieCrypt and the appropriate password.
With the container mounted, the virtual machine wasgsed and a copy of the .vmem

file representing the virtual system’s RAM created.
Identifying patterns in memory

During the initial setup, when an encrypted cordriis created, th&rueCrypt
graphical interface displays parts of the keys useehcrypt the container, as shown
in Figure 30.

Volume Format

Options

Fileswstem Cluster I~

Random Pocl: S6ACE864F0493659409941 1BECAFIFEF v
Header Key: 04E3C0F13687EAAFCTEOESLEDEC3IEAS0. ..
fMaster Key: T0BE41B4575E6396CICEEDDOTIDICS39E. ..

e

Done 100%: Speed | 3.3 MB/s Lefk Os

Figure 30: Parts of the keys displayed by TheeCryptGUI on creation of an encrypted container.
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It is this property ofTrueCrypt rather than it being open source that allowed the
pattern matching to be easily developed. Withoist shortcut, establishing patterns in
memory is much more complex and is discussed iatére evaluation section. Since
the keys are known, they can be easily identifredhie memory dump and a clear
pattern in memory identified, as shown in Figure B&periments showed the first
256 bit block to be the Master Key for the contaiaed the second 256 bit block to
be the Secondary Key for XTS (keys are reversedrpio Version 4.3a, see
Hargreaves and Chivers (2008Db)).

26018160 00 OO0 0O 00 OO OO OO OO OO OO OO OO OO0 00 00 0o

26018176 00 00 0O OO 0O 0O OO0 OO0 OO0 OO0 00 00 0O 0o oo 0o

260181%2 00 o0 00 OO 0O 0O 00 0o OO0 00 00 00 0o 0o oo oo

26018208 |70 B4 1B 45 75 B6 39 6C 1C 82 DD 07 1D 3C 53 98 p° Euf9l 1Y <SIi
26018224 |87 C2 AC 29 04 GC DA CD 35 22 87 2C CF 20 7B 10| 1E-) ~0Ic"1.I {
26018240 | 2D AR 90 43 DF 82 00 1D 50 BS Ae 54 3D 3C OF DE | —«=I1CRI FpiTIl P
26018256 41 3B GS& 66 0D 44 CO 64 9F 55 3F E1 EE C? 3B HIC | A:Zf JAj107aiG:
26018272 00 00 00 OO 0O 0O 00 0o OO0 OO0 00 00 0o 0o oo oo

26018288 00 00 00O OO 0O 0O OO0 00 OO0 OO0 00 00 0o 0o oo 0o

26018304 00 00O OO OO OO OO OO OO OO OO OO OO OO0 00 00 0o

Figure 31: Part of a memory image showing the Ryiraad Secondary Master keys.

It should be noted that the Header key cannot badaat all in memory. This is
because the Header key is only necessaryTfaeCryptto decrypt the container
header and extract the Master and Secondary kdysh\are then used to decrypt the
rest of the container. Therefore, once the Master Secondary keys are stored in
memory, the Header key is no longer needed antheamased.

Once the patterns of the keys are identified, &imsply necessary to linearly
scan memory, extracting keys in this pattern uttié correct keys are found.
However, it is first necessary to find a way tontiyy the correct keys.

Identifying Correct Keys

This key recovery technique uses known plaintexdémtify the correct keys. During
normal TrueCryptoperation the string ‘TRUE’ is used to show corrgetryption of
the header. From the header, the Master and Twexk &re extracted, known to be
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correct and are used to decrypt the data in théaowr. A similar known plaintext
approach was developed to test for correct Mastdr $econdary keys; although,
there are alternatives which are mentioned latehénfuture work section. Suitable
plaintext was identified by creating, mounting anthging several containers, and
examining the images for consistent plaintextss&# 3-7 of a mounted, decrypted
10 Megabyte FAT formatted container, decrypted 8CH ‘MSDOS’, as shown in
Figure 32. These correspond to offsets 515-51%@fencrypted container (skipping
0-512 which is theTrueCrypt header encrypted by the Header Key and not

accessible).

gooooooo EE 3C 90 4D 53 44 4F 53 35 2E 30 00 02 01 02 00 E<IMSDOSE .0
oooooole |02 00 02 FF 4F F& 50 00 01 00 01 00 00 00 00 00 el

oooooo32 00 00 00 00 00 00 29 SB Bl 46 47 4E 4F 20 4E 41 JIEXFGHO Ha
oooooo4s 4D 45 20 20 20 20 46 41 54 31 36 20 20 20 00 00 ME FAT1e
ooooooed4 |00 OO 0O 00O OO OO OO OO0 00 00 OO0 00 00 00 OO0 OO0

goooooso 00 00 00 00 00 00 OO0 00 00 00 00 0O 00 Oo0 oo oo

Figure 32: Known plaintext on FAT16 file systems.

Larger, FAT32 file system based containers wer® agsamined and the known
plaintext ‘MSDOS’ can still be used. However, NTIEBntainers have the string
‘NTFS’ at offsets 3-6 which needs be used to idgrdorrect decryption of the data
area of an NTFS formatted container.

There are also differences depending on whetkentiner, volume or disk is
encrypted. As described above, for a containerktiosvn plaintext file system data is
located 3 bytes into Sector 1 (sector numbers batgd). For an encrypted volume the
known plaintext is in Sector 64, Sector 1 for awergpted Drive and Sector 63 for
System Partitions and Drives. A summary of posgitr theTrueCryptheaders and

known plaintexts is shown in Table 21.
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Mode Sector on disk containing| Sector on disk containing
TrueCryptheader known plaintext

Container Variable Variabte

Volume 63 64

Drive 0 1

System Partition 62 63

System Drive 62 63

Table 21: Positions and indexes of known plaintextifferent modes of TrueCrypt.

Decrypting the container from the master keys

Software was developed in C that used sample AE®ypigon code from Devine
(2006) which after implementing the modes of operatallowed parts of the
container to be decrypted from supplied keys. Ténebbped software is compatible
with LRW mode and the newer XTS encryption modenc8ithe known plaintext
strings (‘(MSDOS’ and ‘NTFS’) are located at offsés/ of the known-plaintext
sector, and AES decrypts in blocks of 128-bits,kihewn plaintext resides in the first
block of the data area of the encrypted contaifis means that only one block
needs to be decrypted.

Automating key recovery

Once a means of identifying correct keys was deaoit was then necessary to
automate the process of trying test keys so itcctwal applied to the entire memory
dump. Software was developed in C, to scan thrahghwhole of memory, using

each 48 byte block as Master Keys and Secondarg Keq fixed pattern, as shown
earlier in Figure 29. The ‘window’ from which keygere obtained moves through

memory one byte at a time, so for example in aM&gabyte memory image:

512 x 1024 x 1024 = 536,870,848 bytes
536,870,848 — 64 (‘window’ size) = 536,870,848

4> Position is variable on disk since containers banstored in various places in the file system.
However, the TrueCrypt header is in Sector O ofcthrainer and the known plaintext is in Sector 1 of
the container.
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This means there are 536,870,848 possible keyigasiin the full 512 Megabyte
memory dump.

As mentioned, the developed software only decriidirst block of the data
area of the container since that is all that isledeo determine if the keys are correct
or not and allows significantly faster operation.

6.5.4 Results

Key Recovery

The developed software successfully recovers etiorygeys from a memory dump
of a live system. It has been tested on and suittlgsased with memory dumps
obtained fromVMware and usingdd. Figure 33 shows the output of tigetkeys

program.
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o C\WINDOWS\system32\cmd.exe

G DOCUME™1~Chris“Desktop~HEWFOL™1 >getkeys container.tc mem.dd 256 1 .
ENC = 51 A5 59 21 9D 56 AS AD 84 62 59 DD FE &F BS C7 QY =0V EbY imodA

Working. ..
tried 28836257 keuys

Decrypted FAT File System
EMC = EB 3C 98 4D 53 44 4F A2 81 82 BB U<EMSDOS5 .0 B8

———decrypted using master
78 B4 1B 45 75 B6 3% 6C 1C
87 CB AC 29 B4 5C DA CGD 35

———and secondary key. ..
2D AER 9@ 43 DF 82 B8 1D
41 3B 5A 66 BD 4a CA 6A

U<EMSDOSS .0 BEE
B E0°PRE

>Lg{GNO NA
ME FAT16

Figure 33: Keys recovered from a live memory dump.

possible and are discussed later.

Comparison with Live Acquired Image

The software recovered keys from 512 Megabyte mginagiges in an average of 1%
minutes on an Intel Core 2 Duo, 1.9GHz. A memorgnduhat did not contain keys
was provided and the software scanned the entireamnyedump and reported that no
keys were found in 18 minutes. This gives a scannate of approximately 480,000

keys per second or 27 Megabytes per second. Signififurther optimisations are

Once the keys are recovered it is then necessadgdoypt the entire container or
volume in order to compare it with the live acqdingersion. ThelrueCryptprogram

derives the header key from the user supplied paskwnd a salt value in the
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TrueCryptheader, which is then used to decrypt the masigisacondary key stored
in the header. It is not therefore possible to thigerecovered master and secondary
keys to directly open the container. However, ascdeed in Walters and Petroni
(2007) “with a few minor changes to th&rfieCrypt mounter, we can use the
extracted cryptographic information to mount thelumze offline without the
password.” Another approach is to extend the déitnyprode used to test for known
plaintext and use it in a loop to decrypt the entiontainer or volume. This second
approach is used to decrypt the container whichbeaanalysed in the usual manner
or compared against the already analysed live esdjimage.

Comparison of two acquired images of a mountedyged container (one
acquired from the live system usidd, the other acquired offline by decrypting the
container using keys extracted from memory) shothedcontainers to be identical.
This can be seen by the hashes in Figure 34.

H:“TrueCrypt Sxdatamdd disk<{livel).dd
AEFACI7HEEDIFDBIDDEI11AB3IC25F?71 disk<{live?.dd

H:“TrueCrypt Sxdata>mdd dec.bin
AEFAC3I7HEED3FDBIDDE3I11AB3C25F?71  dec.hin

Figure 34: MD5 hashes of live acquired containet affline decrypted container.

However, comparison of two acquired images of desgsrunningTrueCrypt Full
Volume Encryption showed the acquired images nbetalentical. This is due to live
systems constantly changing, as discussed in Qh&ptelowever, using the same
technique used in Section 5.4r8d5deep(Kornblum, 2008) can be used to obtain
hashes of individual files on the acquired imagee hashes of files in both acquired
disk images can then be compared. The results &mmcquisition of a Full Volume
encrypted system are shown in Figure 35 and shat4tltiles changed between the
live acquisition and the system being powered ®©ffe differences were identified

using the developed softwamad5listcompare
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& OO0 | diffs.txt

beleted files

WINDOWS/Prefetch/LOGON.SCR-1E1EFAEA .pf

WINDOWS/ svstem3s AwbenRepository/FS/ TNDEX (MAR
WINDOWS/ zvstem3Z wben,Repository/FS/MAPPING .YER
pagefile . svs

Figure 35: Differences between the live acquirell Valume Encrypted drive and the offline decryptestsion.

For the files on the encrypted disk that are nsted in the figure above, their
accuracy has been demonstrated since the offlup@racl versions are consistent with
those acquired from the live system. The offlingjuasition can be performed
multiple times using different acquisition tools ialn reduces the likelihood that the
image is incorrect due to faulty imaging tools.

However, regarding the files that have changedvéen the images, these
could be excluded from the investigation as the lacquired versions cannot be
shown to be the same as those obtained in a répeatzanner using a trusted
operating system. However, if the files are impatrta the investigation, the files can
be inspected more closely and the parts of the filat are the same can be used, with
just the parts of the files that have changed @edu It may also be possible to
explain the discrepancies in detail, for exampke ¢hange to logon.scr (see Figure
35) occurred 10 minutes after the acquisition beghith was when the screensaver
on the live machine activated (in practice thisvation of the screensaver should be
prevented). The extent of the differences betwierive and dead images therefore
depends to a certain extent on the actions ofrthestigator, although in this case the
changes caused by runnidd (prefetch file, Registry changes, etc.) were rdedrin
both the live and dead acquisitions since theilvager acquired the parts of the disk
that contained those changes after they were made.

However, other software running on the system mayease the number of

differences, e.g. antivirus scans, Windows updates although it should still be
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possible to explain these differences. Also thgéorthe system is running before the
power is removed the longer the system has to roa&ages to the drive. However,
given that no differences were found with the limed dead acquired encrypted
containers, differences are most likely to be aceom with Full Volume Encryption.
In these cases background changes to the systewergremall in relation to the total
size of the data that is preserved. In this exarapdenall 4 Gigabyte drive was used
and still only 0.09% (3809953 bytes) was different.

Referring back to Section 6.2.5, it was explaitieat by performing a live
acquisition, extra elements of uncertainty wereromhiced: the output of the
acquisition tool could incorrectly replicate thepin (faulty imaging tool), but also
that the live operating system could provide thguasition tool with incorrect data
(‘faulty’ operating system, e.g. a rootkit). In atilsh to addressing the alternative
hypothesis of a faulty imaging tool, by acquiriregal offline using a trusted operating
system, this eliminates the possibility of datanigehidden due to the operating
system behaving incorrectly (i.e. due to a root&itice rootkits cannot operate while
the compromised operating system is not runningreddien files will be visible. This
method therefore provides the opportunity to eletenboth of these alternative
hypotheses since the encrypted data can be readguinltiple times using multiple
tools (addresses faulty acquisition tools), andsitpossible to detect if the live
operating system is incorrectly reporting its statece when the offline acquisition is
performed the suspect operating system is not ngnand therefore it is not possible

for installed rootkits to run (addresses ‘faultperating system).

6.5.5 Evaluation of this Key Recovery Approach

There are a number of limitations to this particukay recovery approach. One
practical limitation is that the software has béereloped only for AES in LRW and
XTS mode.TrueCryptsupports a number of other algorithms includingo8et and
Twofish. It could be argued that as the numbergdrithms and modes increase, the
number of combinations that need to be tried farthetest key makes using this

approach more of a challenge (Kaplan, 2008). Sihedgechnique is simple and fast
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due to only needing to decrypt a single block, emeneasing the time by nine using
three algorithms in three modes (AES, Serpent andfish with CBC, LRW and
XTS), key recovery should still be possible in [&@s3n 5 hours. There are also many
optimisations possible: sliding the key window mtran 1 byte at a time; performing
a simple entropy test on data prior to trying dption, and rewriting the code to use
multiple CPU cores or multiple machines; all of atiwill reduce the time taken to
recover keys. In addition, at the stage where gicny is identified on a system, it
may be possible to determine this informatidnueCrypt for example, allows the
properties of mounted containers to be viewed twveamachine, which describes the
type of encryption (Container, Volume, Drive), tkacryption algorithm and the

mode used. This is shown in Figure 36.
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& e - [o[x]
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G ! Lacation Ci\Documents and Settings! ChrisiDes...
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S Tvpe Morrnal o
S Read-Only Mo
Gam P Hidden Yolurne Protected Mo
S Encryption Algorithm AES
Ceh: Key Size 256 hits
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Figure 36: Properties of a mounted encrypted coatddentified on a live system.

A specific limitation of the linear scan approaslhthat it relies on keys being stored
in consistent patterns in memory. It is conceivdbé keys could be split in memory;
however, this is simply a more complex pattern tvatld need to be identified.

Introducing a random element to the storage lonaiidkeys is one way to hamper the
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use of this technique. However, by design, keysirieebe constantly accessible to
on-the-fly encryption products, and even if the kegs split over randomly spaced
locations, the encryption software would need tepkerack of these. In this situation,
to recover keys it would be necessary to have atgrainderstanding of the internal
operation of the software in question, but as desdrin Kaplan (2008), “given
enough time, both the secret key and the exactilsgledh each cryptosystem’s
operation can be discovered”.

Also, the known plaintext used to identify sucdelsslecryption of the
container is non-essential data, meaning thatcdmsbe changed without hampering
the operation of the container. However, it is guesto change the scanning process
so that the known plaintext used is essential*8ata use statistical techniques to
identify possible correct decryptions.

While this key recovery approach has been develdpe only one product
(albeit two versions), the work in Haldermainal (2008) has shown that keys are also
available in memory foBitLocker, FileVault anddm-crypt It also stands to reason
that due to the inherent design of any on-the-flgrgption software, the keys have to
be accessible in order to perform decryption, sifeesame keys are used for each
block they need to be constantly accessible. Toeefany product that does not
decrypt all of the plaintext at once and decry@tads it is needed is susceptible to
some key recovery approach.

In addition to its generalisability, this approaaVercomes the limitations of
the GUI based approach where UAC could prevent keys being recovered. While
dd memory acquisition techniques require administrapoivileges, a Firewire
memory acquisition could be performed without negdio provide a password to
UAC. It also is not affected by the use of duregysk provided the seizure is
performed when the real encrypted data is moumgther than the duress data. This
is because the technique will recover the keys froemory that allow the currently

mounted encrypted container to be decrypted offline

“6 Such as the starting address of the root direconumber of FATs (Carrier 2005 p.214)
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However, it is necessary to obtain the memory ddom the system while
the encrypted data is in use i.e. in the case wiagwer or volume encryption, it needs
to be mounted. However, this is implementation Bpesince TrueCryptsecurely
wipes the keys once volumes are dismounted. Atsaariy system volume, removing
the keys from memory is not possible until the esysts shut down.

The identification of key patterns in memory fbist product was trivial, not
due to the open source naturelTafieCryptbut because the GUI design reveals part of
the keys during the creation of containers. Howeaay open source product could
be modified to display this data in this way toistsg determining key patterns. For
closed source products, a number of approachestifirbeing explored including
reducing a memory dump to data that has changeorébeind after mounting a
container and correlating memory dumps from mudtigystems mounting the same
container. Also, the use of a debugger may allogs¢hkeys to be viewed as the
program executes. However, this is ongoing work.

Another limitation that is unrelated to the accyra®quirement but is
important practically, is that it cannot be knowm advance if the keys can be
successfully extracted from memory, e.g. memory may have been correctly
acquired. The acquisition of and key recovery froemory is therefore presented as
an additional step as well as acquisition of theumted encrypted containers and
volumes. The key recovery is used if necessary dfead challenges about the
accuracy of an otherwise unverifiable live contaimeage. However, a solution to
this limitation is provided in Hargreaves and Ch&/€008a), where keys are verified
offline but still at the scene, allowing live imagito be avoided if necessary; but this
is outside the scope of this research.

Finally, as mentioned earlier, limitations of thgpecific key recovery
approach are not critical to the overall methodglégy demonstrating accuracy of
acquired encrypted containers or volumes sincenaltiee or multiple key recovery

techniques can be substituted.
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6.5.6 Key Recovery Summary

The accuracy of live acquired encrypted data ha&n lskemonstrated by recovering
decryption keys from a dump of the system’s menwdnch was acquired at the same
time. These recovered keys can be used to dechgptstatic, offline data in a

repeatable manner in a trusted environment, andébgyption can be used to verify
the live acquired image. The only data that catweoterified through repeatability is

data that is inconsistent due to unavoidable chagethe live system and also the
acquired memory image. As discussed earlier, filasare inconsistent due to the live
system changing files can be inspected more cldsefietermine the exact nature of
the discrepancies. Regarding the memory imageptiye part of it that is used as

evidence is the decryption key, the accuracy ofctvlg evident since it successfully
decrypts the encrypted data. In the Certainty Seal@asey (2002a), this particular
digital evidence artefact (the decryption key) agbhs C6 (the highest level of
certainty), meaning it is “tamperproof and unquesble”. This key recovery

approach has been demonstrated using the openesproductTrueCrypt for all

modes of operation: container, volume and driveygton.

6.6 EVALUATION

Both methods of key recovery shown in this chap®&] based and linear memory
scanning, have shown how encrypted data can bessateoffline in a trusted
environment where the process is repeatable. Usingatable techniques and trusted
environments are existing and accepted ways intwdcuracy of acquisitions can be
assessed.

Therefore, while there are specific limitationsiodlividual approaches, e.g.
UAC for the GUI based approach &fista and countermeasures for key recovery
from memory, e.g. splitting the key, the multitudleapproaches for obtaining keys
means that if the encrypted data is being usedenite system, then keys must be
stored somewhere and will be recoverable.

Allowing the accuracy of encryption to be assessethis way reduces the

possible error by eliminating the alternative hymstes that the analysed digital
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evidence has its value because the operating sysipplied incorrect information to
the live acquisition tool, e.g. due to the preseoica rootkit. This is because in the
offline environment any malware on the evidencenpaixamined cannot run. It can
also eliminate possible error introduced due to alequisition tool not operating
correctly, since once the offline data is decryptadltiple acquisition tools can be
used to acquire data and it can be shown to bsaime as the live acquired data.

Referring back to Casey’s certainty levels (SecBdh4), use of this method
increases the certainty in the live acquired enteyplisks from C2 (“only one source
of evidence that is not protected against tamp®&ritgg C5 (“multiple independent
sources that are protected against tampering, hewawall uncertainties exist” (in
this case these small uncertainties are the dift® between images due to
unavoidable file changes on a live system)).

However, this method does not fully address théclbgpmb problem, where
software could be configured to erase Hatm the system given certain conditions
e.g. adding a USB stick or running a certain pifceoftware. However, systems that
are used to store encrypted data still need teshble and preventing the use of USB
sticks will reduce the usability of the systemmbdy also be possible to address this by
examining the system prior to inserting a USB stickunning software to search for
such ‘logic bombs’ or to examine the acquired insafm traces left by the use of
logic bomb software. However, this remains futueaky

A consequence of relying on offline repeatabitdydemonstrate accuracy of
data from live acquisitions of encrypted data (performing a dead acquisition) is
that this approach does not generalise to otherifivestigations e.g. demonstrating
the accuracy of a memory dump or the accuracyvef imvestigation tools such as
psinfa However, an alternative approach is possible ¢sess the accuracy of
acquisitions: the Certainty Scale in Casey (2008s9¢e Section 6.2) uses multiple
sources of evidence during the analysis stagestaatparticular hypothesis about the

history of digital data. However, this approach Idoalso be applied to hypotheses

" Logic bombs could also lock the system, revertdha to its encrypt data or crash the system but
this would not result in inaccuracy since that éweould obviously have happened and would prevent
the live investigation from progressing.
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about the history of digital evidence during thejasition stage i.e. whether the
collected data has its value due to a manipulapedating system or a faulty imaging
tool. To do this, memory could be acquired usindtiple tools that use different
sources to acquire an image, for exampdiel Based approach and the use of Firewire.
Comparing the results could increase the certdawgl from C2 (only one source of
evidence that is not protected against tamperm@4 (multiple, independent sources
of evidence agree but evidence is not protectednsigéampering). This has the
potential to allow a system to be screened for ggses that may make it behave
abnormally, therefore establishing if results froomning further live tools on the
system are likely to contain error due to the ofiregesystem misrepresenting its state.
This is a promising area for future work, but gatismg the assessment of accuracy
of digital evidence for general live investigatipnather than those involving the
acquisition of encrypted data, is outside the sadphis research.

6.7 CONCLUSIONS

One of the requirements in Chapter 3 was explaastdshould be possible to assess
the amount of error associated with all techniquesd to obtain and process digital
evidence, and that amount of error should be aat#gtin the context of the current
investigation In this chapter, the error associated with diggeidence has been
defined asthe difference between the inferred history and tiioe history of the
examined digital evidencewhere possible error or uncertainty is expresasd
alternative events that explain the current stdtthe examined digital objects

This definition and expression of error has theaadhge that it can be used to
assess error in both the analysis and acquisitages of a live digital investigation.
This chapter has focused on the error in the aitguistage of a digital investigation,
since error in the analysis stage is concerned wmitrpretation of the acquired data
and can be assessed by using multiple techniqascéim be repeated by multiple
examiners. If there are any differences in intdgiren, the alternative hypotheses for
the existence or state of digital evidence artefaan be compared and the most
probable decided on. It is then up to those makiregdecision to consider whether
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the uncertainty is sufficiently small in the cortex the current investigation to come
to a decision.

The accuracy of the acquisition stage of a tradii digital investigation can
also be assessed using repeatability since thealrigvidence is still accessible and
the acquisition can be repeated in trusted envissisnusing multiple tools and the
results shown to be the same, which eliminates rtaiogy about the acquisition
methods or operating system functioning corredtlpwever, in a live acquisition,
possible error, or uncertainty can be introducedbeeidue to live acquisition tools
operating incorrectly or by the operating systemvling the acquisition tool with
data that is not consistent with that on the systéhs introduces a number of
alternative hypotheses that explain the examingdadlievidence having its current
state. This uncertainty cannot normally be addeesselive investigations.

However, this chapter has shown that in the canta live digital
investigations involving encryption it is possilite assess accuracy of live acquired
copies of encrypted data. This is possible if at $dhme time as the live acquisition
takes place, information is recovered from the Bystem that allows encrypted data
to be decrypted offline in a trusted environmerhisTallows the accuracy of the
acquisition to be assessed since offline decrypt@mal offline acquisition are
repeatable techniques, the output from which cam the used to validate the live
acquired image. In this case, the only informatised where the accuracy cannot be
assessed through repeatability is data from theedigk that changed between being
acquired and the system being powered off, andvihath allows decryption of the
encrypted data. However, the information that afloslecryption is known to be
correct since if it were not, then the encryptethdeould not decrypt successfully.

This chapter has demonstrated recovery of th@mmétion from live systems
and offline decryption in two ways. First, the buil graphical interface was used to
export keys, which were then used to decrypt dfffm@. This was demonstrated
using BitLocker on Windows Vista The second approach involved obtaining a
memory dump at the same time as the live acquisd@iche mounted encrypted data.

From this memory dump, decryption keys were exéddhat allowed the offline
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decryption of the encrypted data. The reason #hipassible, and why it can be
generalised, is that on-the-fly decryption is perfed on a system as data is required,
and the same key is used for all data. This melaaisthe key needs to be stored
somewhere for the encryption system to operatejtarah therefore be recovered.
Therefore, in summary, for live digital investigeis involving encryption, the

accuracy of the live acquisition of encrypted detan be assessed by recovering
information that allows it to be also decryptedin#. This offline decrypted copy can
then be acquired multiple times using multiple somhd compared to the live acquired
data, eliminating the uncertainty that the operpsigstem or live acquisition tool was

behaving abnormally.
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CHAPTER 7. AUTHENTICITY

/.1INTRODUCTION

This chapter examines the authenticity requiremfamt digital evidence. This
requirement specifies thahe origin of digital evidence should be provabléhe
origin of digital evidence was explained in Chadp include demonstrating that it
comes from a particular piece of physical evidersteceall digital evidence is an
abstraction of something physical and ultimatelg thhysical evidence can be
connected to a real person. Also, authenticityoiscerned with demonstrating what
processes that have been used to obtain data frenpiysical evidence and then
translate it through various layers of abstraciio a form that can be interpreted.
The requirement also stipulated that accusationgaofpering should be easily
refutable.

These requirements are satisfied in a traditionadstigation since the original
physical evidence from where the digital eviden@s wbtained is still available and
acquired evidence can be compared to the origihlab, records of all processes
applied can be shown to be correct as they cahealepeated, and the same final
result obtained. For a live investigation this @ the case since the original evidence
may not be accessible, either because it was e@sedmoval of the power, e.g.
memory or has reverted to a state that meansiiiotdoe accessed e.g. encrypted data.

The chapter shows that two aspects of this reqeneran be satisfied for live
investigations using existing techniques: digitaidence can be shown to be
produced by running particular processes usingtaliggvidence bags; and that
accusations of tampering of acquired evidence aamefuted using cryptographic
hashes. The chapter therefore focuses on devel@imgthod to demonstrate that
digital evidence was obtained from a particularcpi®f physical evidence, which
assists in allowing the recovered digital evidetacbe traced to a person.
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7.2BACKGROUND

7.2.1 Authenticity in Traditional Digital Investigans

As described in Chapter 3, the authenticity regqu@et for digital evidence specifies
thatthe origin of digital evidence should be provaltdeth in terms of coming from a
particular piece of physical evidence and also bgamoduced by running particular
processes. In addition, accusations of tamperirapukhbe easily refutable.

Reuvisiting the traditional digital investigatiomgeess described in Chapter 2,
after seizing the physical evidence, usually adigk image is created of the contents
of the seized computer’s hard drive and this imagben analysed. The image that is
analysed can be shown to be the same as the d#te geized physical evidence by
computing a cryptographic hash of both, e.g. usii@p or SHA1. This demonstrates
that the acquired disk image, and therefore digaaidence extracted from it,
originated from the seized physical evidence. Stheedisk image can be shown to be
the same as the original physical evidence, thevgmts accusations of tampering
with the disk image, since if the image is alter@@ny way, the hashes of the data
stored on the physical evidence and on the diskénveould not match. Accusations
of tampering with the original physical evidenc@pto imaging are countered using
the principle of ‘continuity of evidence’, whereig documented who has had access
to the physical evidence and at what stage. Thabie to “provide continuity and
assure provenance of the item from the time the Was seized to the time the item is
used as evidence in court” (Turner, 2005). Dematisty that digital evidence was
obtained from the disk image by running particytaocesses is also achieved by
thoroughly documenting actions performed. During #nalysis, actions performed
are recorded in detail, meaning that a third peotyld repeat those actions on the disk
image and achieve the same results. This demosstitsat the final digital evidence
artefacts obtained were as a result of runningiquaar processes. This process of
demonstrating authenticity in traditional digitalnvestigations is shown

diagrammatically in Figure 37.
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Figure 37: Tracing digital evidence artefacts bich piece of physical evidence in a traditionaitdi investigation.

In a live investigation, if the acquisition and bs&s stages are separated,
documentation and repeatability can also be usedetoonstrate that the obtained
digital evidence artefacts are obtained as a regultinning particular processes on
the disk image. Therefore, the problem of demotisgaauthenticity of digital
evidence in a live digital investigation lies iretlacquisition stage. This is because
data acquired during a live investigation may net dccessible on the original
physical evidence after the power is removed. Tihesecryptographic hashes cannot
be used to demonstrate that the acquired evidesmee drom a particular piece of
physical evidence because there is no original atash (memory) or it has reverted
to a different state (encrypted data). This is gshdvagrammatically in Figure 38.
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Figure 38: Tracing digital evidence artefacts btack piece of physical evidence in a live invedtaa
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7.2.2 Authenticity in Live Digital Investigations

It can be shown that data is produced as a refulinming particular processes by
documenting steps performed and by running knowtstisom read only media such
as CD-ROMs. Combinations of tools are often comtbiméo toolkits which execute a
set of tools in a particular order and record add@ll actions performed. Toolkits
such as these can be found onHedix Live CD

Also, these logs can be made tamperproof if haghesalculated at the time
of creation. Turner (2005) describes a format fa@ital Evidence Bags (DEB), which
allows information to be attached to acquired evadein the form of a ‘tag file’. The
information is protected from tampering by incomuorg a ‘tag seal number’ which is
a hash of the current information in the tag.

Digital Evidence Bags can be used not only to atiatormation such as the
name of the investigator and the date and timepfuwe to the acquired evidence, but
also to allow ‘real-time evidence capture’ wherencgand line instructions supplied
to a live machine can be captured directly intoifalgevidence Bags along with the
time, the name and hashes of the commands run astte$ of the output from the
tools (Turner, 2007). This provides a means to defmate that the data acquired is as
a result of running particular processes.

Since tampering accusations from the point of agitjon can be refuted by
creating hashes of acquired evidence, and the ggesaun on the live system can be
recorded by capturing command line instructionswgisa format such as Digital
Evidence Bags, the remaining difficulty in demoastrg authenticity of live acquired
evidence is showing that it came from a particplace of physical hardware.

Some acquired data has embedded information thad de used to identify
the physical origin, for example BIOS informationch as make, model and serial
number of the computer system can be obtained fr@mory dumps (Mcquown,
2008). However, live acquisitions may not necefsé® an acquisition of memory
and such identifying information may not alwaysfband in acquired data, e.g. an
acquired mounted encrypted container will not consach information.
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It is possible to demonstrate the authenticityivé hcquired containers using
key recovery and offline decryption techniques dbsd in Chapter 6, since the
original evidence becomes accessible and the atigphysical origin can be
demonstrated in the same manner as traditionalatlignvestigations. However, in
cases where the key patterns have not yet beefifidegnthere is another approach

that can be used to demonstrate the physical avigime acquired digital evidence.

7/.3METHODOLOGY

7.3.1. Overall Technique

This research demonstrates that live acquired databe shown to come from a
particular piece of physical evidence even though driginal data on the physical
evidence is not longer available or accessible. @verall approach is to modify an
acquisition process to also obtain unique systemtifiers at the time of acquisition
that will still be accessible after the power imowved from the system. At the time of
the acquisition, the live acquired evidence cagrgptographically hashed with these
identifiers. After the seizure, during the analystizge, the live acquired image can be
re-hashed with the seized physical evidence andhdsbes shown to be the same as
those produced from the live acquisition. This destates that the live image was
acquired on the seized physical evidence, whighavn diagrammatically in Figure
39.
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Figure 39: The overall methodology for demonstigtime origin of a piece of live acquired digitaigance.

7.3.2 Choice of Process for Proof of Concept

The technique described in the previous subsedsiaiemonstrated in this research
using a prototype, proof of concept implementatibinis is achieved by modifying a
live acquisition tool to include the hashes of egsidentifiers. There are a number of
tools that could be used, for example tools forabgquisition of physical memory or
for the acquisition of mounted encrypted contain&sth are of interest since, as
described earlier it is possible to obtain a gl of information from acquired
memory images and are increasingly likely to befquered. Therefore, memory
dumps would be a useful proof of concept tool. Hasve in the context of this
research, the live acquisition of mounted encrygt@dence is particularly of interest.
For the proof of concept developmedt from the Helix Live CDis used as an
example since it can be used to acquire both palysiemory and mounted encrypted

containers.
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7. 4DEVELOPMENT OFPROOF OFCONCEPTTOOL

7.4.1 Introduction

This section describes the development of a prpetgol that combinedd from the
Helix Live CD with system identifiers in order to demonstrate tirigin of live

acquired data.

7.4.2 Overview: Two-Stage Methodology

The process of demonstrating the origin of liveuneyl data has two stages: live and
dead. First, during the live investigation, a psxces run that launches the acquisition
tool dd, obtains some system identifiers, and hashes dbeir@ad image with these
identifiers. Then, later in an offline environmetihe same system identifiers are
obtained from the seized physical evidence. Offlthe live acquired image is then
hashed with the system identifiers recovered froengowered off physical hardware.
This latter process can be repeated at any timehenlive acquired data can therefore
be shown to have originated from the seized phiyewdence.

Due to this design, the system identifiers needei@ccessible even after the
power is removed, and even in cases where Full Biskyption is in use. Since in
this case the contents of the drive will not beeastble after the power is removed,
the use of software identifiers such as WedowsProduct Keyis not possible. It
would be possible to generate a hash of some oktleeypted data that will be
available after the power is removed and use thia anique identifier. However, as
described in Hargreaves and Chivers (2008a), inesoases it is difficult to obtain
encrypted data from a live machine since the etinysoftware often transparently
decrypts it. It is therefore desirable to use hamdwidentifiers, since these will be
consistent when the machine is live and runningstiiegpect’'s operating system, and
when the system is accessed offline during the &atalysis stage of the investigation.
There are a number of additional requirementsHerslystem identifiers that are used:
they should be unique to the system and difficultrgpossible to tamper with.
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7.4.3 Choice of Hardware Identifiers

This section describes possible hardware iderdifttat can be used to identify a

machine.
MAC Address

One option is the Media Access Control (MAC) addretthe computer. This is the
physical hardware address attached to Network faterCards (NIC). The MAC
address of the network card can be easily accessed live suspecWindows
machine usingpconfig /all , and post-seizure, in a controlled environrffent
usingifconfig —a , see Figure 40. Also, the BIOS of some machin@sreport

the MAC address of built in network cards.

Fle Edit wview Ierminal Tabs Help
root@M-Ubuntu: /home/chris/Desktop/bcrypt-1.6-16# ifconfig -a
ethe Link encap:Ethernet HwWaddr ©0:0C:29:5B:72:77
inet addr:192.168.91.147 Bcast:192.168.91.255 Mask:255.255.255.0
inet6 addr: fes®::20c:29ff:fe5b:7277/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
R packets:688 errors:0 dropped:@ overruns:@ frame:@
TX packets:218 errors:@ dropped:© overruns:@ carrier:0
collisions:@ txqueuelen:1088
RX bytes:287625 (280.8 KB) TX bytes:31412 (308.6 KB)
Interrupt:17 Base address:0x1400

(BEryprEiibElo e

[v]

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.8

inet6 addr: ::1/128 Scope:Host
' UP LOOPBACK RUNNING MTU:16436 Metric:1

R packets:0 errors:® dropped:© overruns:@ frame:@

TX packets:0 errors:0 dropped:0 overruns:0 carrier:@
collisions:® txqueuelen:®
RX bytes:@ (8.8 b) TX bytes:@8 (0.0 b)

root@vM-Ubuntu:/home/chris/Desktop/berypt-1.6-16# [

Figure 40: Displaying the MAC address undarux.

However, the MAC address of network cards can engéd under bothVindows

(Gorlani, 2008) andlinux. The changes to MAC addresses are not permandrdran
specific to the running operating system. If thep&ct is using a modified MAC
address, this would have the consequence that gduha live acquisition, the
modified MAC address would be obtained, but durthg offline analysis in a

controlled environment, the true (but different) Address would be obtained.

“8 Controlled environment refers to booting the maehising d.inux CD such as#lelix
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Hard disk identifiers

A hard disk has more than one identifier, the Vau®erial Number, and the

Manufacturer’'s Hard Drive Serial Number, which digcussed below.

Volume Serial NumberThis serial number is a 32 bit number assignea gartition.
It is created when the partition is formatted amderived from the time of the format
(Wilson, 2005). Therefore, a drive with more there gartition would have more than
one Volume Serial Number. This value is displayeldem running a simplealir

command, as shown in Figure 41.

C:stempstemprdir

Uolume in drive C has no label.
Uolume Serial Mumber iz 1C17-6DBD

Figure 41: Volume Serial Number displayed with "dir

Therefore, the Volume Serial Number can be eagtyiaved from a live system.
However, if the drive or volume has been encryptied,Volume Serial Number will
not be accessible to a later offline analysis, esitie Volume Serial Number is stored
within the partition itself (at offset 0x43 of secD of the partition).

Also, the Volume Serial Number can be changed usinegtool VolumelD
(Russinovich, 2006). However, unlike the changihtyldC addresses, these changes
would still be present after a reboot and if entinypis not considered, could be used
to link live acquired data to a specific machinewgver, in this research, encryption

does need to be considered.

Manufacturer’s Hard Drive Serial Number:This is the serial number of the drive
that is set during its manufacture. It can be eg&d using software such E® Tune

(EFD Software, 2008) and is often printed on theelaof the drive (shown in Figure
42 and Figure 43). Unlike the MAC address, no tepm has been identified that can

be used to change the manufacturer’s serial number.
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B EIE&X

& HD Tune 2.55 - Hard Disk Utility

[eTa10z128 (10 GE) v A B R E Y X
Q é.enc;l'{marlq ﬁ Infa |4Health '@. -I::nor-S.cani

| Fartition Drive letter  Label Capacity Usage Type Boatable |I
[ 1 o

9766 ME 45.07% NTFS No

' Supported features
S.MART
[ 48-bit &ddress
Read Look-Ahead
wiite Cache
Hozt Protected Area
[ Device Configuration Overlay
Firrware U paradable

[ Automatic &coustic Management
Power Management

Advanced Power Management
[ Interface Power Management
[ Pawer-up in Standby

[ 5ecurity Mode

[ Wative Command Sueving (NCO)

Firmware version: 2.0 Standard: ATASATAPI-S
Serial number: m Supported: UDMA Mode 4 [Ultra ATA/GE)
Capacity: 9.5 158 1 £ Active: UDMA Mode 4 [Ultra ATA/GE)
Buffer: 512 KB

Figure 42: Manufacturer’s serial number shown usiBgTune

& Seagate U10 Model ST310212A
(T V¥ W~ e = COR e 10.2 Gbytes

Modol: 8T310212A Gl 1]
| II‘III'I‘IIIIIIIII|I|II|||II|||IIIII|II|||I|II|III|I||I|II|II|I| Made In China - 6

Configuration Level:

Conflguration Code: U

i

Figure 43: The same serial number obtained frontethel of the drive.

Since no technique could be found to alter the r@anturer's hard drive serial
number and it can be accessed during a live imyatsdh and during a later offline

analysis, this is currently considered to be thst [mhoice to identify a particular
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machine. The following two sub-sections describe itmplementation of the two

stages of the proof of concept tool.

7.4.4 The Live Side

As described earlier, the proof of concept impletaton usesdd to acquire the
contents of an encrypted container and combinesdhaisition with the output of a
tool that obtains the manufacturer’'s hard driveaserumber. In this implementation,
combining this functionality into a single toolashieved usingerl. While Perl is an
interpreted scripting language that requires saftveaich ag\ctivePerlto be installed
on aWindowsmachine to run scripts, it is possible to convikdse scripts to self-
contained executables using the t&@rl2Exe (IndigoSTAR Software, 2008). This
was used to produce the executaditgquire_and_authenticate.exéhich makes calls
to other software using the ‘system’ command or‘iaektick™®, as shown in Figure
44. The contents of the mounted encrypted voluneeaaquired usingld from the

Forensic Acquisition Utilities (Garner, 2007).

# Get logical driwve

system ("FAUNA FF=VC000 W $input of=foutput conv=noerror™);
print{"calculating MD5..." n");

$filehash = trim C outp 'R

print{"$filehash'\n");

Figure 44: Calls tald andmd5from thePerl script.

The manufacturer's hard drive serial number isieeéd on a live machine using a
Visual Basicscript that uses code from Wilson (2006). Thisecalshown in Figure
45.

set svc = getobject ("winmgmts:root\cimv2")

set objEnum = svc.execQuery ("select * from win32_p hysicalMedia")

49:System’ returns the called program’s exit codbgereas ‘backticks’ return the program’s output.
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for each obj in objEnum
wscript.echo obj.GetObjectText_
next

Figure 45: Code that recovers the manufacturerialssumber.

The combined hash is obtained by calling a progitaah calculates the MD5 hash of
input provided to it. First a hash is calculatedhef acquired dat3 and then a hash of
the serial number obtained using the earlier sciipe output of the tool includes
these two hashes and then a single hash of theigedhbvo hashes, as shown in
Figure 46. This hash can be documented and wiittertext file.

Output F:sphysical origin_toolvimage.dd (28787376 bytes)
G856 +8 records in

5856 +8 records out

Calculating MDS. ..

8ADA4E3IE196AFES212527D7PA48CCLCFY

14:38:23 6 Jan 2809

HD SERIAL: 6CRA2348

FILE HASH: SADA4E3E176HFEG212527D7A48CC5CF?
HD SERIAL HASH: 7B3BA872885680EETBB7EYEA2282F3B4 -

FINAL HASH: B19411AE6CEBFED82?DES863FBEDAY34 -

F:wphusical origin_tool>

Figure 46: Output from the live tool.

7.4.5 The Dead Side

With the combined hash recorded, and the live attipm performed, the system can
be powered off and seized. During the later anslyisie live acquired data can be
demonstrated to originate from the seized hardwgreecovering the manufacturer’s
serial number and re-hashing this serial with the dcquired image.

There are a number of options for recovering thaufacturer’'s serial number
for a hard drive. For some drives it is printedlabels placed on the outside of the
hard disk itself, and it can therefore be recovexasily. However, this is not the case
for all drives and in these cases, it is possibleetover the serial number by booting
to aLinux based CD (which allows the drive to be mountedeasl only to prevent
changes) and using: hdparm -i /dev/sda, the owtparhich is shown in Figure 47.

% Since the hash is calculated of the acquired dmiathe actual data, there are no difficulties thue
the data continuously changing.
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ubuntu@ubuntu:/home$ sudo hdparm -i /dev/sda

/fdev/sda:
Model=5T34313A , FwRev=3.03 , SerialNo=6CR02348
Config={ HardSect NotMFM HdSw>15uSec Fixed DTR>18Mbs RotSpdTo[>ws2

RawCHS=8944/15/63, TrkSize=8, SectSize=8, ECCbytes=4
BuffType=unknown, BuffSize=512kB, MaxMultSect=32, MultSect=?7327
CurCHS=8944/15/63, CurSects=8452080, LBA=yes, LBAsects=8452080
I0RDY=on/off, tPIO={min:240,w/IORDY:120}, tDMA={min:120,rec:120}
PIO modes: pioc@ piol pio2 pio3 plo4

DMA modes: mdma@ mdmal mdma2

UDMA modes: udma® udmal udma2 udma3 *udmad

AdvancedPM=yes: unknown setting WriteCache=enabled

Drive conforms to: Unspecified: ATA/ATAPI-1,2,3,4,5

* signifies the current active mode

ubuntu@ubuntu: /home$

Figure 47: Output from hdparm —i /dev/sda to obthegnmanufacturer’s serial number.

With the serial number obtained, the offline veation of the acquired evidence’s
origin can be achieved using the developed exelytalffline_authenticate.exe
which is anothelPerl2Exe convertedPerl script that takes the path of the acquired
iImage and the text string of the hard disk senahber and calculates the combined
hash. If this is identical to the hash obtainedrduthe live acquisition, then the live

acquired image can be shown to have come fronpteaé of physical evidence.

7.5RESULTS

The prototype tool was tested on a live systeminghBestCryptwhere key recovery
from memory is not yet possible). A test system \basit’ and an encrypted
container was created usiBgstCrypt

The Perl wrapped version ofld was used to acquire the contents of the
encrypted container and the hashes were displayedceeen. The hashes were
documented and the screen photographed (showmyime=48). The system was then

powered off.

L In this case a real system was built rather thginguvirtual machines so that the hard drive serial
number could be photographed.
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ical_origin_tool>

«L ’“'.ht]

Figure 48: Photograph of the output from the livelt

For the offline stage, the hard drive was removeainf the system and the
manufacturer's hard drive serial number recordednfithe label (Figure 49). This
serial number was entered into the offline autlatiton software as shown in Figure

50 and the outputted hashes compared to thosenetitduring the live investigation.

&P Seagate U Model ST34313A
[8.944 CYL - 15 HDS — 63 SECT - LBA 8,452,080 |4.,3 va‘es

Model: ST34313A FE

Hll”llllllllIIIIHHIIIIIIIIII R Made In China - 6
HIIIIIIIIIHIIIIIIIHIIIIIHIIIIIIHIII

Configuration Level: A11432

MR AR

Configuration Code: UKY -01

Figure 49: Photograph of the physical drive’s demianber.
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. ¥ir\My Documents' Development\Hardware Profiling for

¥ :“My Documents™DevelopmentsHardware Profiling for Memory Acguisitionsphysical_ o
Eiginaﬁunl}perl offline_authenticate.pl bhest.dd 6CRB2Z7HA

est .

6CRA27HA

FILE HASH: A1 7BB66CS5F54D6272ACCAFCDEF7A529E
HD SERIAL HASH: EAYEA43FD3I25F179AB2APDED?SA4AZFC

FINAL HASH: A158CB1AF7E1 288801 FCYB63271E2823 =

H-“My Documents“Development~Hardware Profiling for Memory Acquisitionsphysical_o
rigin_tooll_

Figure 50: Output of the offline tool which is thame as that produced on the live system (Figuremtich links the live
acquired disk image to the seized hardware.

As can be seen in Figure 48 and Figure 50, thedsgstoduced at the time of the live
investigation by the acquisition tool which werecdmented and photographed agree
with those produced using the seized hardware ihaavailable for repeated
inspection in controlled environments. If the imagas acquired from a different

system to the one seized, the hashes would notimatshown in Figure 51.

‘I' HASH = ED'E"E:E!Eqﬁ!EHEHTﬂI?HE'}“HHEHEHEEEP
D SERIAL HASH: EE%GEEE?EI449?95555???F§g%EF2H65

IHFIL HASY = B68BBEVC4FACS P21 B54F8BA41 7A2A3RE

Microsoft Windows HF [Uersion 5.1.260881
C(C» Copyright 1985-2881 Microsoft Corp.

¥ :\My Documents>Development“Hardware Frofiling for Memory Acquisition“physical_o
rigin_toolXoffline_authenticate.pl hestZ.dd 6CRBZ7HA

hest2.dd

6CRA27HA

FILE HASH: 6D?2224863CE747387ADELEATLS?B14
HD SERIAL HASH: EAVEA43FD325F172ABZATDED?SA4AZFC

FINAL HASH: F1BB227DBE?AB1CF54D431B69F24F288 —

Figure 51: Hashes produced do not match if the @weas not acquired from the seized system.

This demonstrates that the live acquired image cénm@ the hardware in the
possession of the investigator that can be linkeaguspect using traditional means.
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/.6 EVALUATION

This developed approach allows live acquired dataetdemonstrated to come from a
particular piece of physical evidence. This is pdrthe authenticity requirement, as
explained in Chapter 3he origin of digital evidence should be provabieth in
terms of coming from a particular piece of physiegidence and also being produced
by running particular processes. In addition, acatisns of tampering should be
easily refutableln this research only the physical origin has beensidered, since
running particular processes can be demonstraiad tise principles used in Digital
Evidence Bags (Turner, 2006, , 2007) and it may &le possible to determine
processes run on a system during a live investigaty the changes made to the
system by the processes run (see Section 9.3), Alslee acquisition and analysis
stage of digital investigations are separated #doamsations of tampering with digital
evidence can be refuted since the hash of the setilyata can be shown at all stages
to be the same as when it was first acquired.

There are some limitations to this approach. Fadiministrator privileges are
required to obtain the hard drive serial numbed, twiese may not be available. In this
case it would be necessary to revert to using tRe&CMddress or other hardware
configuration information such as disk sizes toalklth a link between the live
acquired data and the seized physical evidence.

Also, as described in the previous chapter, theratipg system may not
provide accurate information to live investigatitools. If the operating system
behaves abnormally and provides false informatian a false hard drive serial
number, when the offline analysis is performed iooatrolled environment and the
system does behave normally, the hashes will nachmand the origin of the live
acquired data will be difficult to prove. Howevéhjs would involve modifying the
operating system to return a modified hard drivenaf@acturer’'s serial number, and a
means of achieving this has not been found. Evéndfis achieved, it is still possible
to use multiple identifying factors to counter thidéashes could be obtained of the
volume serial number, the MAC address and even tiisidsizes. While some could

be changed, or rendered inaccessible offline byyption, being able to access and
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hash acquired data with several of the multipleédiaccould increase confidence that
the acquired data came from the seized hardware #esult, future work involves
exploring further options available to link livecagred data to physical evidence. It
also may be possible to use the real-time captaoptementation of Digital Evidence
Bags and integrate the hashing of physical evidedestifiers to demonstrate the
physical origin of acquired digital evidence intoetDEB framework. However,
prototype DEB tools are not yet available and tbimains future work.

There are also limitations of the particular impéasrtation: thePerl proof of
concept is clumsy since it makes calls to othetwswoe to perform much of the
functionality. If the technique is developed intaeal tool then obtaining hardware
identifiers and computing combined hashes shoulthtegrated into the acquisition
tool itself. Also, in this implementation, the haddve serial numbers can only be
obtained for IDE drives using the current scrippwéver, code has now been found
to obtain SATA serials (Napalm, 2006) but has net geen integrated into the
developed authentication programs.

Also, referring back to Chapter 5, the changesaduts a system bgd were
determined to be minimal (single prefetch entry aimgjle Registry change). Future
work will involve examining the changes caused bg additional functionality of
calculating MD5 hashes and obtaining hardware iflerg. Identifying these changes
Is necessary for any ‘real’ implementation of ghietotype tool.

Also, it is important to emphasise that this ‘plegsidentifier approach’ is not
sufficient on its own to demonstrate authenticityis possible to ‘cheat’ the system
by using a modified version of thequire_and_authenticate.exbat would take a
fake memory dump as input that contains some fatatt evidence. This modified
acquire_and_authenticate.exe could be run on theestis system instead and would
produce a combined hash of the faked evidence théhsuspect’s hardware. When
this is examined offline, this fake evidence widl Authenticated as coming from the
suspect’s machine. Therefore, the approach deskcribihis chapter needs to be used
in conjunction with a technique such as digitadevice bags which records the name

and hash of the process run on the suspect mackireemeans that it can be shown
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that the evidence was obtained wusing the ‘standabdild® of
acquire_and_authenticate.exe, which is known taieeglata from the machine on
which it is running; not to take any custom inpotlayenerate a combined hash. The
question still remains of how to demonstrate that Digital Evidence Bag software
has not been tampered with, but using proceduralsores such as running from a
read only medium such as a CDROM, multiple invedtgs signing documents to
certify that certain software was run, or even widg the procedure live, it is possible
to demonstrate the authenticity of live acquirethda

Finally, while this *hardware hashing’ approachugeful in the context of this
research (acquiring live encrypted data), and carexiended to apply to memory
acquisitions and other live acquisitions savecetonavable storage media, it is not yet
known how this approach could be applied to dematesthe physical origin of other
types of digital evidence, for example packet capton a network. Nor can it be
applied to a memory image acquired over a Firewoenection since the physical
identifiers of the source system cannot be obtaingthe same way. However, live
acquisitions of disk or memory to a USB storageicewr other removable media
represents a significant proportion of live acdiosis and this is therefore a useful
technique. Also, as described earlier, BIOS infdromaand other identifying material
may be used to determine the origin of acquired argrdumps, including in the case
of Firewire acquisitions. Nevertheless, demonsitaphysical origins of other types

of digital evidence remains future work.

7.7 CONCLUSIONS

The authenticity requirement means thia¢ origin of digital evidence should be
provable, both in terms of coming from a particufaece of physical evidence and
also being produced by running particular processks addition, accusations of
tampering should be easily refutablee. has been shown that two aspects of the
authenticity requirement can be satisfied usingtexg techniques. Specifically that
digital evidence can be shown to be obtained a®saltr of running particular
processes using Digital Evidence Bags, which caatera tamperproof record of
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processes run and their output. Also, accusatidngrmpering with the acquired
evidence can be refuted if cryptographic hashes@&ed of the acquired evidence,
which can be checked throughout the life of a pwodigital evidence.

However, demonstrating the physical origin of liaequired evidence is
difficult, particularly in the case of encryptedtaasince the original data is not
accessible once the power is removed. This chdgatershown that by hashing live
acquired evidence with some unigue physical prgpafrthe computer system, in this
case the manufacturer's hard drive serial numblee, physical origin can be
demonstrated, even without access to the origiai@ ith unencrypted form.
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CHAPTER 8: EVALUATION

8.1INTRODUCTION

This chapter reviews the research performed, arduates it against the original
research hypothesis dligital evidence obtained from live investigatiansolving
encryption can be shown to be reliab&hapters 4 to 7 have examined each of the
requirements used to assess the reliability oftaligividence and each chapter has
evaluated the extent to which the requirement easdbisfied. This chapter provides a
summary of the conclusions of the previous chapterd evaluates them against the
original research hypothesis. The chapter firssmers the overall methodology used
to test the proposed hypotheses, followed by etiahmof the methodologies used to
examine each of the requirements that are usedgdesa the reliability of digital

evidence, and also to determine if they supporbtiggnal hypothesis.

8.2METHODOLOGY EVALUATION

Digital evidence was defined in Chapter 2aaset of reliable digital objects that
support or refute a hypothesisTherefore, this research was concerned with
determining whether digital objects recovered uding techniques from systems
using encryption could be considered to be reliabled therefore used as digital
evidence. The research hypothesis was thgital evidence obtained from live
investigations involving encryption can be showrbé¢oreliable In order to test this
hypothesis a measure of reliability was neededdigsussed in Chapter 2, digital
evidence is used for digital investigations aneihic digital investigations, and each
demand different levels of reliability of digitavidence. A higher degree of digital
evidence reliability is needed to convict someoneai criminal court than in a
corporate environment to come to a decision aboviblation of an acceptable use
policy, where the consequences of the decisionvarg different. Even within a
forensic digital investigation, there are differeadetween the standard of evidence

necessary for a decision in civil and criminal casgherebalance of probabilities
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and beyond all reasonable doulaire used respectively. Therefore, whether digital
evidence is convincing enough to come to a decismatependant on the decision to
be made and the person making the decision. Asrsimo@hapter 1, the reliability of
digital evidence is therefore context sensitive aubjective. This presented a
problem for this research since adopting a subjectiiew of digital evidence
reliability means that this hypothesis could nottested. However, in Chapter 3 it
was shown that there is an alternative approackrevitandards or requirements can
be used to “ensure quality” and to “guarantee tsé¢hnot involved of reliable results”
(Pollitt, 1995). It was shown in Chapter 3 thatréhare number of existing standards
or requirements that are currently used to askeseetiability of digital evidence, e.g.
the ACPO guidelines, and since reliability is atleaassessed in this way, it was
assumed that reliability of digital evidence canalssessed using a set of standards or
requirements. Once this was established, it was leeessary to identify appropriate

requirements.

8.3REQUIREMENTSEVALUATION

Based on the assumption that the reliability ofitdigevidence could be assessed
using standards or requirements, it was necessaryidentify appropriate
requirements. EXxisting requirements were examinedthey were found to have
limitations. Many were produced by those involvaddrensicdigital investigations
and as a result they contained legal specific t@shogy, for example “chain of
custody” (Sommer, 1998). This was not appropriatehis research since general
requirements for digital evidence were needed,esidigital evidence is used for
forensic digital investigations and also genergltdl investigations, where the results
do not need to be presented in court. Also, somghefexisting requirements were
written before live investigations became necessay as a result the requirements
were based around an approach where only the slisknisidered to contain evidence.
The consequence of building requirements on thengsson of evidence being only
on disk, is that requirements such as “evidenceldhaot be altered” (Pollitt, 1995)
can then be used, since discarding memory by dmsmiimg the power is not
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considered to be altering evidence. Once it is @teckthat memory can contain
relevant digital evidence, requirements such askibcome impossible to satisfy.

As a result, existing requirements were not carsid appropriate and it was
necessary to produce technology neutral and genegairements for assessing the
reliability of digital evidence. As a basis for shia set of requirements for assessing
the reliability of machine generated evidence wasé in Miller (1992) that had the
potential to be applied to assessing the religbibf digital evidence. These
requirements were adapted to apply to digital ewxsdeby considering the processes
that make up a digital investigation to be equinate the machines in Miller (1992).
From these, a set of general requirements for sisgeshe reliability of digital

evidence were proposed, which were:

Authenticity: it should be possible to demonstrate the origidigftal evidence, both
in terms of coming from a particular piece of plogsievidence and also being
produced by running particular processes. In adiuliti accusations of tampering

should be easily refutable;

Accuracy:it should be possible to assess the amount of eassociated with all
techniques used to obtain digital evidence, and @aount of error should be

acceptable in the context of the current invesiaygt

Completenesst should be possible to assess which evidenceesepved and which
is lost, and the maximum amount of digital eviderelevant to the investigation

should be preserved.

However, the hypothesis that these theerequirements for assessing the reliability of
digital evidence has the limitation that it can eelse demonstrated conclusively that
it is correct, only that a counterexample has net een found. Therefore, to
determine if the requirements could be shown tenberrect, existing requirements

and standards were examined and compared to tmopesed, since if the proposed
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requirements were incorrect, then there would lgmificant inconsistencies with
existing requirements. Requirements were seleabethet examined that were in
current use, taken from peer reviewed literaturgyroduced by experts in the field.
These were discussed in Chapter 3 and found eithexgree with the proposed
general requirements, or it was shown how they wpeeific means of satisfying the
proposed requirements e.g. “chain of custody” (Semrh998) is shown as a way of
demonstrating authenticity. Other requirements sash“evidence should not be
altered” (Pollitt, 1995) were shown to be inappraf@ for reasons discussed earlier.
Also, the requirements that were specific to laov, dxample, only seizing evidence
allowed by law (Mocas, 2004), were shown not tolapp all digital investigations
and therefore inappropriate for general requiresdot assessing the reliability of
digital evidence.

From this examination of existing requirementsvés not possible to find a
valid counterexample, thus supporting the hypothdésat these requirements were
suitable as general requirements for assessingeimbility of digital evidence.
However, one of the challenges of proposing geneglirements for assessing the
reliability of digital evidence is that there is artremely broad range of sources of
digital evidence, including PCs, network devicespbite phones etc. Therefore, it is
possible that counterexamples may be found in atpecific sub-categories of digital
investigations. However, given the sample of emgtiequirements to which these
proposed requirements were compared and showndorbpatible with, it is believed
that any changes that are found to be necessarytiowe to these requirements, due
to their generalised nature, will be minor adjustiteeo phrasing and explanation of
the requirements.

Therefore, since contradictory examples to assgssgfiability of digital
evidence using these three requirements were notdfoin the remainder of the
research, the reliability of digital evidence ohtad from live investigations involving
encryption was assessed against the three cridéricompleteness, accuracy and
authenticity.
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8.4 COMPLETENESSEVALUATION

The completeness requirement stated ithe&ttould be possible to assess which digital
evidence is preserved and which is lost, and theman amount of digital evidence
relevant to the investigation should be preservEkis requirement was examined
over two chapters, Chapters 4 and 5. The requiremas first examined from the
perspective of whether a live digital investigatimma traditional digital investigation
should be performed to preserve the maximum amwoiurgievant digital evidence. In
order to assess relatively what was preserveda@sidl performing a particular type
of investigation, it was considered whether offlaeeess to encrypted data was likely
using the approaches described in Chapter 2. Sedfetiaese techniques for gaining
access to encrypted evidence were case specgicpersuade the suspect to provide
decryption keys, and therefore it was not posdiblgeneralise about whether offline
access to encrypted evidence would be possibleddain types of product, and
therefore whether a live investigation would inc®athe completeness of the
preserved evidence. Also, these case specific appes make assumptions, e.g. that
the suspect would co-operate and provide keys.elfagors are difficult to predict
and therefore were not of use in determining whethéve investigation should be
performed. There were also approaches that werdupramplementation specific,
e.g. find a vulnerability in an algorithm in useheTlikely success of these specific
approaches also could not be generalised and esuéi were not considered in this
research. The limitation of not considering prodsecific approaches is that offline
access to encrypted evidence may be possible faicydar implementations.
Therefore, without taking product specific appraachinto account, a live
investigation could be performed when it was natessary. However, in order to
address this problem, a database of encryptionuptedincluding any vulnerabilities
that allow offline access, would need to be devetbprhis would require a team of
researchers to maintain, including keeping it woldte and controlling access.
Therefore, this was not considered to be a feasfyieoach in this research.

However, the remaining offline approaches werelarp as to whether

general conclusions could be drawn about the hkeld of successfully gaining
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access to encrypted evidence. It was found thasubeess of three of the approaches
was affected by the amount of the disk that remaitsessible after the power is
removed: locating copies of data in unencryptethfdocating copies of the password
or key; and intelligent password attacks. Encryptiproducts were therefore
categorised based on this property (the amounhefdisk that remains accessible)

and the categories identified were:

Manual file encryption A user selects a single fideencryption.

Folder encryption All files contained within a padar folder are
automatically encrypted.

Virtual drive encryption A virtual drive is createdhich is stored as a single
file on the user’s file system and all data stdcethis
virtual drive is automatically encrypted.

Full Volume Encryptiorf An entire partition is encrypted, but other paotis
and the partition structure are accessible.

Full Disk Encryption The entire disk is encryptaed¢luding the partition
table.

By examining which locations were left on the diaker a traditional digital
investigation approach was used (‘pull the plufpy,each category, the effect on the
investigation in terms of the completeness of tigi#tal evidence preserved could be
determined, with some categories preserving leggatlievidence than others. The
areas of the disk rendered inaccessible by putlegplug may or may not contain
relevant digital evidence. However, in this resbatavas assumed that the encrypted
evidence was relevant and therefore access wasedieted it. This is a valid
assumption because even if the encrypted conterd m@ relevant to the

investigation, access would be needed to it inrotdeletermine this. As a result, if

°2 This category was identified during the researche Tnitial categories used were based on
WinMagic (2005) which proposed four original categs, which did not include a distinction between
Full Volume Encryption and Full Disk Encryption.
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data could not be accessed because it was encryedompleteness was assumed
to have decreased.

In addition to which locations were encrypted émerefore inaccessible after
the power is removed, it was also considered hogfulighe locations remaining
would be in assisting with offline approaches tongey access. The different product
categories were examined and some left areas aliskeaccessible that could contain
information that would be useful in obtaining accés encrypted data on the disk
during an offline examination, e.g. C:\temp, or WendowsRegistry However, other
factors also affect the likelihood of gaining ascesing these approaches. These
include the suspect’s technical ability, the comjeof their password, and their
understanding of the precautions necessary whemg ushcryption, e.g. erasing
temporary files. It was therefore found that ifystem is encountered in a live state
and encrypted data is accessible, given the vasahbolved in attempting to predict
whether offline access will be possible, the mdfgotive method to obtain encrypted
data in a form that is accessible is to perforiwveacquisition.

However, there are more complexities to the cotepkss requirement once
the decision has been made to embark upon a lxestigation. These complexities
were explored in Chapter 5. This was necessaryesary live investigation is
inherently intrusive and all actions performed oliva system will make changes to
the system under investigation, which will overeridata and decrease the
completeness of the preserved digital evidence.ptéha5 examined how these
changes caused by live techniques could be assddsddrstanding changes caused
by live tools and techniques makes it possible tedigt which particular live
technique should be used in an investigation &ngit to maximise the preservation
of potentially relevant digital evidence. Since feliént tools overwrite different
evidence, this means that depending on what needie fpreserved for the current
investigation, techniques can be chosen and ussdotlerwrite only data that is
known to be irrelevant. Due to the diversity ofteys configurations, predictions may

not be exactly correct and therefore being ableassess changes post-live
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investigation is also necessary in order to deteemvhich data has been overwritten
and on the system in question after the live ingatbn has been performed.

The approach used to assess the evidence pressrgddst was to develop a
methodology to monitor a test system and record dh@nges made to it. This
monitoring methodology was used to record the ceangade by running programs
(including live investigation tools) and also coaotieg to the system in a variety of
ways. However, the limitation of this approach hattthese are records of changes
made to simple test systems only, and further werkecessary to extend these
predictions, and consider changes that are madgstems in configurations that are
encountered in real investigations. However, theveliped techniques and
methodology will assist in performing this futurenk.

Therefore, completeness can be increased andadeckéy performing a live
investigation. If encrypted evidence is encounteyed live system, it is difficult to
predict if offline approaches for gaining accesshie encrypted digital evidence will
be successful, whereas performing a live acquisiten preserve this information in a
form that can be analysed. However, performingva investigation will overwrite
data on the system and decrease completeness.ssbssment of this decrease in
completeness caused by performing a live investigatan be achieved by testing
tools in advance using the developed methodolodys BRllows changes to be
predicted and therefore the best course of actieciddd upon for the current
investigation, which attempts to minimise the losselevant digital evidence. It also
assists in demonstrating post-live investigationaixchanges were actually made and

what evidence was lost.

8.5ACCURACY EVALUATION

Chapter 6 examined the accuracy requirement foitafligevidence, which was
explained ast should be possible to assess the amount of exsspciated with all

techniques used to obtain and process digital emde and that error should be
acceptable in the context of the current invesitoggatHowever, this explanation has a
limitation, since ‘error’ in the context of digitahvestigations was not defined.
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Therefore, the concept of error in digital inveatigns was reviewed in Chapter 6 and
then defined ashe difference between the inferred history anck thistory of the
examined digital evidenc&here error is expressed @ternative events that explain
the current state of the examined digital obje@tsis definition can be used to assess
error in the acquisition and analysis stages ofgéad investigation. However, this
research did not consider error in the analysigestd live investigations, since if the
acquisition and analysis stages are separated;liorcdata is acquired, the remainder
of the investigation process is no different to adacquired in a traditional
investigation. This means that once data is acdun@m a live system to a storage
medium, it has the same properties as digital exidefrom a traditional digital
investigation, in that it can be exactly duplicatad examined multiple times by
multiple examiners. Therefore, this research hasceadtrated on assessing the
accuracy of the acquisition stage of a live ingzdton involving encrypted evidence.

This research showed that it is possible to agbesaccuracy of live acquired
data from systems using encryption, if, at the tiofeseizure, in addition to the
mounted encrypted data, other information is aeguthat allows offline decryption
of the encrypted data. This was demonstrated bwimmhg recovery keys from
BitLocker in Windows Vistaand also recovering decryption keys from a memory
dump of TrueCrypt Both of these techniques allowed the encrypteth da be
decrypted offline in a repeatable manner in a édisenvironment. This offline
acquired copy was then used to demonstrate theagcof the live acquired data
since it eliminates alternative hypotheses thatremed digital objects (the acquired
data) have their values due to the operating systésrepresenting its state or the
acquisition tool being faulty. The only digital elbf that is used as evidence, whose
accuracy cannot be demonstrated in this way, is da@ that allows offline
decryption, and the accuracy of this is proventdwbility to decrypt the data.

There are however, two main limitations to thisprach (excluding
limitations of specific offline decryption approasd) e.g.TrueCrypt key recovery
only being implemented for certain algorithms).sEiis that it does not address the

logic bomb problem, i.e. a piece of software cduddinstalled so that when a certain

230



Chapter 8

action is performed e.g. an investigator plugs dSB stick, this causes data to be
erased or manipulated, the system to be lockedhersystem crashed so that data
reverts to its encrypted state. Only the firstlwse is an accuracy problem since it
changes the history of the examined digital objégtchanging their state, whereas
the others prevent the data from being acquiredl.aithe second limitation is that the
accuracy of a live acquisition has not been asdassieg only live techniques, and an
offline decryption and acquisition was necessanaltow accuracy to be assessed
using repeatable methods. This is possible onlyiveracquiredencryptedevidence,
since after ‘pulling the plug’ the original dataimeaccessible rather that permanently
erased. So while the accuracy of digital evidemoenflive investigations involving
encryption can be assessed by comparing it to ffimeo decrypted data, this
approach can not be generalised to other live tigagns, e.g. acquisition of
memory or the output of live tools suchpdist

However, a general approach to assessing accuragybepossible using an
alternative method. As described in the conclusisastion of Chapter 6, the
Certainty Scale in Casey (2002a), which can be dsethg the analysis stage of an
investigation to compare multiple sources of evadeto test and describe confidence
in a particular hypothesis, could also be appliedite acquisitions. In this case
multiple live acquisition tools that acquire datgng different sources could be used
and the results compared e.g. a Firewire acquisiiod add based acquisition. If
mapped to the Certainty Scale in Casey (2002aysiyg multiple tools, this would
increase the certainty in the acquired data sirata dould be verified by multiple
sources. Also, if the accuracy of a memory image lma assessed, it is then possible
to begin to determine whether the system is ‘befgaviormally’ i.e. there are no
suspicious processes whose function cannot be iegdlaThis would allow an
investigator to search for traces of logic bomletednine if the system is behaving
normally for the purposes of determining changessed by live tools, and also
screen a system for processes that may affeceshdts of other live tools later run on
the system. However, this remains future work, bighlights the importance of

memory acquisitions in demonstrating accuracy siilite obtained from live systems.
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Therefore, if live acquisition is separated fromalgsis and presentation, the
error associated with processes that analyse asemtrlive acquired evidence can be
assessed in the same way as in a traditional iget¢isin. Also, the accuracy of the
live acquisition of encrypted evidence can be destrated if information is recovered
from the live system that allows offline decryptiorhis allows the accuracy of the
live acquired copy to be verified by comparingatthe offline acquired copy, which
was obtained in a trusted environment where thega® and can be repeated, which
therefore eliminates alternative hypotheses ofaitguisition tool being faulty or the
operating system providing false information to thequisition tool. However,
limitations remain, since there is possible erroe do logic bombs erasing relevant
data, which may or may not be significant dependinghe individual investigation.

In addition, this could be addressed with futurekvo

8.6 AUTHENTICITY EVALUATION

The authenticity of digital evidence from live irstgations involving encryption was
examined in Chapter 7. This requirement stated thahould be possible to
demonstrate the origin of digital evidence, in teraf coming from a particular piece
of physical evidence and also being produced bying particular processedn
addition, accusations of tampering should be easfytable.Of the three aspects of
the authenticity requirement, two could alreadyaelressed for live investigations
using existing techniques. First it can be demaistr that data is produced as a result
of running particular processes by maintaining eoré of processes run and the
output captured using a technology such as digitalence bags. Also, accusations of
tampering after acquisition can be refuted by angahashes of acquired evidence
which can be recalculated at any time and the eeelshown to be unchanged. The
limitation of this is that accusations of tamperprgr to acquisition cannot be refuted
using technology. However, this is the case regasdbf whether a live investigation
is performed, since in a ‘pull the plug’ investigat, evidence could be manipulated
prior to the power being removed, and tamperinfp@tscene is possible in real-world
forensics. This problem can be addressed procéguwrsing multi-person teams of
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investigators and it would also be possible to widlee entire seizure to record all
actions performed at the scene. Therefore, acomsatof tampering prior to
acquisition were not considered in this research.

Since two aspects of the authenticity requirencenid already be addressed,
this research focused on demonstrating that ligglieed data came from a particular
piece of physical evidence. This was achieved bgifyimg the acquisition process to
obtain unique physical identifiers of the system this case the hard drive’'s
manufacturer’s serial number) and to cryptograplyidaash the acquired data with
these identifiers. Since these identifiers are lalile before and after the power is
removed from the system, during the later analysien though the original data is
not available (e.g. it is encrypted or erased wthen power is removed) it is still
possible to obtain the physical identifiers frore #eized evidence. It is then possible
to perform the same hashing operation and showthiedive acquired evidence came
from the seized piece of hardware, which can beecded to the suspect.

Therefore, authenticity can be demonstrated fee lacquisitions using a
combination of technological and procedural techeg] It can be demonstrated that
data is produced as a result of running particpltacesses, either procedurally or
using a technology such as Digital Evidence Bagsusations of tampering after
acquisition can be refuted by creating hashes qfiieed evidence, which can be
recalculated at any time and the evidence showretanchanged, and the physical
origin can be demonstrated by hashing evidence witssical identifiers of the
system which can be repeated at any time which detrades that the acquired digital

evidence came from a particular piece of physicalence.

8.7CONCLUSIONS

In summary, the original research hypothesis diggal evidence obtained from live
investigations involving encryption can be showibéoreliableand this research has
proposed that reliability of digital evidence camdssessed in terms of three criteria:
authenticity, accuracy and completeness. It is Iskemvn that for a live investigation,
authenticity can be satisfied by recording the psses run, either procedurally or
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using a technology such as Digital Evidence Balat acquired evidence has not
been tampered with after acquisition by creatingptgraphic hashes of the acquired
evidence; and that the acquired evidence came &quarticular piece of physical
evidence by hashing acquired digital evidence wittysical identifiers such as
manufacturer’s hard drive serial number. It has alsown that the accuracy of digital
evidence from live investigations is dependant emdnstrating the accuracy of the
acquisition stage. This was shown to be possibladoyiring specific information, in
addition to the mounted encrypted data, which lateEws the static encrypted data
that remains when the power is removed to be démdypffline in a repeatable
manner in a trusted environment and compared tolitlee acquired copy. This
additional information can be in the form of recov&eys or a memory dump, from
which decryption keys can be extracted. While #pproach cannot be extended to
general live acquisitions, in the context of livevestigations involving encryption,
this technique allows digital evidence to be acpiin a form that can be analysed
and the accuracy of that acquisition to be assesséds also been shown that live
investigations can increase the completeness opitbserved digital evidence, and
assuming the encrypted evidence is considered aieleto the investigation, will
preserve the maximum amount of digital evidencewvaaht to the investigation. It has
also been shown that it is possible to assessvitleree that is preserved and lost by
monitoring live tools and techniques in test enmments and recording the changes
made. This testing assists an investigator in geteng the best course of action
during a live investigation using predictions abautat will be overwritten by
particular live tools and techniques. Also, theulssobtained from footprinting live
tools and also other software that is found on esyst e.g. antivirus, increases
investigators’ understanding of the changes thatioon a system, which assists with
the analysis of the machine post-live investigatitm identify changes made and
therefore potential digital evidence that was nokesprved. While the test
environments examined do not yet truly reflect tbal systems on which live tools
are run, the developed methodology makes thisdéutark possible.
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Therefore, referring back to the original hypotkesif digital evidence
obtained from live investigations involving encrgptcan be shown to be reliable
despite the use of these requirements to assdabiligl and the success of the
implemented solutions to satisfy them, it is impattto remember that in reality, the
reliability of digital evidence is subjective andntext sensitive, as discussed at the
beginning of this chapter and in Chapter 3. Soevieliability can be assessed against
requirements, it is necessary for those requiresnenaddress the context sensitivity
of digital evidence reliability. The requirement®posed allow for this, for example,
the requirement for accuracy states that it mugidssible to asses error, and that this
error should be acceptable in the context of theeou investigation. Also, the
completeness requirement states that the maximuwourmof relevant evidence
should be preserved, where what is consideredaetadigital evidence will change
depending on the investigation. Also, when congideauthenticity, it is possible for
the person collecting evidence to subvert the ctla process, by introducing,
altering or removing evidence. It is therefore rseey for decisions about these
factors to be made for individual investigationshether the error is acceptable,
whether something relevant was not preserved, @tlveln the person who collected
the evidence performed the evidence collection gnigpThis is the responsibility of
those making the decision, which will in turn degean the decision to be made.
Therefore, it is not possible to broadly say whethgital evidence obtained from live
investigations involving encryption is reliable, caese it depends on the
circumstances in which it is used. However, thiseegch has provided structured
criteria that allow this reliability to be assessewl has also demonstrated the use of
these criteria in the context of live investigasanvolving encryption and shown the
extent to which each can currently be met if thestmeliable evidence possible is

aspired to.
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CHAPTER 9: CONCLUSIONS

9.1 CONCLUSIONS

This final chapter provides a summary of the cbutions of this thesis, discusses
future work and provides a summary of the work @ened and the conclusions

drawn.

9.2CONTRIBUTIONS

This research has tested the hypothesisdigftal evidence obtained from live
investigations involving encryption can be showrbé¢oreliable which has involved
investigating the strengths and weaknesses of noeirig live investigations of
systems that use encryption. While it is not pdedib say that digital evidence from
live investigations involving encryption is relighl since this is investigation
dependent, it has been possible to produce a switefia, against which reliability
can be assessed. The explanations of these regquterfor digital evidence have
been clearly defined and the research as a whtdeagacan example of how they can
be used.

Also, categorisations of encryption product haeerb validated and it has
been shown how these affect the locations on diak lhecome inaccessible. It has
also been shown how these categories affect offipproaches to attempting to gain
access to encrypted digital evidence. This rebealmwed that it is difficult to
predict the success of offline approaches and fimereffline access may or may not
be possible. However, live investigations allowadtd be preserved in all cases and
particularly in the case of Full Disk or Full Vol@rEncryption, are likely to offer a
significant increase in completeness.

The adverse affect on completeness by perfornmegithvestigations has also
been explored. A methodology and software tool been developed that simplifies
the process of recording changes made to testnsysiEhese allow the footprints of
live tools to be determined. Testing also produsaaie specific results, including the

advantages of acquiring an image of memory followgextracting information such
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as processes running from the image, rather thiag lige investigation tools such as
pslistto produce the same information.

A general definition for error in digital invesétjons has also been proposed,
which was lacking in current literature. A clearfidgion of error in digital
investigations based around alternative hypothésesligital objects having their
current state provides direction for the expressbrerror when presenting digital
evidence. After defining error, it was clear thatai live investigation, the alternative
hypotheses for acquired data having its currente stzere the operating system
providing false information to the acquisition tpok the acquisition tool obtaining
data incorrectly. To address this problem, a methas developed that used
repeatability and the use of trusted operatingesygstas means of demonstrating the
accuracy of live acquired copies of encrypted ewige This involved acquiring
specific information from the system at the sanmetias a decrypted copy of the
encrypted evidence, which allowed offline decryptiof the static encrypted data.
This was demonstrated in two ways: using the bmiltGUI of BitLocker and
recovering decryption keys from a memory dump afyatem runninglrueCrypt
This approach can be extended for all on-the-flyrgotion systems.

Finally, it has also been shown how physical origi live acquired data can
be demonstrated by integrating physical identifibegt are available before and after
‘pulling the plug’ into the acquisition process.

Many of these contributions have resulted in pesfiewed publications.
Obtaining recovery keys in order to allow later egx toWindows Vista Bitlocker
encrypted data was discussed in Hargreaves an@&SHi007) and Hargreavesal
(Hargreavest al, 2008). The latter also discussed the difficuftygaining offline
access toEFS encrypted files orwWindowsVista The key recovery approach to
demonstrating accuracy of acquired digital evidemnas discussed in Hargreaves and
Chivers (2008b), where the ‘linear scan’ approactey recovery was introduced.
This key recovery approach was also used in Havgeeand Chivers (2008a) to
demonstrate how live imaging could be avoided sesavhere it is impractical, such

as when very large amounts of data are involvedh Bapers on key recovery also
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included other aspects of this research, includmegtypes of offline approaches for

gaining access to encrypted evidence.

9.3FUTUREWORK

This research has also opened up many opporturigrefurther work. First, the
criteria proposed for assessing the reliabilitydafital evidence could be applied to
other types of digital evidence. An obvious examptauld be mobile phones since
evidence is often obtained using a live investagati.e. using the operating system of
the system under investigation to recover evideand, no literature could be found
on the reliability of digital evidence obtainedrmanobile phones.

One of the most interesting areas for future werkletermining the footprint
of live investigation tools and techniques. Thealeped methodology can be used to
identify changes made to test systems and can & tospredict the locations of
artefacts left by a live investigation. However, iadividual post-live investigation
analysis of a machine is still necessary for easecDeveloping an optimised and
standard methodology for performing this later wgsial would speed up an
investigator’s ability to assess the changes mgd#dlive tools used and determine
which digital evidence may have been lost. Standiglthis part of the analysis does
not suffer from the same difficulties as attempds standardise general digital
investigations (including problems such as the mite in investigations and the
number of different questions to be answered),esmay a single question is being
asked — what changes were made to the system diue itovestigators actions?

The actual methodology and software developed if@ tool testing also
enables other future work; firstly, they can bo#m de significantly improved. The
methodology could be changed so that the live logdpols are not used, which
would make the monitoring completely unintrusiveawéver, for this to be possible,
other changes would need to be made, as descriligaiaipter 5, for example, the disk
caching problem overcome, and an inspection of gésnn unallocated space.
Making the method completely unintrusive offers thévantage that changes to

memory could be monitored simultaneously, sincentieenory of the system would
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not be modified by the monitoring tools. The anelys changes caused could also be
improved, with more experiments into ‘backgrounamies’, and more significantly,
a modification of the reporting environment frorsienple HTML report to a full GUI
that allows recorded changes to be easily inspeoctel@termine if they are relevant.
Also, there is the potential for further automatidMware offers an APl which has
not yet been fully explored, but at least allowgual machines to be paused and
resumed from the command line. This is a smallneighition but it may allow one-
click snapshot generation, simplifying the collentof test data.

The developed system monitoring methodology, imedosr otherwise, could
be used to examine additional live investigationlsoand techniques e.g. other
memory acquisition tools, connecting via Etherredt,. It could also be used to
examine them in greater detail: repeating the tasténg systems with different
background software running e.g. antivirus, andddferent service packs\operating
systems. These may or may not make significanemdiffces to the changes caused
but experimentation is needed to determine this.

Identifying changes caused by live tools also hamplications for the
authenticity requirement; specifically that by itd&nng the changes made by live
tools, it may be possible to use the artefacts teatain on a system after a live
investigation to support investigators’ recordsttodir actions performed on the live
system.

Also, the methodology and tools developed couldded to significantly ease
a popular area of digital investigation researatednining the forensic artefacts left
by pieces of software. Using the developed metlampoband tools it is possible to
generate comprehensive reports detailing the clsaogesed by performing actions
on a system, e.g. runnirigkypefrom a USB stick. If the tools are improved in the
manner described earlier, recorded changes couldspected through an interface
designed for highlighting these changes, allowietgvant changes to be easily
identified. The automated nature of the tools, ipaldrly if the VMware API can be
utilised, allows these reports to be very easilynegated, allowing the

investigator/researcher to concentrate on the aisaty the recorded changes.
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This also raises a question about how to storepagsent these changes. This
problem applies to changes caused by live investig@ools and also artefacts left by
pieces of software. One of the difficulties is gneting the results in a form that is
useful. Currently this achieved by interspacing oF Registry paths between text that
explains the cause of the change. A standard, tatedt format for storing and
disseminating this type of information would enaqiesrying and visualisation tools
to be built on top of this standard format, whicbuhd allow different methods for
displaying this information to be developed. Thasthe potential to improve the
process of sharing this type of information, whishextremely common in digital
investigation research.

Additional future work is possible due to the i@®h into accuracy of digital
evidence. The demonstration of accuracy throughrkegvery was only performed
for two products. Key recovery from memory has adiye become a popular area for
research, with alternative approaches to the dpedidinear scan technique already
published. There are an increasing number of o+ilyhencryption products available
and key recovery approaches will be possible ukgys are stored securely in
hardware. However, developers of on-the-fly endoypsoftware are aware of key
recovery approaches and are modifying the way iithvkeys are stored in memory
to defeat simple approaches. Therefore, develog@ygrecovery techniques is likely
to be a continuous source of future work. Also,eaesh can be performed into
demonstrating accuracy in live investigations thatnot involve encrypted evidence,
i.e. where offline data recovery is not possibl@phing a Certainty Scale such as
that in Casey (2002a) has the potential to alloeuescy of digital evidence obtained
from live acquisitions to be assessed by acquidata from multiple sources and
correlating the results. Exploring the anti-forensechniques for different memory
acquisition techniques would increase the undedgtgrof what could cause acquired
data from memory to have its state, and given ti@nk technical expertise of the
suspect, likelihood could be provided by an expeme investigator of these

alternative explanations.
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Finally, future work that is possible due to tlesaarch into demonstrating the
authenticity of live acquired digital evidence mdés exploring the procedural
mechanisms used to demonstrate how live evidenseobtained, including requiring
technological solutions such as video capture argitdd Evidence Bags, and how
these could be used to increase confidence in thgnoof live acquired digital

evidence.

9.4FINAL SUMMARY

Traditional digital investigations, i.e. ‘pullinghé¢ plug’ have the advantage of
preserving the contents of the computer’s hardedaitva specific point in time, since
while the power is removed no data can be writeethe disk. However, when the
power is removed, this means that volatile datduding data in memory is lost. This
also has implications for investigating systemd #ra using encryption since while
decrypted content may be accessible when the syisteamning, once the power is
removed, the decrypted content, which may incllbefahe drive, may revert to its

encrypted state and therefore become inaccessible.

As a result, this has led to the use of live itigasions, where the computer
system is investigated while it is still runningsing the operating system of the
suspect’'s machine. Such investigations are usdfighwencryption is involved since
when a live investigation is performed, the invgasttor has the same access to the
system as the suspect had prior to the investigatong physical control of the
machine. Therefore, if encrypted data was accessibthe suspect at the time of the
seizure, then the investigator would also havesxteethe decrypted content.

However, there are a number of difficulties witkelinvestigations, including
the difficulty in trusting the data supplied to tine tools; the inherent intrusiveness
of live techniques; the difficulty in verifying theutput of live tools; and also ensuring
that no evidence is missed. Due to these diffieslii is possible that digital evidence
from live investigations is used when it should bet or is not used when it could be;
either way potentially resulting in an incorreccid#on being made. Given that live
investigations are a useful technique for addrgssime problem of encrypted
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evidence, but have associated difficulties, the afnthis research was therefore to
determine the role that live investigations couldypwhen encrypted evidence is
involved. The research hypothesis that was testestligital evidence obtained from

live investigations involving encryption can bewhdo be reliable.

To test this hypothesis, this research first aefireliability as being assessed
using three requirements: authenticity, accuracy @mpleteness. The remainder of
the research evaluated evidence from live investiga against these three criteria.
The requirement of authenticity was discussed iap@dr 7 and was shown to be
satisfied by recording the processes run, usingpdsaso demonstrate that acquired
digital evidence has not been tampered with, arsthihg live acquired evidence with
hardware identifiers to demonstrate its physicadior Accuracy was discussed in
Chapter 6 and it was demonstrated how certain sswterror in live acquisitions of
encrypted data could be eliminated by also obtgiwither specific information at the
time of the live acquisition that allowed the stancrypted data to be decrypted later
during an offline examination in a repeatable mamsing a trusted operating system.
This eliminates alternative hypotheses that acduitata contains error due to a
manipulated operating system or faulty acquisitioals. However, potential error
remains in that the investigators actions triggemetbgic bomb’ that manipulated
evidence in some way prior to acquisition. This n@ymay not be significant
depending on the specific investigation. Completsngas discussed in Chapters 4
and 5 and it was shown to be significantly incrdad® performing a live
investigation, since this can preserve data inran fthat can be analysed rather than
being encrypted. However, live investigations aigerwrite data on the live machine,
and the significance of this will depend on the c#jpe investigation. A software
monitoring tool and a methodology has been develdpat assists in predicting these
changes and identifying which evidence has beemaiteen on the system after the
live investigation has been performed.

Therefore, it is possible for digital evidencenfrdive investigations involving
encryption to be considered to be reliable, bufiasussed in the evaluation chapter,

reliability of digital evidence depends on the speavestigation and the importance
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of the decision being made. However, this reseaesh provided structured criteria
that allow the reliability of digital evidence t@ lassessed and the research as a whole
has demonstrated the use of these criteria indheegt of live digital investigations

involving encryption and shown the extent to wheelth can currently be met.
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Appendix A

APPENDIX A

There are many process models that are used tesergra digital investigation. This
appendix summarises them in table form. In thisaesh, the simplest process model
from Carrier (2003) is used, which is acquisiti@amalysis and presentation. Using
this model does not consider preparation for perfiog a digital investigation, since

a process model of the digital investigation itse$ought.
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Carrier (2002) Farmer (1999) Palmer/DFRWS(2001) Man dia et al (2003) NIJ (2001) Re(iztgoezt)al Carrier & Spafford (2003) Baryamureeba & Tushabe (2  004) Ciardhuai;\(2004) Beebe & Clark (2005)
Pre-Incident Preparation Operational Readiness Operational Readiness
Infrastructure Readiness Infrastructure Readiness
Detection Identification Detection and Notification Detection Awareness
C‘X‘ngﬁgg{:;‘nd Authorisation
Preparation Planning Preparation
Notification
Initial Response
Response Formulation A:p,pr?ach Incident Response
Acquisition Secure and Isolate
Physica\Pﬁrai;nee Scene Physical Crime Scene Investigation (1)
Identification Sﬁ;’:i;ﬂd
Record the scene Preservation Preservation Preservation
Search for evidence Collection Duplication Collection Collection Collection Data Collection
Collect and package Digital Crime Scene Investigation (1)
evidence
Maintain chain of custody Transport
Storage
Survey Confirmation
Documentation
Search and collection Submission
Digital Crime Scene Investigation (2) (Identification)
Authorisation
Physical Crime Scene Investigation (2)
Digital Crime Scene Investigation(3)
Reconstruction
Investigation Data Analysis
Security Measure Implementation
Recovery
Analysis Examination Examination Examination Examination
Analysis Analysis Analysis Hypothesis
Reconstruction
Presentation Presentation Presentation Communication Presentation Findings Presentation
Proof/defence
Review Review
Reporting Reporting Reporting Dissemination
Follow up Return Evidence Incident Close

Table 22: Comparison of process models for digitadstigations.
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